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l/lHCTpyMeHTb I 



□ 4 ToTanbHbiM wrwoHaw m KH6epB0MHa, mjim KaK AHB 
xoseT 3aBoeBaTb Mttp c noMombio BnpycoB. senoBese- 
ctbo ceroflHfl oxaaanocb na rpaHH hobom bomhw - KMOepHeTHHecKOfi 

BnaflHMwp BpioKOB 

AflMl/lHI/ICTPl/lPOBAHl/IE 

floKyivieHTQoBopoT 

0 8 KaK BblftpaTb C3fl? HHipopMauiw no C3fl MMoro, ho, Korfla npiidy- 

naeujb k Bbioopy. 0Ka3biBaeTCfl, hto ee HefloaaroHHO. OnncanMH peweHMii 
Mano seM pa3JiHMatoTCfl. a 0T3biBbi Ha (popyMax npoTWBopesaT apyr flpyry. 

Cepreti RpeMsyK 

MoHMTopi/iHr 

1 2 npoBepKa Ha cooTBeTCTBiie napaMeTpoB, mjim Compliance 

Settings B SCCM 2012. Compliance Settings b SCCM 2012 noMoraeT 
oueHHBaTb v\ OTc/ie)KMBaTb aocroBepHocTb K0H(pnrypaunM KOMnbioTepoB 
KOMnaHMH, a Tanwe BHOcmb b hhx HeKoropwe wcnpaBneHHH. 

Cepreii Bojiamh 

FAQ 

1 ~7 HacTpc-HKH ceTM c noMOiubto PowerShell 4.0. 

Cepreti RpeMiyx 
YnpaBneHne 1/lT-i/iHcppacTpyKTypoi/i 

1 S He Tep«fl ynpaBneHMfl. HacTb 2. 063op cpeflCTB yaa/ieH- 
Horo ynpaB/iemm. CoaaaHHe oTKa3oycToiiHHBbix peiueHiiw, npeaoT- 
BpamaioiiiHx noiepro ynpaBneHHn cepaepoM b kphtmhhoh cwryauHM. 

Anexcevi BepextHO* 

How To 

23 Ha6op yTM/iMT dtools. YnpaBJineM mhohbctbom 
UNIX CMCTeM. 

Ceprew flpeMHyK 



24 MHtpOKMOCK CBOMMM pyK3MM. KaK no/jroTOBHTb «06ilieCTBeHHbiw 
KOMnbioTep- flnn pafjoTbi b po/iw tohkoto Knuema u 3am.MTHTb ero ot He- 
uenesoro wcnonb30BaHHfl. 

Mropb OpemeHKOB 

30 YcTaHOBKa m HacTpotiKa Katello, Pulp m Candlepin. 3Ha- 
KOMMMCfl c HOBbiM noKOJieHneM Red Hat Network. 

C/ieayiomee noKoneHHe Red Hat Network - Katello, Pulp, Candlepin 
m Foreman no3HaKOMHMCfi c nepBbiMM TpeM« npwjioKeHWflMH 

flemtc CitnaKOB 

35 CMdeMbi ynpaBneHMH KowpMrypauMeii. Hew omMHaraT- 
ch Chet, SaltStack, Puppet, CFEngine m Ansible? HeTbipe 

BawHeiiujiie rpynnbi cbomctb chctcm ynpaBneHMH KOHCpwrypau,neM. no kotopwm 
flenaera cpaBHeHwe nonynapHbix CM-WHcrpyMeHTOB. 

CepreM Wmthhckmh, AneKcaHflp Hhctokob 

BwpTyanw3at4M9i 

40 06/iaKO ot VMware. MacTb 1. Pa3BopanMBaeM vCloud 
Director. PaccMOTpHM Haoop npoflyiaoB vCloud Suite, ero 6a30Bbie ohom 
m KOMnoHeHTbi, a Taione ycranoBKy vCloud Director c onwcaHweM Bcex ujaroB. 

A/ieKcaHflp PyneHKO 

KonaeM rny6>Ke 

46 USB_ModeSwitch, mjim «Kot b MeujKe». noflnmoHHnw uSB-coTOBbiw 
MOfleM k 0C Linux, a oh He 3apa6oTarf> noseMy are cnyHwnocb n hto ne/iaTb? 

naBen 3annflKOB 

BE30nACH0CTb 

MoHMTOpiflHr 

52 BOJibUJOM BpaT BMflMT Te6fl. RporpaMMbi flnHCKpwToro HaGnioueHwfi 
3a nonb30BareneM, no3Bonsuouwe nepexBaTbisaTb ero noHTy m cuMBonw, bbo- 
flHMbie c Kjia8naTypbi, KOHTponnpyioiMne ncno/ib30BaHiie cMeHHbM Hocwenew 
M flenaiomne ckphhujotu ero sxpaHa, 3anncbt8aiomwe neperoBopbi no cxaiiny. 

PauiMA Ahhuob 
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B A3bl flAHHblX 

l/l3ynaeM «1 C» 

59 KaK M36e)KaTb oujh6ok yseia b «1C». MacTb 11. Ha- 
iior Ha A06aBJieHHyKJ CTOMMOCTb.yMeTHMoraHaflo6aBrieH- 

Hyio CTOHMOCTb pernaMeHTMpyeTCfl 3aK0H0AaienbHbiMM flOKyM6HT3Mn. 
rioaTOMy BawHo oOecnesiiBaTb KoppeKTHOdb onepamw. 

Mropb HytJiapoB 

66 «1C:ERP 2.0». Hto HOBoro? MacTb 3. noflCMdeMbi 
«OHHaHCbi» m «BiOA)KeTMpOBaHHe». npoflonwaeM n3yseHne 
HOBoro (pnarMaHCKoro pewewifl ot 1C. 

Oner d)njinnnoB 

PA3PABOTK A 

1/lHCTpyruieHTbi 

70 nporpaMMHpoBaHMe USB b Android. Mcnojib3yeM 

flilfl CBH3M MHTepcpenc USB. 0praHH3auiifl o6MeHa MHfpopMa- 
queH Mew/jy 3/ieicipoHHbiMn ycrpowcTBaMM m annapaTaMH. paoaraioiUMMM 
nofl ynpaB/iemieM OC Android c wcnorib30BaHneM USB 

Cepren MnbHseB 

npoBKTwpoBaHue 

"76 OnepeAH. Teopwfl h npaKTHKa. PaHee mm paccMOTpe/w B3anMo- 
fleiiCTBHe hotokob c ncnonb30B3HHeM onepeAePi b paMKax oflHoro a/jpecHoro 
npocrpaHCTBa. A KaK opraHH30Barb mmoamms ans HecKO/ibKHx npou,ec- 
cob, flawe ec/iM ohm pa3HeceHbt na pa3Hbie o>3MHecKne cepeepw? 

AnexcaHflp KaneHaapeB 

Be6-TexHonori/ii/i 

78 MeHbuie Koaa, 6onbuie floxofla. HacTb 4. Pa3pa6oT- 
«a front-end-CJiOfl. B npeflbiflyujwx sacrex aaTbH 6binw iwyseHbi bo- 
npocbi, cBH3aHHbie c pa3pafjoTKow back-end-cnoa, Mcnonb3oeaHneM 6a30Bwx 
B03M0*H0CTeM h T.fl rioroBopuM o npnM6H6Hiin JavaScript h CSS-rjn6rwoTeK 
(front-end-craw) b Apache Tapestry Be6-npwno>KeHwn 

Mnxan/i YujaKOB 



KAPbEPA/0BPA30BAHl/IE 

n«Tafl nap a 

SO Becno/ie3Hbie 3aHHTM«. npoG/ieivibi poccMMCKoro 
MT-o6pa30BaHMfl. B3rnnfl M3HyTpn. npeAnoxeHUH no ero 

COBeptUeHCTBOBaHHK). 

Qmhtpmm Ahaphbhko 

06pa3OBaHwe b ceTUi 

8 2 nporpaMMHpoBaHMe Ha Java, flnn Tex, kto *enaeT no3Haxo- 

MMTbCfi n/iH yrnyfjMTb cboh 3h3mhh, Mbi npeAnaraeM nepeseHb xypcoB. 

Mropb UJTOMnerib 

PbiHOK Tpyfla 

84 Be3onacHoe TpyAoycTpowcTBO. MacTb 5. fae nysuje 
pa6oTaTb poccMHCKMM HT-cneuwajiMCTaM. PeKOMeHaauuu 
Arm paccMOTpeHMfl Tex vim MHbix «3aMaHHHBbix» npeflno*eHwii o paGoTe. 

BnaflHMnp IdBaHOB 

88 BaKaHCHfl: TecTMpoBiUHK no. Mw cnpocnnn y npen,cTaBHTeneii 
KOMnaHMii, KaKHM Tpe6oB3HMfiM flonweH yflOBneTBopjrr Kan/w^aT. 

Mropb UJroMnenb 

91 Ot MocKBbi ao Bpeda He npo>KHTb 6e3 TecTOB. Mccne- 

flOBaTenbCKHii ueHTp peKpyniHroBoro nopTana Superjob.ru noflroTOBMn o63op 
npejjjioMeHHM h Tpe6oBaHMH pafjcroflaTeneH, naiymnxTecTnpoBaiHKOB no, 

BanepMR MepHeuoaa 

PeTpocneKTi/iBa 

92 ripflMOM nyTb k 6oraTCTBy. HanpfiMyio 6e3 nocpeawiKOB. 3tooo- 
3bo/iiwo MaiiKriy flen/iy BbiBeaii cbokj KOMnaHMio b MnpoBwe nnaepbi 

BnaflHHiip TaxoB 

3 an cnaBbi «CA» 

9 6 MaHK/i fle/in. 0 ow3Hece h MecTe b xmw 

BnaflHHiip TaxoB 
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I OcTpb>ii/i yron 

A" 

^^^^^H BflAflMMMP BPKJKOB 

ToTajibHbiii uinMOHam m Kn6epB0HHa, 

hum KaK AHE xoneT 3aBoeBaTb mhp c non/ioiiibio BMpycoB 

HenoBenecTBo, nepe^i/iBiuee flBe Mi/ipoBbie Bot/iHbi , noxoxe, ceroflHH oKa3anocb Ha rpam/i 
Hanana TpeTbei/i — KnfiepHeTi/inecKoi/i, xoTb n He dorib KpoBonponnTHOM, ho TO>Ke BecbMa 
pa3pywnTejibH0i/i 



ATana Ha MpaH 

B ycnoBUflx pacTymew aBTOMaTW3au.nn h nHTepHeTH3aunn 
coBpeMeHHoro oSmecTBa aiaKa ywe b coBceM HeaaneKOM 
SyqymeM MoweT HanaTbca He c BbicTpenos v\m 3annoB ap- 
Tnn/iepni/iCKHx opyflnrt. a c BHe3anH0i/i n He3aMeTHOw aTaKH 
c noMoinbio Kn6epopy>KHfl, cnocoSHoro 6bidpo it acpcpeKTHB- 
ho yHUHToxnTb qenb. A 3aTeM-. . npodo yAanmb ce6a, ocTaeitB 
HenpuflTena b HeBefleHnn He TO/ibKO no noBOAy npmnHbi npo- 
n30Lnefliuero Hf"l. ho m aBTopcTBa CTpaHbi-arpeccopa. 

ripuneM p?ifl npn3HaKOB Haflsnraromero mo6anbHoro Ktt- 
6epHeTnsecKoro npoTHBo6opcTBa ywe ceroflHn HeTpyflHo 3a- 
MeTmb. Bo-nepBbix, ywe ccpopMnpoBa/icn coto3 CTpaH b BUfle 
pa3BeAbiBaTenbHoro anbflHca «[~lflTb rna3» c ynacTneM CLLIA, 
BenHKoSpmaHuw, KaHaflbi. ABdpannn n HoBoit 3enaHflnn. 
KOTopbifi nocneflHue mih neT He TO/ibKO aKTMBHO 3aHHMaeTca 
c6opoM HHcpopMauMn, ho it HaHocm KitSepyAapw no cbohm 
npoTMBHMKaM. K aTOMy coo6mecTBy cneflyeT flodaBHTb M3pa- 
unb - 3Ta CTpaHa xota b anbflHC h He bxoaut, ho c aMepw<aHua- 
Mit TecHo coTpyflHusaeT. 

Bo-BTopbix, noflBunacb n nepBan cTpaHa-wepTBa, nocipa- 
flaBLuan ot pa3pyujMTenbHbix Kn6epaiaK. KaK h cneflOBano 
o>KHflaTb. o nepBOM aKTe Kn6eparpeccnn MitpoBaa o6mecTBeH- 
HocTb y3Hana He ot ee MHnunaTopoB, a H3 oneHb KpaTKoro 
coo6meHna na caiiTe WikiLeaks ot 17 \A\om 2009 roAa: «flBe 
Heflenn Ha3aa mctohhmk, cBraanHbiit c AflepHofi nporpaMMOrt 
UpaHa, KOHcpnAenunaribHo cooSmitn WikiLeaks o cepbe3Hoi/i 
aBapun b HeTeH3e, mr\9\\o\i\e\Acn rnaBHbiM upaHCKUM uempoM 
no o6orameHwo ypaHa. ...WikiLeaks o6biMHO He coo6maeT 
o TaKOM UHLjuAeHTe 6e3 AononH^TeribHoro noATBepwAeHHH, ho, 
no flaHHbiM upaHCKnx CMH it SpitTaHCKOit paAHOBemaTenbHOit 
Kopnopaqnn BBC, rnaBa upancKofi OpraHH3aunn no aTOMHOrt 
3Heprnn TonnM Pe3a Ara3aAe yiuen b OTCTaBKy npit BecbMa 
3araAOHHbix odcTOfrrenbCTBax... ComacHo coo6m,eHitflM CMM, 
b OTCTasKy oh noAan eme 20 Anew Ha3aA- [1]- 

rioAroTOBKa k KnSepaTaKe Ha npaHCKW/t uemp no o6ora- 
ineHMK) ypaHa b HeTeH3e Ha-nanacb eme b 2006 roAy. KorAa 
BbificHnnocb, hto MHorwe cok)3hmkh CILIA He roTOBbi k corna- 
coBaHHbiM caHKUMAM npoTUB MpaHa. TorAa 3aMecTHTenb npeA- 
ceAaTenn 06beAnneHHoro KOMHTeTa HananbHUKOB mraSoB 



reHepan flweitMc KapTpawT npeACTaBitn npe3HAeHTy flw. By- 
niy-MnaALueMy KOMnbiOTepHyio nporpaMMy, Koropyio mo>kho 
6bino ncnonb30BaTb b KanecTBe HacTynaTenbHoro Kn6epopy- 
>Knn. ripn 3tom nepeA AHB TorAaniHew npe3HAenTCKOM aAMn- 
HHCTpauneii 6bina nocTaBneHa qenb nonynuTb AOCTyn k npo- 
MbiiuneHHbiM KOHTponnepaM 33BOAa b HeTeH3e, ho am stoto 
Tpe6oBancFi nporpawMHbiw koa. cnocoSHbiii nHcpnuHpoBaTb 
KOMnbioTepbi SToro npeAnpufuna, He HMeiomue cba3h c MHTep- 
HeTOM, flnfl HaHeceHUH scpc^eKTMBHoro Kn6epyAapa koa Hy>KHO 
6bino BBec™ b cneunann3npoBaHHbie KOMnbioTepbi. ynpaBnflB- 
nine qeHTpwcpyraMn. Onepaqufl npoBOA^nacb coBMecTHo c pa- 
AuosneKTpoHHoft pa3BeAKOii M3pannfl. co6paBiiiefi AosonbHo 
noAPoSHyto nHcpopMaqnio o pa6oTe ueHTpa b HeTeH3e [2], 

C nepebix MecaueB npeSbiBaHUP b cBoefi aoh>khoctm npe- 
3HAeHT 06aMa TafiHO npnKa3a/i ycunnTb Kn6epaTaKM Ha kom- 
nbKDTepHbie cucTeMbi, ynpaBn^KDmne Ha upaHCKnx 3aBOAax 
npoqeccoM o6orameHHfi ypaHa. TeM caMbiM Bnepswe 3Hann- 
TenbHO pacninpuB ncnonb30BaHne b CLUA 3Toro bhas opywm. 
Ha 3to peiueHne He noBDMnn Aa>Ke tot cpaKT, hto M3-3a npo- 
rpaMMHoPi oluhSkh Bi/ipyc Bbiiuen 3a npeAenw upaHCKoro qeHT- 
pa b HeTeH3e n Hanan pacnpocipaHfiTbCfl no Mwpy. B pe3ynbTaTe 
SKcnepTbi no MT-6e3onacHOCTn npucTynwnM k nccneAOBaHnto 
o6Hapy>KeHHoro hmh «6oeBoro HepBfl», co3AaHHoro b CLLIA 
m H3panne. KOTopoMy 6bino AaHO uma Stuxnet [2]. 

flo MHeHUKD 3KcnepTa HaTOBCKoro Kn6epueHTpa b 3ctohhh 
KeHHeTa Tupca. BbicKa3aHHOMy Ha oahom H3 KOHcpepenLinw 
0 6e3onacHOCTn, ycnex aTaKH Stuxnet 3aBncen ncKnioHHTenb- 

HO OT K0HT3KT0B C HyWHblMH C HIOAbMM H... OT SfieweHTapHblX 

USB-naKonnTeneii. «Mo>kho 3annaTHTb KOMy-ro, kto 3anycTHT 
TpofiHa b 3aKpbiTyio cwcTewy nnn noAMeHMT c|DneujKy, KOTOpaa 
npeAHa3HaHanacb ToribKO Ann BHyTpeHHero nonb30BaHnq. flo- 

CTaTOHHO BCTaBHTb B CT3HAapTHblM USB-pa3beM KOMnbfOTepa 

MHCpnunpoBaHHyio cpneuiKy. n Stuxnet TyT >Ke aBTOMaTunecKn 
nepecKaKHBaeT Ha onepaunoHHyio cucTeMy. m HMKaKne aHTMBn- 
pycHbie nporpaMMbi n nposne Mepw 3au4i4Tbi efi He noMexa», - 
nonaraeT r-H Tupc [3]. 

M AS^CTBMTenbHo, «cjna6biM 3BeHOM» 0Ka3ancfl HenoBenec- 
Knii cpaKTop - Stuxnet 6bin 3aHeceH b cucTeMy nocpeACTBOM 
oSbNHoro USB-HaKonnTenfi, KOTopwii no HeocTopo>KHocTn 



4 



MK3Hb2014 CUCTeMHbW aflMUHUCTpaTOp 



OcTpbiiTi yron 




B ycnoBM^x mo6ariH3ai4HH 
Kn6epiunnoHa>Ka b 30Hy pucKa 
nonaflaHDT ,qa>Ke npocTbie 
MHTepHeT-norib30BaTenn 



BCTaBun b paSonyio cTaHuwo HepaflWBbiPi coipyflHUK. flpuMe- 
naTenbHO. hto nocne 3aflBneHw/i MWHucTpa pa3BeflKn MpaHa 
TePiflapa Mocnexw o 3aflep>KaHMn ««AepHbix wnnoHOB» (mmh 
OKa3anncb coBepiueHHO HenpusacTHbie k 3TOMy poccurtCKne 
TexHUKu) pyKOBOfldBO Siemens npn3Ha.no. hto supyc 3aHec- 
nn coTpyflHHKH KOMnaHHH, noA^epKHyB HenpeflHaMepeHHbiw 
xapaKTep 3apax<eHHfl. CneflyeT OTMewb, hto Stuxnet nopa- 
>KaeT numb KOHKpeTHbiti Tun KOHTponnepoB Siemens, a hmohho 
SIMATIC S7, KOTopbM, no CBeaeHHfiM MAI~AT3, ncnonb3yeTca 
HHlUb MpaHOM [3]. 

CyAfl no oaHHbiM CMM, Stuxnet npuMenaTeneH TeM, hto mc- 
nonb30Ban He oflHy, a neTbipe 0-day-yfl3BHMocTn onepaunoH- 
hwx cucTeM ceMetiCTBa Windows, H3 KOTopbix TonbKo RBe 6binn 
n3secTHbi SKcnepTaM no HT-6e3onacHoc™, ho oneHb Mano. 
KpoMe Toro, Bnpyc ncnonb30Ban eme n nflTyio, n3BecTHyio, 
ho oneHb cepbe3Hyio yraBUMOCTb b cny>K6e yqaneHHoro Bbi30- 
Ba npoqeflyp Windows (RPC), KOTopyio y>Ke ncnonb30Ban nepBb 
Conficker. Bnpyc 6bin noflnncaH KpaAeHoi/i uncppoBoPi noflnn- 
cbio. BpeflOHocHbiM koa pa3MepoM b nonoBUHy Mera6aMTa nn- 
cana KOMaHAa HacToam,nx npocpeccnoHa/ioB Ha acceMSnepe, 
C m C++, ripn 3tom Bnpyc He 3aHHMaeTca paccbi/iKoi/i cnaMa, 
He cpopMaTupyeT ahck h Aawe He KpaAeT 6aHK0BCKne AaHHbie, 
a aTaKyeT nHAycTpnanbHbie cuoreMbi Komponfl n ynpaBneHna, 
ncnonb3yiomHe cocpT Simatic WinCC [4].L4enbio Kn6epnana- 
AeHMA 6bino 3acTaBHTb n3MeHMTb CKopocTb ABn>KeHW9 poTopa 
qeHTpucpyrn, KOTopan CHanana noAHUManacb ao 1410 repu,, no- 
tom CHH>Kanacb ao 2 repu n BHOBb noAHUMaJiacb ao Hopwanb- 
hoFi - 1064 repu [5]. B pe3yribTaTe CTonb pe3Knx nepenaAOB 
b CKopoc™ BpameHUfl uempucpyrn BbixoAnnn H3 orpoR 

BnponeM, KaK nonaratOT aKcnepTbi, ecnn uenbio Sbino 6wct- 
po yHUHTOJKHTb Bee uempucpyrn, to ee Stuxnet He AOCTur. 
Ho ecnu uenbio 6bino yHUHTWKHTb orpaHnneHHoe nucno ueH- 
Tpucpyr n 3aMeAnnTb nporpecc UpaHa b Aene odorameHun ypa- 
Ha, to ee mo>kho cnuTaTb, xota 6bi BpeMeHHO. AocwHyToPi [6]. 

CTaTucTunecKne AaHHbie, ony6nwKOBaHHbie (DeAepauneii 
aMepuKaHCKnx yneHbix (the Federation of American Scientists) 
noKa3biBaioT, hto nucno paSoTaiomux ueHTpucpyr b HeTeH- 
3e coKpaTunocb c 4700 ao 3900 eAUHnu b nepBoPi nonoBU- 
He 2009 roAa. h. no BcePi bhahmocth, supyc Mor yHMHTo>KMTb 



AO 1000 ueHTpucpyr b nepnoA MewAy HOfl6peM 2009-ro n koh- 
u,om flHBapn 2010-ro [7], 

BbiBUJuPi coTpyAHMK AreHTCTBa HauwoHanbHoi/i 6e3onacHoc- 
th (AHB) SABapA CHoyAeH b nHTepBbio HeMeuKOMy e)KeHeAenb- 
HHKy «lilnnrenb» 9 utonn npoujnoro roAa noATBepAnn cpaKT co- 
TpyAHnnecTBa CUJA m M3pannfl b pa3pa6oTKe «6oeBoro nepBfl» 
Stuxnet, 33MeTHB, hto oh 6bin co3AaH t\r\n aiam nAepHoti npo- 
rpaMMbi HpaHa [8]. 

CnoKKa bo BceneHCKOM MaciiJTa6e 

06HapoAOBaHHbie CHoyAeHOM AOKyMeHTbi TaK>Ke CBHAeTenb- 
CTBytoT o tom, hto AHB nnaHnpyeT 3apa3HTb MunnwoHbi kom- 
nbioTepoB no BceMy Mupy BpeAOHocHbiM cocpTOM. 06 otom 
HeAaBHo Hanncann aMepuKaHcnue aBTopw PaPiaH Tannaxep 
(Ryan Gallagher) n TneHH TpuHBanbA (Glenn Greenwald). koto- 
pbiM 6embiw coTpyAHMK AHB nepeAan bckd no3anwcTBOBaHHyKD 
hm y areHTCTBa ceKpeTHyio AOKyMeHTaunio [9]. 

KaK nuiuyT stu asTopbi, AHB Hanano SbicTpo paciunpfiTb 
cboh xaKepcKne bo3mo>khocth eme ner Aec^Tb Ha3aA. Co- 
macHo BHyTpeHHew ceKpeTHOki nHcpopMaqnn areHTCTBo eu4e 
b 2004 roAy co3Aano HeSonbUjyio xaKepCKyto ceTb, cnocofiHyra 
B3noMaTb n BecTn cnewKy b MacujTa6e 100-150 KOMnbiOTepoB. 
Ho b TeneHne cneAyioujux oiecTH-BocbMn neT TAO (Tailored 
Access Operations) - annTHoe noApa3AeneHne AHB, 3aHMMaio- 
meecfl onepaqMAMM cnequaribHoro AOCTyna, - cyMeno Ha6paTb 
HOBbix xaKepoB m pa3pa6oTaTb HOBbie nHCTpyMeHTbi aha B3no- 
Ma. B pe3ynbTaTe 3Toro KonnnecTBo aTaKyeMbix BwpycaMn- 
ujnwoHaMM KOMnbioTepoB yBennnnnocb ao Aecsrma twcah. 

fln?) Toro HTo6bi npoHMKHyTb b 3apy6e>KHbie KOMnbioTep- 
Hbie ceTH, Ha KOTopbie He 6bino AOCTyna c noMoaibio Apyrux 
cpeACTB, AHB peiunno BbiPiTu 3a npeAenw TpaAnqnoHHoPi pa- 
AnooneKTpoHHofi cne>KKM (SIGINT), 3aKnioHaiou4euicfl b nepe- 
XBaTe ckimanoB, nocbinaeMbix no KaHanaM cb?i3h. BMecro sto- 
ro oho CTpeMnnocb pacujupnTb «aKTHBHbie» MeTOAbi cne>KKn, 
ncnonb3yfl TaKTWKy npflMoro BHeApeHun BpeAonocHoro 110 
b KOMnbioTepw h ceTeBbie ycTpoPicTBa, 

B ony6nnKOBaHHbix CHoyAeHOM AOKyMeHTax areHTCTBo onn- 
cbiBaeT TaKne MeTOAbi, kbk «6onee arpeccMBHbiPi noAxoA k paAn- 
oaneKTpoHHoPi cne>KKe SIGINT», n roBopuT o tom, hto 3aAanefi 
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ero cneunoflpa3qeneHMfl TAO ABnaeTCfl pe3Koe paciunpeHne 
MaciuTa6oB tskmx onepaunM. BMecie c TeM AHB npn3HaeT, 
hto ynpaBneHne M3CLUTa6Hoi/i ceTbto BHeflpeHHbix BnpycoB- 
lunnoHOB ABnaeTCfi chulukom cnoxHoti 3aflaMew Ana senoBeKa. 
«OflHoPi H3 caMbix cepbe3Hbix npo6neM Ana aKTMBHbix SIGINT- 
aTaK flBnaeTCfi nx Maci±iTa6\ HenoBeK He b coctoahum ynpsBnsTb 
m3Clut36hoi/i ceTbra BHeflpeHHbix BnpycoB-iunnoHOB. nocKonbKy 
nioflu, KaK npsBwno, fleiicTByioT b paMKax cBoei/i co6cTseHHow 
cpeflbi, He npuHUMafl bo BHUMaHne o6m.yio cnTy3u.wo», - tobo- 
pMTCfl b CBepxceKpeTHOM flOKyMeHTe AHB 2009 rofla [9], 

3iy npooneMy areHTCTBO peiunno c noMOiflbio cucieMbt 
TURBINE, peann30BaHHOii b paMKax fleRTenbHOCTH ero cneu.- 
noflpa3fleneHMA TAO. KaK sto coo6maeTcn b flOKyMeHTax, 
o6HapoflOBaHHbix CHoyAeHOM, TURBINE npeflCTaBrmeT co6om 
coBOKyriHOCTb MHTenneKTyanbHbix cpeflCTB KOHTpona i/i ynpaB- 
neHna 3a KpynHOMacwTa6HOw aKcnnysTSuwei/i ceTbto BHeflpeH- 
Hbix BnpycoB-wnnoHOB. TaKMM o6pa30M, cudeMa TURBINE 
Sbina co3flaHa c uenbio o6nerHHTb ncnonb30B3Hne BpeflOHoc- 
Horo nO flnn xaKepoB AHB. 

KaK cKa3aHO b oahom h3 flOKyMeHTos, noflroTOBneHHbix am- 
peKqnePi AHB. ashhsh cuciewa no3BonaeT n36aBHTb ee nonb- 
30BaTen?i ot Heo6xoflHMOCTM 3HaTb nnn 3a6oTMTbCfi o fleianflx, 
CBfl3aHHbix c npoBOflMMOfi hm onep3u,nefi: «HanpnMep, nonb30- 
Baienb Mo>KeT sanpocmb see fleiann o npnno>KeHnn X. ho eMy 
He Hy>KHO 3HaTb, KaK n rfle sto npunowenne xpaHMT cpauinbi, 
3anncM b peecTpe h nponne flaHHbie» [9]. 

Ha npaKTUKe sto 03HasaeT, hto TURBINE aBTOMaTU3npoBa- 
na MHorne Ba>KHbie npoueccbi, Korapwe paHee npuxoflnnocb 
BbinonHflTb BpysHyio, b tom sucne 33HHM3Tbca KOHCpurypaunew 

BHeflpfieMblX lUnMOHOB-BUpyCOB H nOCTaHOBKOW 3aflaH, CBA33H- 

Hbix co c6opow pa3BeflbiBaienbHbix flaHHbix H3 3apa>KeHHbix 
cucTeM. ripuneM caMa no ce6e npoueflypa aBTOMaTH3aqnn sthx 
npoueccoB mena He To/ibKo TexHunecKUM xapaKTep, ho h 6bina 
neM-To 6onbiunM. Otot mar npeflCTssnan co6o£i cepbe3HbM 
cflsur b fleflTenbHOCTH AHB. no3Bonfiiou4nPi ev\ 3H3HHTenbHO 
pacajHpnTb rpannqbi aneKTpoHHOui cne*Kn. 0 ero nocneflCTBu- 
hx noflpo6HO paccKa3biBaeTc?i b oahom HeflaTHpoBaHHOM cBepx- 
ceKpeTHOM AOKyweHTe AHB, b kotopom onucaHO, KaK 3a cneT 
CMdeMbi TURBINE areHTCTBO nnaHnpyeT yBennnmb KonnnecT- 
bo LunnoHCKoro cocpTa c HecKonbKnx coieH ao noTeHuwanbHO 
B03M0>KHbix MunnnoHOB KonnM. ripuHeM b LunnoHCKOM no HMe- 
nucb KaK nporpaMMbi ONE (Computer Network Exploitation), BHe- 
AP^eMbie b KOMnwoTepbi n cein b uenflx c6opa nHcpopMaunn, 
TaK h nporpaMMbi CNA (Computer Network Attack), npeflH33H3- 
seHHbie Ann aiaKn. HaHeceHHfl yixiep6a nn6o p33pyweHWH nx. 

06HapoAOBaHHbie ceKpeTHbie AaHHbie no3BonflK>T cAenaTb 
BbiBOA. hto BHeApeHne cucTeMbi TURBINE Aano cboh pe3ynb- 
TaTbi. flaHHan cucTeMa CTana cpyHKu.noHMpoB3Tb npMMepHO 
c nionfl 2010 roAa, nocTeneHHO 33hhm3h Bee 6onee B3>KHoe 
MecTo b xaKepcKwx onepaunflx AHB. CornacHo oShspoaobsh- 
hwm CHoyfleHOM AaHHbiM, AHB ywe yflanocb BHeflpnTb npuMep- 
ho 85 000-100 000 Konni/i BpeflOHOcnoro cocpTa b KOMnbiOTepax 
m ceTfix no BceMy Mnpy. 

CneflyeT 3aMeTHTb, hto cucTeMa TURBINE pa6oTaeT c Beflo- 
Ma n noflflep>KKw pnqa flpyrux CTpaH. nacTb KOTopbix npuHUMana 
ynacTue b pacnpocTpaHeHnu BpeflOHOCHbix nporpaMM. Cneun- 
a/ibHafl MapKupoBKa Ha pacceKpeneHHbix OflsapflOM CHoyfleHOM 
AOKyMeHTax noKa3biBaeT, hto ohm npeflHa3Hananncb He TonbKo 
fl/ifl CLUA, ho n Ann BennKo6pnTaHnn. KaHaAW. Hobom 3enaH- 
Ahm n ABCTpannn, KOTopbie bxoaat b anbflHc «naTb rna3» [9]. 



H30U4peHHbie cnoco6bi o6xoAa 3aiMMTbi 

AHB HMeeT pa3Hoo6pa3Hbifi apceHan BpeAOHOCHbix MHCTpy- 
MeHTOB, BbicoKOHHTenneKTyanbHbix n HacTpanBaeMbix Rnn pa3- 
nnHHbix uenePi. OAna ujnuoHCKan nporpaMMa noA koaobwm 
Ha3B3HneM UNITEDRAKE MO>KeT 6biTb ncnonb30BaHa c pa3- 
nnHHbiMM «nnarnHaMn», no3BonniOLunMH areHTCTBy nonysMTb 
noriHbM KOHTponb HaA 3apa>KeHHbiM KOMnbioTepoM. 

HanpwMep. BHeApneMbifi nnarnH no HMeHM CAPTIVATED- 
AUDIENCE ncnonb3yeTCfl. HTo6bi B3flTb noA KOHTponb MUKpo- 
cpoH KOMnbtoTepa n 3anncbiBaTb pa3roBopbi. nponcxoA«Lflne 
p^AOM c ycTpoMCTBOM, flpyroPi nnarnH GUMFISH MoweT ce- 
KpeTHo B3flTb noA KOHTponb Be6-KaMepy KOMnbtoTepa n AenaTb 
cpoTorpacpnn FOGGYBOTTOM 3anncbiB3eT >KypHan noceme- 
hmm ncnonb3yeMoro nHTepHeT-6pay3epa, a TaK>Ke coSnpaeT 
nHdpopMaunio o ero nornHax, naponnx. flocTyne Ha Be6-cawTbi 
m yneTHbie 3anncn aneKTpoHHoti noHTbi. nnarMH GROK ncnonb- 
3yeTcn flnfl nepexBaTa BBOflWMbix c KnasnaTypbi cuMBonoB. 
A nnarnH SALVAGERABBIT n3BneKaeT flaHHbie M3 USB-cpneiu- 
HaKonnTenePi, noflKmosaeMbix k nopa>KeHHOMy KOMnbKrrepy [9]. 

UJnuoHCKne BMpycw no3Bon«ioT AHB o6xoflHTb ncnonb3ye- 
Mbie b MHTepHeTe HHCTpyMeHTbi 3auinTbi, HeoSxoflUMbie flna co- 
xpaHeHnq shohmmhoctm nonb30B3TeneM. a T3K>Ke BCKpbiBaTb 
paccbinseMbie no BcePi ce™ 3aujncppoBaHHbie nncbM3. BHe- 
ApeHHbiM LunnoHCKnfi cocpT flaeT areHTCTBy HeorpaHUHeHHbiti 
flocTyn k B3noMaHHOMy KOMnbiOTepy, m uncpopMaunfl o coAep- 
>KaHnn nucbMa CTaHOBHTca n3BecTHa eme no ero wucppoBKn. 
HencHo, CKonbKo BpeflOHocHoro no e>KeroflHo BHeapneTCfl 
b KOMnbioTepHbie ceTH, n KaKne MOflncpHKaqnM BnpycoB-ninno- 
hob ceroflHfi Han6onee 3kthbho ncnonb3yiOTCfl AHB no BceMy 
Mnpy. 

y AHB 6binn T3K>Ke Bnpycbi, cneuiMSJibHo npeflH33H3HeHHbie 
Ann 3apa>neHnn KpynHbix ceTeBbix MapiupyTH33TopoB, ncnonb- 
3yeMbix HHTepHeT-npoBSi^AepsMH 33 py6e>KOM. BnsroAspfl sto- 
My areHTCTBO nonynano ceKpeTHbiti AOCTyn n Morno OTcne>KH- 
B3Tb HHTepHeT-TpscpMK n >KypH3n noceLLieHHii nonb30B3Tena, 
3 T3K>Ke nepexB3TbiB3Tb ero cooomeHUfl. 

Ksk noK33biB3ioT o6H3poAOB3HHbie ceKpeTHbie AaHHbie. 
A3/ieK0 He Bee BMpycw ncnonb30B3nncb ann c6ops nHCpopMa- 
Uhm. HHorAS AHB CTSBnno nepeA co6ow uenb He opr3HH3aunn 
cne>KKn, a peann3auMM aTaKH Ha KOMnbioTepHyio ceTb nonb- 
30B3Tenn. HsnpuMep, nporpsMMa QUANTUMSKY, pa3ps6o- 
TaHHan eme b 2004 roAy. npeAHa3H3H3n3Cb Ann 6noKupoBKn 
aTaKyeMoro KOMnbioTepa ot AOCTyna Ha onpeAeneHHbie caPiTbi. 
flpyrafl nporpaMMs QUANTUMCOPPER, BnepBbie npoTecTH- 
poBaHHan b 2008-m, 6noKnpyeT 3arpy3KH cpatinoB y aTaKOBaH- 
Horo KOMnbKrrepa. CornscHo o6H3poAOB3HHbiM CHoyAeHOM 

A3HHblM, H3 A6BATM BpeAOHOCHblX nporpSMM. p33ps60T3HHblX 

AHB, wecTb 6binn npeAHa3HaHeHbi Ann cne>KKH, ABe - Ann aT3- 
km n TonbKo oahs ncnonb30B3nscb b uenflx 33innTbi ceTM nps- 
BUTenbCTBS CLUA. 

ComscHO ceKpeTHOMy AOKyMeHTy ot 2012 roA3 AHB Mor- 
no pscnpocTpsHflTb CBoe speAOHOCHoe no nyTeM psccwnoK 
cnsMa. nocne Toro KaK nonb30BaTenb OTKpbiBsn sto nncbMO, 
ero KOMnbioTepHSfl ceTb 33ps>Kanacb b Tenenne BocbMM ce- 
KyHfl. 

npaBAa, nocKonbKy nHTepHeT-nonb30BaTenn cts/im ons- 
csTbCfl 0TKpbiB3Tb noA03pnTenbHbie nucbMa ot Heu3BecTHbix 
mm nwu,. AHB CTana npMMeHATb HOBbie TexHonornn B3noMa. 

B H3CTHOCTM. OAHy H3 T3KHX TeXHOnorMM H33blB3K)T «3T3K3 no- 

cpeAHHK3». Ee cyTb ssKnionseTCfl b tom, hto ceKpeTHo noAKnra- 
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hhbllihi/ics k KaHany cbh3h KpunToaHannTHK cnoco6eH nmaTb 
n BHflOM3MeHflTb coobmeHun, KOTopbiMn o6MeHHB3ioTCfl Koppe- 
cnoHfleHTbi. 

B cbok3 OHepeflb, eme oahs Hosaa TexHonorua B3/ioMa hs- 
3biBaeTCfl «st3K3 HenoaeKs co cTopoHbi», C stoPi qenbio AHB 
cneAUT 3a wm-epHeT-TpacpuKOM nonb30BaTena flo Tex nop, noKa 
oh He BxoflMT Ha csPrr, KOTopwPi AOCTyneH ee 3T3Ke. B stot mo- 
MeHT ycTaHOBneHHbie Ha 3apa»eHHOM csPrre ceHcopw flaioT 
cuman cucTeMe TURBINE, kotopsh b flonio cenyHAbi Hauenn- 
BaeTcn Ha IP-anpec KOMnbKDTepa >KepTBbi. B pe3ynbT3Te Hero 
npokicxoflun CKpbiTbiM b3hom KOMnbKrrepa, c >KecTKoro fluc- 
Ka KOToporo n3BneKanacb bca nMeBiuaflCfi tbm nHcpopMaunfl. 
Ana 6onee sdxpeKTHBHoro ncnonb30B3Hnn «aTat<n nenoseKa 
co CTopoHbi- AHB flawe npnwnocb C03flaTb nowHbiPi cepBep 
Facebook. 

HTo6bi BHeapnTb HeKOTOpbie M3 cboux uinnoHCKnx npo- 
rpaMM, AHB ncno/ib3yeT yH3BHMoc™ b cucTeMe 6e3onacHocTn 
b TaKnx nonynnpHbix nHTepHeT-6pay3epax, KaK Mozilla Firefox 
n Internet Explorer. XaKepbi areHTCTsa TSKwe ncnonb3yiOT cna- 
6bie MecTa b 6e3onacHocTM ceieBbix MapmpyTW33TopoB n b no- 
nynapHbix nnsruHsx, tskhx ksk Flssh h Jsvs, p,r\n aoctsbkh Bpe- 
flOHOCHoro KOfla b npeflHa3H3HeHHbie Ana B3noM3 KOMnwoTepbi. 

BHeAP^eMbie Bwpycbi b coctohhhh 060P1TH SHTMBupycHbie 
nporpswMbi. npuneM AHB npnH«na Mepbi no coxpaHeHnto ce- 
KpeTHOc™ ncnonb3yeMOM TexHonorwu. HanpHMep, BHeApae- 
Maa BnpycHafl nporpaMMa VALIDATOR, KOTopaa ncnonb3yeT 
BHeApeHnsq Bnpycoe n 3arpy3KH ashhwx c 3apa*eHHoro kom- 
nbKDTeps, MoweT caMoyHUHTOKHTbca nocne ncTeneHUfl ycT3- 
HOBneHHoro nepwoAa BpeMeHn. 

Bo MHorux cnynaax SpaHAMayapbi n Apyrne cpeACTBa 3am,ki- 
Tbi, no BcePt bhahmocth, He npeACTSB/iflioT bonbworo npenm - - 
ctbh?i rt\9 AHB. «Ecnn nonb30B3Terib HSMeHeHHoro k B3noMy 
KOMnbioTepa BbiHy>KAeH 6yAeT nocewb Hac (to ecTb 3apa- 
weHHbifi caPvr - npMM. B.B.) c noMoujbK) onpeAeneHHoro Tuna 
Be6-6pay3ep3, to mw c hum CKopee Bcero cnpsBMMcn, eAUHCT- 
BeHHbiw ronbKo Bonpoc: KaK?» - xBacTaeTcn oahh M3 xaKepoB 
b ony6nnKOB3HHOM ceKpeTHOM AOKyMeHTe. 

IUnnoHa)K 3a CMcaflMMHaMH 

rio HHcpopMsunn CHoyAeHa, onucaHHbie Bbiiue TexHonornn 
cne>KKM ncnonb30Banncb ksk npoTUB noA03peB3eMbix b Teppo- 
pn3Me, tsk n npoTUB nnu„ paccMaTpuBaeMbix AHB b KanecTBe 

3KCTpeMHCT0B. OAHaKO M3HA3T Ha B3H0M, BblAaHHblPl XaKepaM 

areHTCTBs. ne orpaHmnBsncfl ranbKo TeMU, kto npeACTaBnnn 
yrpo3y 6e3on3CHOCTn CLUA. 

B oahom ceKpeTHOM cnymedHOM coobmeHnn Ann BHyTpeH- 
Hero nonb30B3HHfl oahh m pyKOBOA^TenePi AHB onucbiBaeT 
ncnonb30B3Hne BpeAOHOCHoro 110 a^ aTaKu hs KOMnbioTepbi 
CMCTeMHbix 3AMHHncTp3TopoB, paboTaiomux B 33py6e>KHblX 
TenecpOHHbix KOMnaHUfix n y npoBaPiAepoB HHTepHeT-ycnyr. riy- 
TeM B3HOM3 KOMnbKrrepa cucaAMUHa sreHTCTBo MO>KeT nony- 
HUTb CKpbiTbiPt AOCTyn k oduMpHOM nHCpopMaunn 0 K/iMeHTax, 
WMeiomePicfl y stom KOMnaHnn. TaKMM o6pa30M, oxoTa Ha kom- 
nbKDTepbi cucaAMHHOB o6nern3n3 a^ AHB opr3HH3auwo aneK- 
tpohhom cne>KKn, HsnpMMep, 33 npSBHTenbCTBeHHbiMn huhob- 

HHK3MH [9]. 

llOA06H3fl T3KTHK3 MCnonb30B3n3Cb M pyKOBOACTBOM 

Government Communicstions Hesdqusrters (GCHQ), 6pn- 
TSHCKort cneucny>K6oM, BbinonHfltometi TaKne >Ke 3aA3HM, 
ksk m AHB. Flo nHcpopMsunn HeMeL(Koi/i r33eTbi «LUnnrenb», 



onySnnKOBaHHOw b ceHTfl6pe npoiunoro roAa. coTpyAHUKn 
GCHQ B3noMann KOMnbKDTepbi, npnH3Ane>K3mne ceTeBbiM mh- 
weHepaM Belgacom - SenbrnwcKoiTi TeneKOMMyHUKsquoHHO^ 

KOMnSHMH. B3nOM nOA KOAOBbIM H33B3HMeM «Onep314Hfl COL4M3- 

nncT» MMen CBoeti uenbfo MOHMTopuHr 3BOhkob, nocTynsKDinnx 
c MoSnnbHbix TenecpOHOB, noAKniOHeHHbix k ceTn Belgscom. 
Ony6nnKOB3HHbie ceKpeTHbie ASHHbie tobopat o tom, hto 6ns- 
roAspfl stoPi onepaqnn 6pnTaHCK3fl cneqcny>K63 MMena AOCTyn 
k ce™ Belgscom no MeHbiuefi Mepe c 2010 toas. 

AHB HUjeT HOBbie >KepTBbl, 33 KOTOpbIMM yCT3H3BnHB3eTCfl 

Ha6nK>AeHne, c noMombto cneunanbHbix cpnnbTpoB, OTcne>Kn- 
Bstoii^MX HHCpopMauwo, uupKynnpyiOLAyKD b nHTepHeT-KaSennx. 
ripn 3tom cpunbTpaunfl nHcpopMSunu comscHo ony6nnKOB3H- 

HblM CeKpeTHbIM AOKyMeHTSM npOH3BOAHTCR C yneTOM T3KMX 

ASHHbix. K3K sApeca aneKTpoHHOii noHTbi, IP-aApecs, m yHM- 
Ks/ibHbix KyKM (He6onbiiiMX cppsrMeHTOB AanHbix, ompaBneH- 
hwx Be6-cepBepoM m xpsHMMbix hs KOMnbKjrepe nonb30BaTerifi), 
coAep>K3mwx hm?i nonb30B3Tenn nnn Apyryro nAeHTucpnunpyK)- 

LUyKD flHCpOpMSUHK), KOTOpSfl nOCbinseTCfl nonb30B3TenK) T3KM- 

mh caCiTaMn, KaK Google. Fscebook, Hotmail, Yahoo n Twitter. 

flpyryto MHCpopMsuwo AHB MO>KeT nonynnTb H3 peKnsMHbix 
KyKM Google, OTcne>KHB3fomnx npuBbiHKn, yHUKsnbHbie ktiiomh 

LUHCppOBSHUfl H HAeHTMCDMK3T0pbl KOMnbHDTepS, oTnpsBnfieMbie 

no MHTepHeTy bo BpeMF) nepe33rpy3Kn KOMnbioTeps nnn 06- 
HOBneHHfl onepsunoHHoPi cucTeMbi Windows. 

CneAOBSTenbHo, ceroAHfl npsKTHsecKn nio6ofi nonb30- 
BSTenb HHTepHeTa, >KMByiAnPi b tom nnn whom KOHqe Mups, 
c tom nrin hhoPi BepoHTHocTbio pucKyeT cT3Tb o6beKTOM cne>K- 
km Ann AHB. ripMHeM 33U4HTHTbcn ot H330iinMBoro MHTepecs 
3toPi p33BeAcny>K6bi AOBonbHO TpyAHO, nocKonbKy ohs o6ns- 
A3eT iiinpoKUM Hs6opoM HHCTpyMeHTOB Ana 06X0A3 A3>Ke C3- 
Mbix ctoPikmx cpeACTB 33innTbi. Bonee Toro, b ycnoBUflx mo- 
6ann3auMH Kn6epwnnoHa>Ka b 30Hy pucKa nonsAStoT Aawe 
cpeAHecTaTucTunecKne MHTepHeT-nonb30B3Tenn, ao kotopwx 
y AHB paHbiiie npocTo He AOXOAnnn pyKH. . . ESS 



1 . Serious nuclear accident may lay behind Iranian nuke chief's mystery 
resignation Ha cairre httP;//wikileakS-.Qrg/W'ki/SeriQgs nuclear 
accident mav lay behind Iranian nuke chief%27s mystery 
resi gnation . 

2. The New York Times. Sanger, David. Obama Order Sped Up Wave 
of Cyberattacks Against Iran (1 June 2012). 

3. Stuxnet: BotiHa 2.0 ot 12 okth6pa 2010 r. Ha came http:// 
habrahabr,ru/pQst/iQ5964. 

4. CDeflepanbHan Cnyx6a OnacHoc™. flpo Bnpyc Stuxnet 
ot 18 ceHT?i6pfl 2010 rofla Ha caPiTe http:;/malaya-zemlya. 
liveiournal.com/5841 25.html . 

5. Eric Chien. Stuxnet: A Breakthrough. Symantec. 
Retrieved 14 November 2010. 

6. Did Stuxnet Take Out 1,000 Centrifuges at the Natanz 
Enrichment Plant? Institute for Science and International 
Security. 22 December 2010. Retrieved 27 December 2010. 

7. IAEA Report on Iran. Institute for Science and International 
Security. 16 November 2010. Retrieved 1 January 2011. 

8. Snowden confirms NSA created Stuxnet with Israeli aid Ha caPrre 
http.//rt.com/news/snowden-nsa-interview-surveillance-831 . 

9. How the NSA Plans to Infect - Millions" of Computers with Malware. 
By Ryan Gallagher and Glenn Greenwald 12 Mar 2014 Ha caii- 
Te h tt ps: //firstio Qk. org/theipterc ept/ artic i e/2 0i4 /0 3/i2 /nsa - p i ans- 
inf ec t -mi|lio n s-coni PUt er§-mglware . 
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A p, M 1/1 H l/l c t p 1/1 p o b a H 1/1 e 



noKyrvieHTOoBopoT 



CEPHI/IRPEMHVK. asrop fio/iee 800 craiew w wecrw khw. 
C «Cd» c nepsoro HOMepa Mnrepecbi. cereawe lexhonotm, 
3aiuma mipoprnmy cBotoRHb\e OC. (mnder&samaQ iv 



KaK Bbi6paTb C3fl? 



l/lHapopMaqnn no C3fl BpoAe 6bi v\ mhoto, ho, Korfla npuciynaeiub k Bbi6opy, 0Ka3biBaeTCH, 
hto ee HeflOCTaTOHHo. OnucaHMH peweHi/11/1 Mano neivi pa3J~iHHaioTCfl, a 0T3biBbi Ha apopyiviax 
npoTMBopenaT flpyr flpyry 



CeroflHfl peiueHne o nepexofle Ha cucTeMy AOKyMeHTOo6opoTa 
peflKO npuHMMaeTcn cnomaHHO, 6e3 KaKnx-nnoo KOHKpeTHbix 
nnaHOB unw KaK flaHb MOAe, npocTO ><HTo6bi 6bino. Kor^a ko- 
nunecTBO 6yMar HannHaeT npeBbiiuaTb onpefleneHHbie npeAe- 
nbi, a Hart™ hto-to CTaHOBMTCfl cnowHO. HanaribCTBO caMo npn- 
xoflm k Mbicnn o HeoSxoflMMocTn nepeMeH. (IpoeKT BHeapeHUH 
C3fl HanHHaeTCfl c nocTaHOBKH 3aflann, onpefleneHUfi ero pa- 
mok n Bbi6opa nporpaMMHort nnaTcpopMbi. 

HeKOTopbie BeHAopw He cu/ibHO aKqeHTupyioT BHUMaHne 
Ha cpyHKquflx npoAyKTa. 6onee Ba>KHyio ponb nrpaKjr 6peHfl 
n HannHne n3BecTHbix KnneHTOB. BeAb HT-cucTeMbi, n C3fl 
B TOM HHCfie, CHHTaiOTCfl OlOWHblMH, n pa3o6paTbcn b hux mo- 
)K6t TonbKo cneunanncT. flosTOMy BapnaHT, hto npoayKT 6yAyT 
M3ysaTb nepea BHeopeHneM. yHHTbiBaioT He Bee pa3pa6oTHUKn 
h CTapatoTca AeficTBOBaTb CTapbiMM MeroflaMn, npoAasaa cko- 
pee cboio penyTai4wo/6peHA. a He noKa3biBafl cpyHKUnoHan. 

riocewenfl Ha cartTax BCTpenaeT MapKeTunroBafi nHcpop- 
Maqufi, a npn nowcKax KOHKpeTHKn cKnaflbiBaeTcn MHeHne, 
hto HeKOTopbie pa3pa6oTHMKn KaK 6yflT0 6w cneunanbHo hto- 
to CKpblBaiOT. XOTf) 3T0 MO>KeT 6blTb H CBUflCTenbCTBOM Toro, 

hto peiueHne b nocneflytomeM 6yflyT aflarrmpoBaTb nofl koh- 
KpeTHyio 3aAany. OnpeAerwTbCfl b TaKOi/i cuTyaqnn oneHb cnow- 
ho, nacTO Hy>KHO nepe6paTb rpyAy AOKyMeHTaunn. HTo6bi aoko- 
naTbCfl ao cy™. 

HeT, KOHeHHo. MeHeAwepw no npoAawe oTsew Ha hk>6o\a 
Bam Bonpoc. ho, npaBAa, b npeAenax CBoew KOMneTeHMnn, 
«MenoHePi» ohh He 3HaioT. BeAb He ceKpeT, hto pa3pa6aTbiBaioT 
cucTeMy oahu, npoAaioT n Bneppnm APyrne, a noAAepwwBaioT 
TpeTbu. y Ka>KAoro Kpyra cbom ypoBeHb 3H3HMP1, n Ao6paTbCfl 
AO caMofi cyTM Taweno (xota b stom He BcerAa ecTb HeoSxo- 

AHMOCTb). 

Arm ycKopeHUA npouecc BHeApeHun nonHocTbio OTAaeTca 
CTopoHHeMy nocTaBLunKy, KOTopbii/i npoM3B6AeT ayAUT n npeA- 
no>KHT peujeHue. Bot stot 3Tan Bbi3biBaeT BnonHe o6ocHOBaH- 
Hbie coMHeHna, TaK KaK, KaK npaBuno. 1/lT-KOHcanTHHr n BHe- 
Apenne npoBOAUT OAna n Ta >Ke KOMnaHun, to ecTb peweHne 
y>Ke «Bbi6paHO» 3apaHee. npocTO ero HeMHoro aAanTupyioT 

K BHyTpeHHUM Hy>KA3M. flOBepHBLUHCb CTOpOHHeil KOMnaHHH, 

nerKo nonacTbcn Ha MapKeTHHroBbiM kpkdhok. noBeA^ cb Ha BHy- 



iiinTenbHbirt cnwcoK BHeApeHnw m OT3biBOB 6naroAapHbix khu- 
eHTOB. KoHenHbiPi cpyHKunoHan npeACTasaT y>Ke nocne BHeApe- 

HUH. 

CoBpeMeHHbirt pyKOBOA^Tenb BnonHe cnoco6eH caMocTo^- 
TenbHO oqeHHTb npeAnaraewbiti npoAyKT, npe>KAe seM CAenaTb 
BbisoAbi o uenecoo6pa3HocTn ero BHeApeHnq. HeT, KOHeHHo, 
oh Bp«A nn 6yAeT cMOTpeTb Ha TaKne xapaKTepucTHKn, KaK cwc- 
TeMHbie Tpe6oBaHMfl, ncnonb3yeMa?i CYBfl nnn A3biK, Ha koto- 
poM HanncaHa nporpaMMa. Penb HMeHHO o cpyHKquoHanbHOCTn 
C3/4, c KOTopoPi npnAeTCfl pa6oTaTb oSbiHHOMy coTpyAHUKy 
n Ha AeTann KOTopoii peAKo ofipamaeT BHUMaHne aMTnixiHnK, 
TaK KaK oh nMeeTTonbKO o6mee npeACTaBneHne o 6n3Hec-npo- 
ueccax. A bot stot momcht nacTo He ynnTbiBaiOT. 

MTaK, HT06bl BblSpaTb C3fl, HaM Hy>KHO n03HaKOMHTbC51 c 06- 

U4ert cpyHKunoHanbHOCTbKD n pa3o6paTbCfl. KaK peann30BaHbi 
OTaenbHbie npoqeccbi (HanpuMep. cornacosaHMe AOKyMeHTOB) 

H B03WO>KHOCTH no W3MeHeHHKD MapujpyTOB. 

B 3tom HaM AonwHbi noMOHb oSmee onucanne npoAyKTa 
(BBeAeHne) n AOKyMeHTaqufl. 3Aecb HaM MHTepecHo yBHAeTb 
MaKcuManbHbie AeTann b onucaHnn hmchho cpyHKunoHana 
C3fl, to ecTb hto Mbi MO>KeM CAenaTb wnn nonyMMTb. 

flpucyTCTBue o6u4nx MapKeTHHroBbix cppa3 nnn aKueHT 
Ha HeHy>KHbie Menonn TexHunecKoro xapaKTepa, Hannnne 
6onbworo KonnnecTBa noAnyHKTOB roBopuT o tom, hto seHAop 
urin nbiTaeTCfl BbiflaTb npoAyKT 3a Apyrort, unn 6aHaribHO He mo- 
>KeT HanucaTb HopManbHyio AOKyMeHTaunK). 

JImujhhmm 6yAyT MHoroHncneHHbie CTaTbui Ha caPiTe o Heo6- 
xoahmocth ncnorib30BaHHfl C3fl. B hux HeT oco6oro CMbicna, 
TaK KaK nenoBeK y>Ke b npuHqune npHHan peweHne n npuxoAUT 
Bbi6npaTb. 

Onenb KCTaTu, ecnn sto Bee AononHJieTCfl noApoSHbiMn 

CKpHHUJOTaMM M AeMOHCTpaUHOHHblM BMAeO, nOKa3blBaKXI4HM 

ocHOBHbie aTanbi paSoTbi nporpaMMbi. BeAb HanwcaTb mo>kho 
hto yroAHO. ho nyniue npocTO yenAeTb, a chumok neTKO noKa- 
>KeT, hto h KaK, n noMO>KeT cocTaBMTb MHeHne. HeM Sonbiue 
TaKoro MaTepnana, TeM, HaBepHoe. nyniue. 

BbiBaeT, hto pa3pa6oTHHKn BbiKnaAbiBaioT MapKeTHHroBoe 
bhaso, rAe csacTnuBbie norib30BaTenn paccKa3biBaK)T. KaK xo- 
poino, hto y hux BHeApeHa hmchho 3Ta cucTeMa, He o6bficHflfl, 
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flOKyMeHTOOSopOT 



A M l/l H l/l C T p l/l p O B a H l/l e 



no cyTM, noneMy. lloAobHoe 3aHHMaeT Bpem n OTfjHBaeT oxoTy 
n3yMaTb npoAyKT. Bonee noApobHO tot nnn hhoi/i npouecc non- 
Ken 6biTb pacnucaH b AOKyMewauuH. 

l/l BecbMa Hennoxo, HTo6bi 6bina n fleMOBepcun npoAyK- 
Ta (wenaTenbHo SaaS, TaK KaK He ecerna ecTb B03M0>KH0CTb 
HacTponTb n noKa3aTb BceM 3anHTepecoBaHHbiM), k KOTopoii 
mowho 6bino 6bi nonynnTb flocTyn 6e3 bchkhx biopoKpaTHHe- 
ckmx npoBonoHen. HeKOTopwe pa3pa6oTHHKM npeAOCTaBrmioT 
cboh peixieHUR Ann TecTa nocne onpeAeneHHbix cornacoBaHni/i 
To/ibKO nepe3 HecKonbKo Anefi, n, HTo6bi npocro ou,eHHTb. npw- 
xoflHTca pa3Bopa"H MBaTb bck) HHcbpacTpyKTypy (cepsep, CYBfl 
n T.n,). 

KcTaTM, caMa no ce6e SaaS-sepcufl - oneHb Hennoxoe Hasa- 
no pr\n He6onbUJMx KOMnaHwfi, KOTopwe He xotat nnn He Moryr 
pa3BepHyTb nonHoueHHbiw cepBuc y ceba Ha nnoinaAKe. Kpo- 
Me Toro, nacTO mowho ycnbiwaTb wanobbi Ha to, hto peweHne 
«TopM03HT», ho c SaaS npn Hannnnn KaHanoB AOCTaTOHHOrt 
nponycKHoPi cnocobHoc™ TaKoe He HabnioAaeTCfl, TaK KaK pa3- 
pa6oTHHKn 3H3K3T, cKonbKo Hy>KHO BbiAennTb pecypcos. 

Hy n, KOHeHHO. Mbi AonwHbi nonynnTb BHHTHoe onucaHwe 
cpopMnpoBaHwn qeHbi Ha npoAyKT. flnfl He6onbiiinx opraHH3a- 
\\m nHTepecHbiMn 6yAyT peweHHfl SaaS, nonb30BaTento HeT 
oco6oii pa3HML(bi, rAe MMeHHO HaxoAflTCfl cepsepbi m KaK nMeH- 
ho xpaHATCfl AOKyMeHTbi, a bot npoqecc aAMUHUcTpupoBaHUfl 
3aweTHO ynpoLqaeTca. 

rionpo6yeM no othm KpnTepn^M oueHHTb AOCTynHyio hh- 
cpopMaunK) no TpeM «HncTbiM-> C3fl-peiueHMflM. Bbi6npanncb 
ohh n,m o63opa no HariHHUio 6ecnnaTHOw Bepcun. 

Alfresco 

06 Alfresco [1] wypHan ywe nucan [2]- 3Ta C3fl pa3pa6aTbiBa- 
eTCfl c 2005 roAa n o6naAaeT BceM HeobxoAHMbiM Ann ynpaB- 
neHnfl AOKyMeHTaMU, 3anncflMn, Be6-ny6nnKau,wei4 h 6n3Hec- 
npoueccaMU b 0praHu3au.nn B MarnnecKOM KBaApaTe Gartner, 
nocBameHHOM peiueHUflM no ynpaBneHwo KopnopaTHBHbiM 
KOHTeHTOM (ECM. Enterprise Content Management), Alfresco 
Aonroe BpeM« HaxoAHTCfl b Visionaries (npoBMAUbi). npoAyKT 
A0CT3T0HH0 M3BecTeH m no/iynn/i necKonbKO HarpaA ot pa3Hbix 
opraHM3aunii. 

CakiT Alfresco aHrnofl3biHHbii/i, nosTOMy 6a30Bbie 3HaHna 
BecbMa >KenaTenbHbi. Ha ceroAHfl Alfresco npeACTaBneH b AByx 
Bepcuax - Alfresco Community Edition u Alfresco One (paHee 
Enterprise), ecTb n SaaS-cepBnc Alfresco in the cloud, ncnonb- 
3ytoi_u,ni7i Be6-cepBncbi Amazon. 

Co6cTBeHHo roBopfl, Alfresco cTan M3BecTen hmchho 6na- 
roAapn HannHwo 6ecnnaTHoPi sepcun, TaK KaK ycTaHOBMTb 
m ncnonb30BaTb ero MO)KeT KawAbiw >Kenaiou4HM, 6naro b ceTH 
MHoro pyKOBOACTB. HepeAKO nMeHHO 3Ty Bepcuio npeAJiaraiOT 
HeKorapwe KOMnaHnn-nHTerpaTopbi. 

TaSnnua noKa3biBaeT, hto CE h One no dpyHKu,uflM AOKyMeH- 
roo6opoTa He OTnunaiOTcyi, To^bKO no bo3mo>khoctm paciunpe- 
HMfi. B CE OTcyTCTByioT HHTerpaunn c oSnaKOM, K/iacTepn3a- 
UMfl, noAAep^Ka HeKOTopwx 6n3Hec-npnno>KeHMM (Salesforce), 
cpyHKquH ynpaBneHMfl Mo6nnbHbiMn ycTpoiicTBaMn (MDM) 
n noAAep>KKa KOpnopaTHBHbix nnaTcpopM (MS SQL Server, 
Oracle h WebSphere). C6opKa Community pacnpocTpaHaeTCfl 
aSconioTHO cbo6oaho no nnueH3nn GNU GPL 6e3 KaKow-nn- 
60 noAAep*Kn. Enterprise opueHTMpoBaHa Ha KopnopaTMBHbiw 
ceKTop m npnoSpeTaeTcn BMecTe c ocbuqwanbHort noAAep>«Koii 

OT pa3pa60THHKOB. 



Bbi6paB Hy>KHbii/t npoAyKT, nonynuM KpaTKyra nHCpopMaquK) 
no B03MO>KHOCTflM. HanpuMep, p,nn Alfresco One 3Aecb ceMb 
nyHKTOB, b KOTopwx pacKpbisaiOTCfl: ynpasneHne AOKyMeHTaMU, 
coBMecTHaa pa6oTa, noAAep>*<Ka MynbTHMeAna, ynpaBneHne 
6n3Hec-npoqeccaMn, cnHxpoHM3aunfl KOHTeHTa. ynpaBneHne 
3anncfiMn n HHquAeHTaMM, noAAep>KKa OTKpbiTbix CTaHAapTOB. 

B npuHqune ace Ba>KHoe 3Aecb 03ByneHO, ororo aoct3toh- 
ho, HTo6bi HeMHoro onpeAe/inTbCfl. OcTanbHbie Bonpocw ot- 
pa>KeHbi b AOKyMeHTaunn, rAe Ka>KAafl Bepcun npoAyKTa HMeeT 
OTAe/ibHyto BeTKy. 3to nnioc, TaK KaK HepeAKO pa3pa6oTnn- 
kh onucbiBaioT To/ibKO KOMMepnecKufi npoAyKT. a b tom, sero 
He XBaTaeT b 6ecnnaTH0ii Bepcun, npuxoAnrcsq pa36npaTbca 
caMOMy. 

3Aecb HaxoAUM TexHunecKufi o63op, apxnTeKTypy, HHCpop- 
Mauura 06 API (RESTful API. Java API, JavaScript API), c no- 
Mou4bio KOTopbix nerKO nojiynnTb AOdyn k peno3HTopwo. 3a- 
AanaM, cucTeMe ynpaB^eHMfl cartTaMn, AaHHbie no ycTaHOBKe 
n ncnonb30BaHwo n MHoroe Apyroe. 

OTAenbHbin pa3Aen npeACTasnqeT BHASopyKOBOACTBa (Bce- 
ro 15). KOTopwe HamflAHO noKa3biBaioT npoqecc n noApo6Ho 

HHCpOpMHpyK3T O B03MO>KHOCTflX. B H3CTH0CTM, HX aHaHH3, 

KpoMe 6a30Bbix aneweHTOB, no3Bon$ieT nonynmb HeKOTopoe 
npeACTasneHwe 0 HacTpotiKe 6n3Hec-npoueccoB b Alfresco. 
MOAenn KOHTeHTa. pa6oTe cucTeMbi rpynnoBort paSoTbi n t.a. 
To ecTb KaK pa3 to, hto o6bflCHMTb Ha na/ibuax hhk3k Henb3fi. 

Ha cai*re mo>kho h3mtm ccwnKn Ha White Papers, nacTn ony- 
6nnKOBaHHbix KHur (Tpe6yeTca perncTpauna), 6nor pa3pa6oT- 
hmkob. Wiki n cpopyM. ripoeKT nocTOflHHO npoBOAUT Be6nHapbi, 
apxnB KOTopbix b cbo6oahom AocTyne. 

TaK>Ke Ha bhahom MecTe noKa3aHa ccbinKa na AononHHTenb- 
Hbie pacuinpeHUfl Alfresco [3]. KOTopbix b HacTOflainii momcht 
6onee 600. 3Aecb HHTerpaunn c couceTAMn. YouTube, nony- 
nnpHbiMn CMS, H3biKOBbie naKeTbi n MHoroe APyroe. 

PeweHne KpoccnnaTcpopMeHHoe, pa3pa6oTaHo Ha ochobc 
Java-TexHonornM. b KasecTBe CYBfl Ann cbo6oahoPi peAaKqun 
noAAsp>KMBaiOTCfi MySQL m PostgreSQL. B peAaKuww Alfresco 
One, TaK>Ke Oracle Database. DB2. MSSQL Server. PassepHVTb 
ero npn Hannsnn onpeAeneHHoro onbiTa Bno^He peanbHO. 

TaK>Ke pa3pa6oT4WKH npeA^araioT B03MO>KHOCTb cpa3y noA- 
KniosnTb Alfresco Cloud, ann nero aoct3tohho yKa3aTb CBOfi 
email. Bot 3Aecb no>KKa Aerra. 3anpocbi. oneBHAHO, o6pa6aTbi- 
BaioTCfl BpysHyto, a nosTOMy HeKOTopoe Bpem npHAeTca noAO- 
>KA3Tb (a mo>kho m He AO>KAaTbCfl). HTobbi nonyHHTb xoTb KaKyio- 
to nHdpopMaunio o ctohmocth One nnn Cloud. HeobxoAUMO 



PwcyHOK 1 . 0$MunanbHas! flOKyMeHiauHfl Alfresco oneHb noflpo6Has, ho, k co*aneHwo, 
OHa Ha aHrnmiCKOM n3biKe 
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flOKyMGHTOOBopOT 



3anonHHTb jihct c HHCpopMauHeii o KOMnaHnn m noAOKAaTb ot- 
Beia MeHefl>Kepa. 

Verdox 

CaPiT pa3pa6oTHHKa Verdox [4] cfjenaH npocpeccnoHanbHo, 
ho bot nH0opMaunfl, KOTopaa nepBoi/i nonaflaeT b none 3pe- 
hhh. Ha HeM npeACTaBneHa TunnHHO MapKeTHHroBaa. 

ripocMOTpeB nepsyio nonaBiuyrocfl b ma3a HHCpopMauwo. 
Mbi y3HaeM, mto c noMombio otom cucTeMbi mo>kho "HasecTn 
nopnflOK b 6n3Hece». He cpa3y yflaeicn HaiiTu Ha3HaMeHne 
npoflyKTa, o tom, hto 3to hmchho C3fl, y3HaeM, nepeMOTaB 
CTpaHnqy ro KOHqa. 

Ho maBHbifi MUHyc - Ha catvre HeT HwaKHx AanHbix o kom- 
naHnn-pa3pa6oTMHKe, npocTo b KOHTaKTax HOMep TenecpoHa 
h aflpec aneKTpoHHoPi noHTbi. 1/1 Bee! HenoBeKy, BnepBbie no- 
naBLueMy Ha cai/rr, 6e3 KaKHx-nw6o peKOMeHAau,HM 6yfleT cnow- 
ho AosepflTb TaKoPi bot BM3HTKe. To ecTb pa3Aen «0 KOMnannn» 
caiiTy 6bi tohho He noMeuian. 

Hnx<e HaKOHeu HaxoA^M hto-to none3Hoe. 3Aecb soceMb 
nyHKTOB, Bbi6paB ntoSoi/i M3 hwx, mo>kho nonyswTb noApo6- 
Hyio MHcpopMaqnK). b kotopom pacnucaHo no nyHKTaM, 3aneM 
Bee 3to Hy>KHO h seM noMoweT Verdox. FlpuHeM nocne BBe- 
AeHUfl npuBOA^TCfi KOHKpeTHbie AaHHbie c normopa3MepHbiMn 

CHMMKaMM. 

KpoMe OToro, npeACTaBneH BnpTyanbHbifi Typ. 3ro to, 
hto AefiCTBHTenbHO oseHOb xopoiuo peann30BaHO. BbiSupaeM 
oahh H3 17 nyHKTOB n CMOTpuM. K3K nowaroBO BbinOHHaeTCfl 
pa6oTa cpeACTBaMn Verdox. Mbi c b3mh yBMAnw npouecc pa- 
6oTbi c AOKyMeHTaMn: perncTpauwo. pa6oTy c 3ne«TpoHHbiM 
apxuBOM, pe3ontounn. nopyneHUfl, cornacoBaHUfl, npoTOKonbi 
coBeixiaHun m AP- 3aoAHO cKnaAbiBaeTCfl BnesaTneHne n 06 uh- 
Tepcpewce. 

B HannHMn pa3Aen AOKyMem-auwn (6onbiue opueHTupoBaH- 
hov\ Ha nonb30BaTena), Wiki m cpopyM. llpaBAa, cyAf no ko- 
nunecTBy TeM n coo6meHMti, oh oco6o He nonb3yeTCfl nony- 
napHOCTbKD, Aa m cpopyMy, bhawmo, He 6onee roAa. KoMnaHna 
nMeeT cbom KaHan Ha YouTube, Ha kotopom npeACTaBneHbi ABa 
BHAeoo63opa: BBOAHbM n 03HaKOMUTenbHbiti no pa6oTe c no- 
pyseHnnMM. 

M3 oco6eHHOCTew Verdox. BxoAflLune coo6meHHfl cBH3biBa- 
lOTCfi, Aa>Ke ecnn ohh 6binn AOCTaBneHbi pa3HbiMn cnoco6aMn 
(oneKTpoHHbiM n 6yMa>KHbiM). no3Bonnfl 0Tcne>KHBaTb nepe- 
nucKy. Eiue oahh nnioc - ncxoAfliune nnobMa Moryr 6biTb ot- 



PucyHOK 2. BiipTyanhHbie iypw. npeflncweHHwe Verdox, no3BonflK)T fiwcrpo noHRTb npouecc: 



VERDOX 



BMpTya/lbMblii up. _ 

E I- 


- 








npaBneHbi no sneiapoHHoPi nonTe np^Mo H3 cucTeMbi Verdox, 
6e3 ncnonb30BaHHfl BHeoiHero noHTOBoro KnueHTa. 

B pyKOBOACTBe nonb30BaTenfi b o6meM noKa3aHbi Bee CTaH- 
AapTHbie A^n tbkmx peweHurt AewcTBUfl. floKyMeHTauun aAMn- 
HMCTpaTopa no3BonfleT y3HaTb, KaK HacTponTb ponn, npouecc 
cornacoBaHHH m cnpaBOSHUKM, 6n3Hec-npoi4eccbi, wa6noHbi 
n nponee. Ee cneAyeT M3ysnTb 6o/iee TLqaTenbHO. 

CucTeMa npeAnaraeTca b Tpex BapnanTax: Verdox Free (6ec- 
nnaTHO, ao nsTM nonb30BaTenePi), Verdox Box (ot 1000 py6,) 
n Verdox Cloud (ot 250 py6.). riocneAHne Asa mo>kho nonpo- 
6oBaTb, 

TaK>Ke noKa3aHa BHRTHas TaSnnua qeH b 3aBncnMOCTM ot ko- 
nunecTBa nonb30BaTeneM m Ta6nni4a cpaBHeHnii bo3mo>kho- 
CTeii Bepcuw. HanpuMep, Free, KpoMe OTcyTCTBun noAAep>KKn 
n orpaHMHeHun no KonnnecTBy nonb30BaTenePi, He coAep>KHT 
HecKonbKnx MOAynew. 

jH/ifl AOCTyna k AeMOBepcun HeoSxoAUMO 3anonHMTb cpopwy. 
OTBeT npuxoAUT cpa3y >Ke (TonbKo Mo>KeT nonacTb b cnaM). rio- 
cne 3Toro okotio 15 MUHyT cpopMnpyeTca OKpyweHne. n SyAeT 
BbiAaHa ccbmKa ajta sxoAa, a Ha noHTy npnAyr AaHHbie s\m pe- 
rucTpaunn. Tenepb mo>kho nonysnTb nonHoe npeACTaBneHne 
o npoAyKTe. 

CaMOCTOflTenbHoe pa3BepTbiBaHne sepcuw Free m Box Ka- 
Knx-nn6o npo6neM Bbi3BaTb He aojijkho. flna ycTaHOBKH no- 
Tpe6yercfl I1K noA ynpaBneHneM Windows (b AOKyMeHTaunn 
noneMy-To 06 otom He CKa3aHO, TaK>Ke HeT n peKOMeHAaunw 
no BepcuflM). 

FossDoc 

Pa3pa6oTKa KOMnaHnu "OOCC-OH-naMH" [5], paboTaiomert 
Ha pbiHKe HT-TexHonornPi c 1999 roAa. b ero aKTHBax KnueHTbi 
HecKO/ibKnx poccufiCKMX n yKpanHCKnx 6aHKOB n rocynpe>KAe- 
hum, CTaTyc Microsoft Gold Certified Partner, 

rionaB Ha maBHyra CTpaHnqy. cpa3y bmaum none3Hyio hh- 
cpopMaqnio no Ha3HaHeHMio m ocHOBHbiM nniocaM araki cuc- 
TeMbi: npocTa b pa3BepTbiBaHnn, npuHunn nnueH3npoBaHHfl, 
rn6Kaa HacTpoMKa MapuupyTOB, noAAep>KKa cnequcpuHecKnx 
cpyHKMMti rhh rocyAapCTBeHHoro m 6aHKOBCKoro ceKTopoB. Hn- 
nero nuujHero, see no cy™. 

ByKBanbHO 3a napy MUHyT, npocMOTpeB ocHOBHbie ccwnKn 
c 3amaBH0i^i, mo>kho nonynnTb nepBoe BnenaTneHne o npoqec- 
ce paSoTbi c FossDoc. 

flanee HaxoAUM noApo6HOCTM, ccwnKy ann Bbi6opa npo- 
AyKTOB, pacseT nnueH3nn (B03MO>«Ha noKynKa n apeHAa) 
n ccwnKy Ha 6ecnnaTHyio Bepcuio. 3tot momcht oco6o OTMeny, 
TaK KaK o6bNHO HHCpopMaqnio o HannHMH Free-Bepcnn nbiTatOT- 
cfl cnp^TaTb noAanbine, 

BecnnaTHaR Bepcm orpaHuneHa n^Tbio yneTHbiMM 3a- 
nucflMn, nero o6bNHO xbbtut p,m He6onbiunx opraHH3ai4ni?i 
nnn aha Tex, kto ToribKO BHeAP^eT CSfl. CKasaTb ee mwkho 
cbo6oaho n 6e3 BcnKnx pemcTpaunti, ocpnquanbHafl noAAepw- 
Ka b 3tom cnynae - TonbKo cpopyM. Bo MHorux SecnnaTHbix 
Bepcn?ix KOMMepnecKoro no ycTaHOBKy oSHOBneHnti cTapa- 

lOTCfl yCHO>KHHTb. B FOSSDOC OHH CTaBflTCfl LUTaTHbIM o6pa30M 

(oGHOBneHMH BbixoAfT pa3 b Mecnu). 

M eu\e ecTb MHTepecHaa oco6eHHOCTb. floAaB 3anpoc, 
mo>kho SecnnaTHo Ha 180 Anew yBennnnTb KonnnecTBO norib- 
30BaTenePi cucTeMbi ao 50. To ecTb mo>kho cnoKOMHo BHeApnTb 
cucTeMy, onpo6oBaTb n 3aTeM y>Ke KynnTb nnueH3Mio. Bepcun 
SaaS b AaHHbifi momcht HeT, ho no coo6iueHMflM oHa HaxoAHTCfl 
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b pa3pa6oTKe. flnn noflKntoneHHfl k cepsepy noipe6yeTCfi ycia- 
HOBHTb KnueHTCKoe npwnoMeHne (TonbKO Windows). 

llpucyTCTByeT AOCTaTOHHafi AOKyMeHTaqufl (an* nonb30- 
BaTena, aflMUHMCTpaTopa n pa3pa6omnKa), npe3eHTaunn, 
FAQ, cpopyM noflflep>KKn n nposee. HMeeicn w cbow KaHan 
Ha YouTube, Ha kotopom npefldaBneHO 1 1 He6onbwnx ponn- 
kob, HarnHflHO fleMOHCTpupytomux BbinoriHeHne onpefleneHHbix 
flePicTBMM c FossDoc. 

OcHOBofi FossDoc mnneTcn nnaicpopMa FossLook [6], 
npeACTaBnflKDiuafl co6oti KOHCTpyKTop, no3BonniOLUni/i C03fla- 
BaTb co6cTBeHHbie 6n3Hec-npnno>KeHHfl noA nio6bie 3aflann. 
C3fl FossDoc - ywe roTOBoe peujeHne, BKnonaioinee Bee He- 
o6xo,qnMbie MOflynn n ma6riOHbi flOKyweHTOB flnn aBTOM3TH3a- 
qnn KJiaccusecKoro flenonpon3BOACTBa. 

MapiupyT flOKyMeHTa coctout H3 nopyneHUM ncnonHHTenaM, 
KOTopbie npuxoflflT Ha pa6osne MecTa coipyAHUKOB. Otkphb 
nopyneHne, nonb30Baienb nonynaeT caM AOKyMeHT. rtnaTdpop- 

Ma HHTyMTMBHO nOHflTHa, nOOTOMy npn HeoSxOflUMOCTH CT3H- 

flapTHoe peiueHne nerKo aflanTupyeTCfl nofl ntoSbie ycnoBna 
(caMOCTOATenbHo aro caenaTb HecnowHo): qo6aBHTb nio6oe 
none. co3flaTb iua6noH, nponwcaTb MapiupyTbi. ny6nw<0BaTb 
AOKyMeHT b nan«y (apxnB). 

PeiueHne nerKO cnpodpunupoBaTb noA nio6bie Apyrne 3aAa- 
hm. opraHM30BaTb Ha ocHOBe FossDoc. HanpwMep, cKnaACKoi/i 
yneT. Peann30BaH noncK no niobbiM nonm (pacwupeHHbii/i 
n npocToCi), dpunbTpbi nanoK, ecTb npoTOKonw, b KOTopbix mo>k- 
ho OTcneA^Tb ncTopwo npaBOK nioSoro AOKyMeHTa. 

Eme OAHa HHTepecHaa cpynKqua. Ha ocHOBe FossDoc mo>k- 
ho CTponTb co6cTBeHHyio KopnopaTMBHyto noHTy n AepwaTb 
nonHOMeHHbiii noHTOBbiii flOMeH, oh MoweT pa6oTaTb 3a peneeM 
n 3a6npaTb nucbMa c Apyrux noHTOBbix cepBepos (b tom huc- 
ne n 6ecnnaTHbix. BpoAe Mail.ru nnn Gmail). ripuHflToe nucbMo 
aBTOMaTusecKM npeBpamaeTca bo BxoAflU-iw/i AOKyMeHT. Hm"e- 
rpupoBaH c 3L(n pa3Hbix nocTaBinnKOB. 



TaKwe AOKyMeHToo6opoT nHTerpupoBaH c BHAeoKOHcbepeH- 
UnePi c noMoinbio MOAyna ot OpenMeetings [7]. EcTb MOAynn 
HanoMMHaHMM, cnywe6Hbix 3anncoK n oSpameHMii rpa>KAaH, 
no3Bon9KDLAne perncTpnposaTb n nponncbiBaTb MapiupyTbi 
BceM nocTynaioujMM 33HBKaM. 

FossDoc paccMMTaH Ha ncnonb30BaHne b opraHH3aqnflx, 
ot HeSonbUJux ao KpynHbix xonAHHroB. noAAepwwBaeTCfl ame- 
rpaunfl c Active Directory. HecKonbKO CYBfl (MS SQL, MySQL 
n Oracle Database). VcTaHOBHTb mowho Ha niobyio Windows, 
BKnionafl n KnueHTCKne XP SP3. Becb npoqecc pacnucaH b ao- 
KyivieHTauMn, cnpaBHTbca CMOweT n noAroTOBneHHbifi nonb30- 
BaTenb. 



MTaK, n3ynnB flOKyMeHTauura n npoTecTupoBaB npoAyKTbi, Mbi 
y>ne MO>KeM caMOCTOflTenbHO onpeAennTbcn c TpeboBaHM^MH 
k CQfl n Bbi6paTb Te peujeHun, Koropwe 6o/ibUje noA hux noA- 
xoast. ESS 



1. CakiT Alfresco - http://www.alfresco.com . 

2. flpeMHVK C. 063op Open Source ECM-cwcTeMbi Alfresco. //"Cmc- 
TeMHbifi aflMMHUCTpaTop", N^3, 2009 r. - C. 37-43 ( http://samag.ru/ 
ar chive / artic le/933). 

3. flonoriHUTenbHbie paciunpeHM?) Alfresco - http://addons. 

4. CatiT Verdox - http://verdox.ru . 

5. CaiiT FossDoc - http://fossdoc.ru . 

6. rinaTcpopMa FossLook - http://fosslook.ru . 

7. flpeMHVK C. CucTeMa BnaeoKOHCpepeHuuM OpenMeetings. //«Cmc- 
TeMHbiti aflMMHUCTpaTop- , Na6, 2009 r. - C. 58-64 ( http://samag.ru/ 
archive/article/2034 ). 

KiironeBbie cnoBa: C3fl, noKyMenToo6opoT. o63op, 6ecnnaTHbie pe- 
liieHMfl. 



PucyHOK 3. Ha rnaBHOii cipaHHue FossDoc cpa3y nmam Hy«Hyio HHttJopMaumo 
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MOHl/ITOpi/lHr 



CEPHM EOflfflH. pa6oraer cucamnHOM e KpynHou 3nepreimecK0H 
Kounaam H3K VkfBHBpm CnewaiM3upyercH no MS SCCM, 
aupryanmaum. Monmopmiy. bsergey2&qmaicom 



npoBepxa Ha cooTBeTCTBMe napan/ieTpoB, 

njim Compliance Settings b SCCM 2012 

Compliance Settings b SCCM 2012 noivioraeT oqeHi/iBaTb n cn~cne>KHBaTb flocTOBepHOCTb 
KOHcjDnrypaLiHM KoivinbioTepoB KOMnaHHH, a TaioKe BHocnTb b hhx HeKOTopbie ncnpaBneHi/ia 
B daTbe paccMaTpnBaioTc?i bo3mo>khocti/i h HacTpoMKi/i flaHHoro cpyHKunoHana b Teopnn 
m Ha npaKTUKe 



Hado cnynaiOTCP cmyauun, Korfla HeofixoflUMo nony- 

HMTb TOHHyiO HHCpOpMaUHIO 0 COCTOHHUH pa6osei/l CTaHL4HH 

nnn cepBepa, onpeflennTb B03HHKi±iyio npusnHy HeKoppsKTHOM 
paSoTbi nporpaMMbi, KOTopaa Moma 6biTb noAsepweHa oShob- 
neHnto nnn nepeycTaHOBKe, a ouaTHbiMn cpeflCTBaMn ycneflMTb 
3a nponcxoqfiiuMMH M3MeHeHHflMn b cucTeMe He npeaocTaBrm- 
eTCfl B03MO>KHbiM. floaTOMy cucTeMHbiPi aflMUHncTpaTop npn- 
MeHneT pa3/inHHbie yTunnTbi, HanpuMep, NeoSpy [1], Process 
Monitor [2] w apyrne. Ho ohm He Bcerna MoryT noMOHb b pe- 
uieHnn Bonpoca. I4x ocHOBHas 3aflana - 3to npeflocTaBneHne 
nHcpopMauuM o flo6aBneHMM nnn MOflncpMKaunu KaKnx-nn6o 
cpai/moB, 3anncePi b peecipe, yneTHbix flaHHbix nonb30BaTenei/i 
n nponee. rnaBHbiM HeflocTaTKOM TaKnx nporpaMM HBrmeTcn 
to, hto npuxoflMTCfl yBennnnBaTb KonnnecTBO ywe HMetome- 
rocfl cocpTa, a TaK>Ke OTcyTCTBue bo3mo>khocth peaaKTwpoBa- 
HMfl KOHCpMrypauufi I~1K. K TOMy we He Bee npoflyKTbi noflflep- 
wnBaiOT pa6oTy MoSnribHbix ycTpofiCTB. A TaK K3k y Hac ywe 
ecTb ycTaHOBneHHbift Configuration Manager 2012, to pac- 



cmotpum cpyHKquKD Compliance Settings (napaMeTpw coot- 
BeTCTBMfl), KOTopafi no3BonaeT He TonbKO ycTpaHHTb cna6bie 
CTopoHbi, nepenncneHHbie Bbiwe, ho h npeflocTaBrmeT flonon- 
HMTenbHbie npenMymecTBa. 

B03M0)KH0CTM 

Compliance Settings [3] b SCCM 2012 npeflocTaBnaeT yHwepu- 
UnpoBaHHbiPi MHTepcpewc, KOTopbii/i no3BonaeT ocymecTBMTb 
peBH3nto cepBepoB. HoyT6yKOB, HacTonbHbix KOMnbtoTepos 

V\ MOStf/lbHblX yCTpOMCTB Ha COOTBeTCTBUe KOpnopaTHBHblM 

KOHcpurypauufiM. flaHHbiPi cpyHKUnoHan mo>kho ncnonb30BaTb 
Ana noflAepwKn cneayioiunx 6M3Hec-Tpe6oBaHMfi: 

> npoBepflTb KOHCpnrypau.nn nporpaMM n nonb30BaTenb- 
ckhx yneTHbix 3anncefi, Bepcun n o6HOB/ieHuq OC h FlO, 
a TaKwe KoppeKTHOCTb ycTaHOBKn n HacTpoMKu cepBepa 
h cepBucoB; 

> aBTOMaTHHecKn ncnpaBn^Tb HecoBMecTHMbie napaMeTpbi 
WMI, peecTpa. cqeHapneB; 



PncyH0K 1. nocneflOBatenbHOCTb fleiicTBHw 
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> BbmBrwTb ycTpoficTBa, KOTopbie He yflOBneTBop^ioT Kop- 
nopaTHBHbiM CTaHnapiaM, to ecTb c Hepa3peuieHHbiMH 
npoqeaypaMU ynpasneHnq n3MeHeHHHMn, c HannHneM 
3anpeu4eHHbix npnno>KeHHH, a TaKwe c HecoBMecTHMbiMn 
HacTpofiKaMM nepeA bboaom hx b 3KcnnyaTau,HrO nnn ycia- 
hobkoi/i Ha hux l~IO; 

> HJ]R OTHeTOB yCTaHaBHUBaTb npnopHTeTbl HeCOOTBeTCTBUfl 

OTHOcmenbHO nflTH ypoBHew cepbe3HOCTn: None (oTcyr- 
CTBue), Information (MHCpopMnpoBaHne), Warning (npefl- 
ynpe>KAeHne), Critical (KpnTMHHocTb), Critical with event 
(KpHTUHHOCTb c co6brrneM); 

> HAem-ncpuqupOBaTb y?i3BHM0CTn, onpefleneHHbie seHAO- 
pawn; 

> cpaBHMBaTb KOHCpurypaunn ycTpoi/icTB npeflnpuflTHH c pe- 
KOMeHAauHflMn npoM3BOAHTenn; 

> BecTn coBMecTHyio pa6oTy c APyrnMM npoAyKTaMn ynpaB- 
neHna, KOTopbie KOHTponnpyioT co6biTnn Windows Ha kom- 
nbfOTepax; 

> 0OpMHpOBaTb OTHeT O COOTBeTCTBltM H0pM3M H KOpnopa- 

TUBHbiw nonnTMKaM 6e3onacHOCTn. 
CocTaB Compliance Settings 

Compliance Settings BKntonaeT 8 ce6a Ta«ne cocTaBnaiOLHne: 
Configuration Item (3neMeHT KOHCpurypaunn) - oto eAM- 
Hwua KOHCpurypaqnn, KOTOpap coAepwm Ha6op napaMeT- 
poB. a Taioxe Kprnepnn npoBepKn Ana oueHKn cooTBeTCTBue 
Ha ueneBoi/i OC. 

Configuration Baseline (5a30Bbirt noKa3aTenb KOHCpurypa- 
Umm) - coAep>KHT aneMeHTbi. KOTopwe Heo6xoAHMo oqeHHTb, 
a TaK>Ke napaMeipw n npaBuna, onucbiBatoujue ycTaHOBneH- 
Hbii/i ypoBeHb cooTBeTCTBUFi. Mhwmh cnosaMn, 3to rpynna y>Ke 
co3AaHHbix Configuration Item n/nnn AononHeHHaa ApynMn 
aneMeHTaMM, KOTopaa ot cepBepa AOCTaBnaeTCfl ycrpofl- 
CTBaM OTHOcmenbHO ycTaHOBneHHoro pacnucaHUfl. A ecnn 
ycTpoPiCTBO He noAKnraHeHO k ce™, ho HMeeT 3arpy>KeHHbie 
Configuration Items, KOTopwe ccbinaioTcn Ha pa3BepHyTbie 
Configuration Baseline, to npon3BOAHTcn nepenoAKmoHeHMe 
nocneAHHx n oqeHKa HacTpoeK Ha cooTBeTCTBue. 
User Data and Profiles (rionb30BaTenbCKne AaHHbie m npo- 
cpunn) - coAepxoT napaMOTpbi. onpeAenfliomne, KaK ynpaB- 
nnTb Folder redirection (llepeHanpaBneHneM nanoK), Offline 
Files (ABTOHOMHbiMn cpaPiriaMn) n Roaming user profiles (ne- 
peMemaeMbiMM npocpn/ifiMn) Ha KOMnbioTepax noA ynpaB- 
neHneM Windows 8. A HTo6bi npon3BecTn pa3BepTbiBaHne 
Ha KonneKunn nonb30BaTenei/i, HeT Heo6xoflHMocTn Ao6aB- 
nflTb nx b Configuration Baseline, CAenaTb pacnpocTpaHenne 
mo>kho HenocpeACTBeHHo c AaHHoro pa3Aena. 



npMHUMn pa6oTbi Compliance Settings 

CHasana Ha cepBepe SCCM nponcxoAUT co3AaHne (n/in mm- 
nopTupoBaHne) Configuration Item, a 3aTeM nx Ao6aBneHwe 
b Configuration Baseline (nnn co3AaHwe hobwx). flanee sen mh- 
d^opMaunn noMemaeTCfl b 6a3y AaHHbix, 

riocne 3-Toro Ha KonneKuwo nonb30BaTeneM nnn KOMnbio- 
TepoB pacnpocTpaHHOTCfl Configuration Baseline. B cbokd 
onepeAb, Knuewbi SCCM nonynatOT ot cepBepa nonnTHKy 
c onpeAeneHHbiMM napaMeTpaMM nnn ycnoBWHMH n nannHaioT 
npoBepKy AaHHoPi rpynnbi ycrportcTB na cooTBeTCTBue 3a«B- 

neHHblM Tpe60B8HMflM. 

3anycK npoqeAyp BbinonHfleTca no pacnucaHHio. A no 3a- 
BepujeHnn aToro npoyecca OTnpaBnnioT nHcpopMaunK) b Bfl. 
3aKnioHWTenbHbiM AePiCTBneM mnneicn ccpopMnpoBaHHbM 
cucTewHbiM aAMUHncTparopoM OTHeT, KOTopbiM noMoraeT cy- 
AUTb o nonyneHHbix pe3ynbTaiax (cm. puc. 1). 

B03M0MHbie Tpe60BaHHfl 

ripeAnono>KHM, hto HeoSxoAUMO npoBepnTb rpynny KnueHT- 
ckhx KOMnbioTepoB Ha HannHne apxuBarapa 7zip n o6HOBne- 
Hufi MS Excel 2013, a TaK>«e cepBep SCCM Ha cooTBeTCTBue 
nocneAHUM oSHOBneHMfiM. 

Ho BHaHane npoBepneM. aKTHBupoBaH nn napaMeTp (areHT) 
Compliance Settings b Administration -> Overview Client 
Settings -> Default Client Settings, 3HaneHMe Koroporo aoh>kho 
SbiTb paBHbiM True. 

Cu3flaHiie aneMeHTa KOHctinrypauHn 

flaHHbiw aneMeHT co3AaeTCfl cneAyKDinnM o6pa30M: 3axo- 
Amm b Assets and Compliance -» Overview -> Compliance 
Settings -> Configuration Item, b kohtokcthom mchio BbiSnpaeM 
nyHKT Create Configuration Item. B nofiBMBiueMCfl Maciepe bbo- 
rv\m Tpe6yeMyio MHCpopMaqnio. 

B pa3Aene General (o6m,ne) oto uma, Tun oneMeHTa (mo- 
SunbHoe ycTpoPiCTBO, OC Windows. MAC OS) m KaTeropufi 
(cepsep, K/ineHT. MT-MHCppacTpyKTypa unn APyraa). 

Ecnn aKTusnpoBaTb cpna>KOK This configuration item contains 
application settings, to bk/iiohum Aono/iHUTenbHbiPi pa3Aen - 
Detection Methods (MeTOAbi o6Hapy>KeHHfl), KOTopbiui coAep- 
>kht npaBuna o6Hapy>KeHHfi npnno>KeHMfl. 

HanHHue KaKOM-nn6o nporpaMMbi onpeAenfieTca no npn- 
cyTCTBUK) y nee yciaHOBOHHoro msi-cpaPina (y3HatoTca koa 
n Bepcua npoAyKTa), a Tatone ncnonb30BaTb CKpunT nnn BcerAa 
npon3BOAHTb Tanoe onpeAeneHne, Bbi6paB nepBbiPi BapnaHT 
Always assume application is installed. 

ripn npoBepKe onepaunoHHbix cucTeM b pa3Aene 
Supported Platforms HywHo onpeAenHTbCfl c Bepcueui OC. 



PiicyHOK 2 Pe3yiibTaT co3flaH«fl Configuration Hem 



52 *»> 

jft l*owoft Srttcm Ccfltef 2012 ConfioufaOon Manage Maraccment P«nt ADDltcation 

SgJ MkroMft SnCem Center 2012 Configuiatran Manager Site Scrvei Application 

^* MnMM System Center 2012 Configuration Manager Software Update P Application 

Windows Server Update Services configuration for Microsoft System Cent Application 



<y23/2014 8:36 AM 
•V23/20H 11:23 AM 
4/23/20H 8: 
■V23/20B8 
4/23/2014 8: 



! All Columns to Fit 



Type 

Device Type 
Child 
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A,q m i/i h i/i c t p i/i p o b a h i/i e 



MOHI/ITOpi/lHr 



B Settings Bbi6npaeM Tun npoBepKn, a aro Moryr 6biTb 3Hane- 
HHe nrin uennKOM eeTKa peecipa, CKpum. cpai/uioBaa cucTevia, 
Meia6a3a IIS. 3anpocbi SQL, Active Directory, WMI nnn flpy- 
roe. Compliance Rules npeflocTaB/iaeT B03M0>KH0CTb co3flaTb 
n HacTpomb ycnoBUfl flnn npoBepKn cootbotctbum a/ieMenTOB 
KOHCpurypaijun OTHOcmenbHO Value (3HaneHHfl) u Existential 
(cyLuecTBOBaHna). 

B HaweM c/iysae co3flaeM Configuration Item ana apxMBa- 
Topa. BbiSnpaeM File System (cpaPinoBafi cucieMa), File (cpafin) 
n nyTb k cpai/iny. npaBuno npoBepKn co3AaeTCfi no yMonsaHnio, 
ero mowho OTpeaaKTupoBaTb (ecnn noipeoyeTCfi) unit flonon- 

HUTb HOBblM. 

npn Heo6xoflMMoc™ co3flaeM aonepHUM Configuration Item, 
rAe 6yayT o6mne (poAmenbCKne) napaMeipbi npwMeHHTbCfl 
Ha Bbi6paHHyio rpynny, n flononHHTenbHbie - Ana cnequanbHbix 
ycTpowcTB, KOTopwe k o6meM Macce He othochtch. flnn araro 
Ha naHenn 3aAan HawnMaeM KHonKy Create Child Configuration 
Item n Ao6aBrmeM roTOBbii/i aneMem" c HeoSxoAHMbiMn ycnoBn- 
hmh npoBepKn. 

OcHOBHoe omnHne no HacTpoiiKe cooTBeTCTBw/i p,nn mo- 
SunbHbix ycTpoPiCTB pacnonaraeTCfl b pa3Aene Mobile Device 
Setting groups. A KonnsecTBO BBOAHMbix napaMeipoB 6yAeT 3a- 
BuceTb ot Toro. CKonbKO rpynn b Hew 6bino nnn ororo BbiSpaHO. 
3Aecb npeAnaraeTCfl aKTMBupoBaTb cneAyKJiyee: Password, 
Email Management, Security, Peak Synchronization, Roaming, 
Encryption, Wireless Communication. Certificates, n BHecTn 
Hy>KHbie AaHHbie. co3AaBan t3kmm o6pa30M BCTpoeHHbie npa- 
Buna npoBepKn cooTBeTCTBua. a AononHHTb mx co6cTBeHHbi- 
mm ycnoBunMn mowho bo BKnaA^e Compliance Rules, 3aPiAfl 
b CBoPicTBa a/ieMeHTa. 



SCCM noAAepwuBaeT HecKonbKO TnnoB Configuration Items: 
Operating System (othochtch k OC), Application (Ha3Ha4aeTca 
nporpaMMaM), Software Updates (Ana o6HOBneHnrt), General 
(o6mne, He OTHocflmweca hh k oAnowy H3 npeAWAyujux Tpex 
TunoB) (cm. pwc. 2). 

flocne Toro KaK co3AaH Configuration Item, HaA hum mowho 
npon3BecTn HeKOTopwe AewcTBua. HanpuMep, aKcnopinpo- 
BaTb (KHonKa « Export-) n Bbirpy3HTb b CAB-cpai/in Ann AanbHei/i- 
Luero nepenoca n HMnopTa Ha Apyroi/i cepsep. 

TaK>Ke AOdynHo: npocMOTpeTb HcxoAHbiti XML-cpaPin 
(KHonKa View XML Notification) v\nv\ udopnfo peBH3Hki (KHon- 
Ka History Revision). CKonnpoBaTb (KHonKa Copy) unit yAannTb 
(KHonKa Delete) aneMeHT. 

Eme ctomt oSpaoiaTb BHWMaHwe Ha naHenb Kpmepwii, koto- 
pan oTo6pa>KaeT none3Hyio HHCpopMau.i/ito (Type, Revision, Date 
Modified, Categories. Model Name. Status. Group by n MHorne 
Apyrne) (cm. puc. 2). 

A ahh yAobcTBa npeAycMOTpeH noncK aneMeHTOB no Kpme- 
puflM Ha>naTneM KHonKH Add Criteria w B03M0>KH0CTb coxpaHe- 
hmr 3thx pe3ynbTaTOB (KHonKa Saved Searches). 

Co3flaHne 6a30Boro noKa3aTejifl K0H[|)nrypai4MM 

riocneAOBaTenbHOCTb co3AaHwa Configuration Baseline cocto- 
ht H3 HecKoribKnx LuaroB: 3axoAHM b Assets and Compliance -> 
Overview -> Compliance Settings -» Configuration Baselines, 
no HawaTwo npasoui KHonKow Mbiiiin TpecyeTca Bbi6paTb nyHKT 
Create Configuration Baselines. B noflBWBweMCfl MacTepe sbo- 

AMM HeoSxOAHMbie AaHHbie. K KOTOpbIM OTHOCHTCfl: HMfl, Kon- 

neKunfl, eAUHnua KOHCpurypaunn nn6o Apyrne 6a30Bbie no«a- 
3aTenn, nu6o oSHOBneHUfl. 



PwcyHOK 3. Pe3ynwaT co3flaHna Configuration Baseline 



Configuration Baselines 3 items 
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PucyHOK 4. Pe3ynbTaT HMnopTMpoBaHHsi Configuration Pack 



[ Stmt* 


X | S-tarch | Add Cntena • 


Icon Name Status Deployed Date Modified Compliance Count Noncompliance Count 
2 7«> Enabled Ves 4y23/20H8:54AM 6 1 
J Micioioft System Center 2012 Conflguiation Manage. Server Roles Enabled ves 4/23/2014 10:35 AM 2 0 
^ Updates E«« 2013 Enabled ves 4/23,2014 8:S9 AN 7 0 


Sat Al Columns to Fit 

" Icon 
■/ Name 
>» Status 
•r Deployed 

user Setting 
•/ Date Modified 
x* Compliance Count 
f Noncompliance Count 

Faaure Count 

Modified By 
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MOHHTOpi/lHr 



A M l/l H l/l C T p l/l p O B a H l/l e 



B HaineM cnynae Mbi CHanana BbiSnpaeM Configuration 
Item, a btopwm AeficTBHeM Ao6sBrmeM obHOB/ieHUfl 
Ann MS Excel 2013 (cm. puc. 3). 

ripn flo6aBneHnn Configuration Item b Configuration Baseline 
onpeaermioTCfl Purpose (Ha3HaneHHfl) n hsxoahtca bo bkhsakc 
Evaluation Conditions. Ho npn peASKTupoBSHwu aneivieHTOB He- 
oSxoflUMO 3HaTb m p33nnH3Tb mx B03MO>KHbie BapnaHTbi npn- 
CBoeHna. a HMeHHo; 

Required (Tpe6yeMbii/i) - ncnonb3yeTCfl no yMOJiHSHHio 
m 03HaMaeT. mto, ecnn Configuration Item He 6bin HaMfleH, 
to Configuration Baseline onpeflenneTCfl ksk non-compliance 
(HecooTBeTCTBytOLnnw), A nH3He 6yfleT npon3BOflnTbCfl npo- 
uecc oueHKU nocneflHero Ha AOCTosepHOCTb, 
Optional (onu,woH3nbHbiw) - npwMeHneTCfl TonbKO 
Ann npnno>KeHi/ii/i. flpw hsjihhuw nporpaMMbi Configuration 
Item oueHUBaeTCfl Ha cooTBeTCTBue, a ecnn OHa OTcyTCTBy- 
eT, to Configuration Baseline oueHUBaeTca ksk HeyAOB/ieT- 

BOpflK3U4MM. 

Prohibited (33npeineHHbii/i) - npncB3HB3eTCfl Tew npn- 
noweHUHM, parjoTy kotopwx HeorjxoAUMo 3a6noKnpoBaTb. 
B 3-tom cnynae Configuration Baseline onpeAermeTca ksk ne- 
cooTBeTCTByioLuiiM, ecnn Configuration Item 6yfleT HaPifleH 
Ha KOMnbioTepe. 

riocne C03flaHMfi Configuration Baseline c hum mokho npo- 
AenaTb TSKue Aei/icTBua, kbk oTK/noHeHne/BK/KoseHne, Konnpo- 
BaHne/oKcnopT/MMnopT, npocMOTp ncxoflHoro XML, a TSKwe 
3anycK oneMeHTa cpa3y, BbiSpaB KHonny Run Summarization 
Ha naHenn MHCTpyMeHTOB wnn nyHKT b kohtckcthom MeHio. 

naneT HacTpoeK 

Configuration Pack (naKeT HacTpoeK) - sto C03flaHHbie npo- 
n3BOflHTeneM urn coobmecTBOM peKOMeHAyeMbie HaSopbi 
npoBepoK napaMeTpoB ycTpoi/icTB. To ecTb npeAnaratoTcn 
ywe roTOBbie ynaKOBaHHbie (nMeioT MSI-paciunpeHne, a noc- 
ne pa3BepTbiBaHnn - .cab) Configuration Item h Configuration 
Baseline. 

Mbi c BaMU CKanaeM m Microsoft Download Center [4] 
Afifl cepBepa SCCM 2012 Hsbop npaBwn n HacTpoeK, npeA- 



Ha3H3MeHHbM Rm KOHTpo/ifl cneAyrOUJWX ponew: Msnagement 
Point (tohks ynpssneHMfl), Site Server (cafiT cepBep) n Software 
Update Point (tohkb oSnoBneHnq nporpaMMHoro obecnene- 
HMfl) [5]. 

Ilocne 3arpy3Kn n ycTaHOBKn Configuration Pack Ha cepBepe 
SCCM Hy>KHO nMnopTupoBaTb CAB-cpaiTin b pa3Aen Compliance 
Settings. B pe3y/ibTaTe HMeioinnecfl y>Ke oneMeHTbi Aono/iHHT- 
cfl oahum Configuration Baseline n neTbipbMfl Configuration Item 
(cm, puc. 2 n 4). 

Ha 3-tom noAroTOBHTenbHbie AewcTBi/ia 3aBepiueHbi, a 3a- 
KntosnTenbHbiM 3TanoM 6yAeT AOCTaBKa eAUHnu, KOHCpnrypau.nn 
Ha nonb30BaTenbCKne KOMnbioTepbi. 

Pa3BepTbiBaHne 

flocne Toro ksk Bee HeobxoAHMbie sneMeHTbi co3A3Hbi, hx Hy>K- 
ho pscnpocTpSHHTb. flensercfl sto Bbi6opoM nyHKTS Deploy 
H3 KOHTeKCTHoro MeHio Configuration Bsseline, B noflBHBuieMCfl 
OKHe Bbi6np3eM Hyxwyto KonneKUMK) n yoraHSBfinBseM rsnoHKy 
Remediste noncompliant rules when supported. Korapsa no3- 
BoraeT nepeonpeAennTb HOBbie nspsMeTpw. flaHHbifi checkbox 
OTBenaeT 33 3BTOM3THHecKoe ncnpsBneHne KOHcpurypsuuM, 
HecoBMecTHMbix c TpebyeMbiMM ycnoBunMM, kbk hs craunoHsp- 

HblX M3LUHH3X, T3K H RHH M06nHbHblX VCTpOI/iCTB. 

OTseTbi 

OTHeTbi no3BonnioT OTcnewHBSTb pe3ynbT3Tbi oueHKH cooTBeT- 
CTBUfl HscTpoeK hs MHTepecyiou4nx ycTpoMCTB3x, a TaKwe no- 

MOrSIOT B BblflBneHHH WMeKXHUXCH oujuSok. 

Ecnn b KonneKMMio bxoaut Heboribiuoe KonnnecTBO msluhh, 

TO OTHeT MO)KHO CCDOpMMpOBSTb H3 nonb30B3TenbCKOM KOM- 

nbioTepe. flns stoto Hy>KHO 33mtm b «ri3Henb ynpsBneHHfi -> 
Configuration Msnsger-, bo BK/iSAKy Configuration (KoHCpury- 
psqun), BbibpaTb Heo6xoAHMbiii Configuration Baseline, Ha>K3Tb 
KHonKy Evsluste (OueHMTb), 3 33TeM View Report (ripocMOTpeTb 
OTHeT). B pe3ynbT3Te 6pay3ep oTo6pa3HT ucnepnbiBaiomyK) mh- 
cpopMSunto (cm, puc. 5). 

Ho ecnn Tpe6yeTCfl MsccoBbiw c6op ASHHbix, to yAo6Hee 
nepeuiTH b psbonyro obnscTb MOHnropuHrs cepBeps SCCM 



PwcyHOK 5 OTieT Ha KnweHTe 
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A ,q m i/i h i/i c t p i/i p o b a h L/i e 



MOHI/lTOpi/lHf 



b pa3flene Monitoring -» Overview -» Deployments v\ vbm- 
aeTb KpaTKyio HHcpopMauwo n KpyroBofi HHAHKarop (coctoa- 
Hue) hhh sepe3 OTMeTbi Monitoring -» Overview -> Reports -> 
Compliance and Settings Management nonynnTb 6onee pacuiu- 
peHHyio (cm. puc. 6). 

Troubleshooting 

OTHocmenbHo apxwsaTopa i/i oSHosneHUM a/ih naKeia 
MS Excel 2013 mh noHfl/in, hto rpynna ycipoiicTB cooTBeT- 
CTByeT Tpe6oBaHHAM. A hto KacaeTca nMnopinpoBaHHbix pe- 
KOMeHflauMii ann cepBepa SCCM, to b OTHeTe MoweM yBnaeTb 
HeKOTopbie HenonaAKu c BGB Firewall port is open (BGB - Big 
Green Button). 

y 6paHflMayopa nopT Ann ponn Management Point OTKpbiT 
b CBH3H c ycnoBUHMn nocTaBinnKa. Ho peKOMeHflyeMan hm 
HacTpoMKa HaM He Ba>KHa, nooTOMy n3MeHHM 3HaneHMe npaBu- 
na M3 Equals Ha Not equal to bo BKnaflKe Compliance Rules (pa3- 
aena Assets and Compliance -> Overview -> Compliance 
Settings -> Configuration Item, b CBoiteTBax oneMeHTa Microsoft 
System Center 2012 Configuration Manager Management Point) 
\a nonynuM othct 6e3 npeaynpeKfleHUM n oujm6ok. 

Eme oflHMM cnocoSoM onoBemeHHH cMCTeMHoro aflMHHu- 
CTparopa fisnfleTCfl wypHa/iMpoBaHue. Oto HecKonbKo log- 
cpai/moB [6]: 

> b DCMAgent.log 3anncbiBaeTcsi nHcpopMauna 06 oueHKe 
n KOHCpnuKTax nporpaMM. o BOCCTaHOBneHnn aneMeHTOB 
KOHCpurypaqnn n npnno>KeHnti; 

> CIAgent.log coo6maeT 06 ncnpaBneHnax. HacTpo^Kax co- 
OTBeTCTBUfl, o6HOBneHHflx nporpawMHoro o6ecneHeHna 
n ynpaBneHMH npnno>KeHHflMn; 

> b CMReporting.log noMewaiQTCfl flaHHbie o coctoahhh ot- 
npaBKn coo6u4eHMM flnn Configuration items; 

> DcmWmiProvider.log OTBenaeT 3a CBefleHnn 06 nHCTpy- 
weHTapun ynpaBneHUH Windows (WMI); 

> CITaskManager.log coAep>KHT HHCpopMauwo o nnaHnpo- 
BaHHM 3aflan Configuration items. 

CucTeMHOMy aflMUHUcTparopy oneHb none3Ho HMeTb Ta- 
Kyio B03M0>KH0CTb, K3K npoBepKa cooTBeTCTBUR napaMeTpoB 



ycTportcTB npeflnpuHTHfi. BeAb OHa noMoraeT eMy yBUfleTb, 
KaK Ana oAHoro KoiwnbioTepa, Tan m ann rpynn, nonHyfo KapTHHy 
AOCTOBepHOCTn Tpe6yeMbix KopnopaTHBHbix nonnTHK b KOMna- 

HHH. 

TaK KaK cymecTBytomne nporpaMMbi He BcerAa Moryr noMOHb 
AoSnTbCfi Hy>KHoro pe3yribTaTa (He Bee noAAepwuBaiOT pa6oTy 
Mo6nribHbix ycTpoi/icTB v\ He no3BonaiOT peAaKTupoBaHne napa- 
MeTpoB). to cpyHKquoHa/i Compliance Settings b Configuration 
Manager 2012 b stom cnynae noAXOAm Sonbiue n npn stom 
He Bbi3biBaeT cno>KHOCTefi b HacTpoMKe, k TOMy we no3BonneT 
n36e>KaTb pa3MH0>KeHHfl ywe WMetomnxca nporpaMMHbix npo- 
AyKTOB 1231 



1. OttiMunaribHbM caPiT nporpaMMbi-tunnoHa NeoSpy - http./V 
ru.neospy.net . 

2. yTunnTa Process Monitor M3 Ha6opa Sysintemals - http://technet. 
micrP?oft,com/ru-ru/sysin te rn gls / bP8 96645. 

3. floKyMeHTaqufl o Compliance Settings Ha technet - http://technet. 

m'crp?ott,corri/ru-ru/!'brary/ggg8i95gaspx. 

4. Microsoft Download Center - http://www microsoft.com/en-us/ 

d Qwn|Q a d /deta ils ,as px?id=3Q7lQ . 

5. OnucaHne npo Configuration Pack - http://stephanwibier. 
blo gspot.com/2013/02/system-center-2012-configuration.html . 

6. OnucaHne Bcex log-cpatfnoB - http://technet.microsoft.com/en-us/ 
i' brgr V /hh42 7342, aspx#RKMK C'lgntins taHLog. 

7. HeKOTopwe npuMepbi HacTpoeK Compliance Settings Ha Gnorax: 
pa3peweHwe pa60Hero CTona - http://masyan.ru/2014/02/vmware- 
yiew-sccm-2Qi2-r2: 

pa60Ta c PowerShell - http://wwyv,pgtervanderwQudg nl/pgstAag/ 
compliance-setting s: 

OTKnioseHMe o6HOBneHwn Adobe Flash Player - http://blogs. 
technet. com/b/brandonlinton/archive/2Q13/03/30/how-to-create- 
a-contiguration-item-and-baseline-to-disable-adobe-llash-plaver- 
automatig-updates.aspx ; 

ncnonb30Banne SCM (GPO) - httD://www.verboon.info/201 3/02/ 
how-to-create-a-sccm-2012-sp1-configuration-baseline-with- 
security-compliance-manaaer-scm-3-0 . 

KntoneBbie cnoBa: cooTBeTCTBue, napaMeTpbi, KOHCpwrypaLu/in. Ha- 
ctpomkh, pa3sepTbiBaHne. npasnna, o6Hapy*eHkie. 



PiicyHOK 6. OTHei Ha cepBepe SCCM 



System Center, i. 

Confcgutalion Managei 



Compliance history of a configuration baseline 
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A M 1/1 H l/l c t p 1/1 p o b a H 1/1 e 



HacTpoHKM cent c non/iouibio PowerShell 4.0 

Microsoft 3aflBrmeT, hto nocieneHHO KnaccuHecKi/ie KOHConbHbie VTunnTbi, 
k KOTopbiM aflMUHHCTpaTopbi npuBbiKJin 3a flonroe BpeMfl, 
6y,qyT 3aivieHm"bCfl KOMaHflneTaMi/i PowerShell 



C BbixoflOM PowerShell 4.0 MOflynb Net TCP/IP [1] nonoriHuncfl 
HOBbiMn KOMaHflneTaMM , KOTopwe ynpocTunn HacTpoPiKy ceTn. 

3a HacTpoPiKy napaMeipoB wHTepcpei/ica BMedo netsh 
interface ipv4 oTBenaiOT flBa KOMaHflneTa - New-NetlPAddress 
u Set-NetlPAddress, cuHTaKCHC y hmx cxo>k, o6a MoryT co3fla- 
BaTb HOBbie HacTpoPiKM, ho btopoi/i no3BonneT MOflndpnunpo- 
BaTb TeKymne. 

New-NetlPAddress -InterfaceAlias Ethernet J 

-IPv4Address 192.168.0.2 J 

-DefaultGateway 192.168.0.1 
Set-NetlPAddress - InterfaceAlias Ethernet -Pref ixLength 24 

BMecTo InterfaceAlias yflo6Hee ncnonb30BaTb wHfleKc 
Interfacelndex, ero nemo y3HaTb, npocMOTpeB BbiBOfl Get- 
NetlPlnterface. 

flna yaaneHUA HacipoeK IP ucnonb3yeTCfl KOMaHflneT 
Remove-NetlPAddress. 

Remove-NetlPAddress -IPAddress 192.168.0.2 

flna KoppeKTHow paSoTbi hbm noHano6nTcn Hacipomb aflpe- 
ca DNS-cepBepoB, sto pewaeTCfl c noMombto KOMaHflneTa 
Set-DNSCIientServerAddress (w3 cociaBa MOflyna DNSCIient): 

Get-DnsClientServerAddress 

Set-DNSCIientServerAddress -Interfacelndex 12 J 
-ServerAddresses "192.168.0.1", "8.8.8.8" 

TeKymne ceieBbie HacTpoi/iKM mowho y3HaTb H3 BbisoflOB 
Get-NetlPAddress h Get-NetlPConfiguration (annac gip), flsnaio- 
muxcfl aHanoraMn ifconfig. HanpuMep, Get-NetlPConfiguration 
BbiBOflMT noriHyto HHCpopwaunK) o ceieBbix HacTpoi/iKax: IP- 
aflpeca HHTepcpefica n wnf03a w DNS. flononHi-iTenbHbii/i napa- 
MeTp -Detailed no3BonnT nony wb 6onbtue flaHHbix. 

KoMaHfla route flonro ncnonb30Banacb ana npocMOTpa 
n HacTpofiKu MapiupyTOB, Tenepb eMy Ha 3aMeHy nfleT Ha6op 
KOMaHflneTOB '-NetRoute. oneHb npodbix m noHATHbix b uc- 
nonb30BaHHM. flonynaeM TeKymne HacrpoCiKH Maptupy™3au,nn 
n ycTaHaBnuBaeM HOBbiPi MapwpyT no yMonsaHHK), 

Get -NetRoute 

New-NetRoute -DestinationPref ix "0.0.0.0/0" J 

-NextHop "192.168.0.1" -Interfacelndex 12 

HTo6bi npoBepnTb flocTynHOCTb onpefleneHHoro y3na, 
PowerShell npeflnaraeT flBa KOMaHflneTa: Test-Connection 
n Test-NetConnection (coKpaiueHHO tnc). nepBbifl bxoaut b oc- 
hobhom MOflynb PowerShell Management n flna npoBepKH nc- 
nonb3yeT ICMP (b pa6oie HanoMHHaeT o6biHHbtw ping). 

Btopom BxoflMT b cocTaB MOflyna NetTCPIP n oSnaaaeT 

fionblDHMH B03MO>KHOCTflMM, n03BOnflf) npOBepWTb flOCTynHOCTb 



onpefleneHHoro nopia nnn cuoreMbi c pa3Hbix flK. Hanpuwep. 
npoBepuM noflKnoneHne k SRV01.example.org c flsyx cucieM: 

Test-NetConnection -ComputerName SRV01.exaraple.org 
-source localhost, SRV02.exaraple.org 

HTo6bi nonyMHTb 6onbiue MHCpopMaqnH flociaTOHHO flo6a- 
BUTb ktikdh -InformationLevel Detailed, union -TraceRoute no3BO- 
hut npon3BecTn TpaccupoBKy noflKntoneHnq (aHanor tracert). 

flna npoBepKn, cnyiuaeTCfl nw nopT, cneflyeT yKa3aTb ero ho- 
Mep (noflflep>KHBaeTCfl neTbipe dpoKOBbix napaMeipa - SMB, 
HTTP, RDP n PING). Ecnn BBecTn KOMaHfly 6e3 yKa3aHna y3na, 
6yfleT npoBepeHO noflKntoneHne k MHTepHeTy. 

Test-NetConnection -Port 80 -InformationLevel Detailed 

KonMHecTBO pewaeMbix 3aflan MO>KeT 6biTb oneHb senHKO, 
flnfl Ka>Kflbix ycnoBufi 6yoyT onTHManbHbi pa3Hbie Haorpoi/iKH 
TCP, a ycTaHOBKM no yMonnaHwo odxpeKTHBHbi He Bcerfla, 

flnfl TiOHUHra TCP npeflHa3HaneH Ha6op KOMaHflneTOB 
'-NetTCPSetting n '-NetTransportFilter. 

C noMOiflbio Get-NetTCPSetting nonynaeM cnncoK npeflHa- 
CTpoeK. no yMonnaHnio SettingName yciaHOBneHO b 3Hane- 
Hue Automatic, n HacTpoiiKH nycTbi. 3aTO cyuiecTBeHHO pa3- 
nunaiOTCfi Me>Kfly co6oti InternetCustom, DatacenterCustom, 
Compat, Datacenter n Internet, Ha3HaneHne KOTopbix noHATHO 
n 6e3 oCbficneHUM. Ho peflaKTupoBaTb mojkho TonbKo npocpn- 
nn InternetCustom w DatacenterCustom. KaKne noflK/noseHnsi 
SyfleT ncnonb30BaTb npocpunb, mo>kho BbiHCHHTb, BbinonHMB 
Get-NetTCPConnections. 

BKnHDHUM pacujupeHMfl IP ECN (Explicit Congestion Notification, 
HBHoe yBeflOMneHne o neperpy>KeHHOCTM, cm. RFC 3168) n npo- 
TOKon DCTCP (Data Center TCP) flna DatacenterCustom. 

Set -NetTCPSetting -SettingName DatacenterCustom J 

-ECNCapability Enabled -CongestionProvider DCTCP 

HTo6bi npuMeHHTb napaMeip TCP k nopTy c HOMepoM nnn rv\- 
ana30Hy IP-aflpeca Ha3HaHeHHfl, Haflo co3flaTb TpaHcnopTHbM 
cpunbTp c noMOLflbio KOMaHflneTa New-NetTransportFilter. 

New-NetTransportFilter -SettingName DatacenterCustom J 
-DestinationPref ix 172.16.0.0/16 

flononHMTenbHO mowho 3aflaTb noKanbHbifi n yflaneHHbiii 
nopTbi. EB 



1. Onwcanne KOMaHflneTOB MOflynn Net TCP/IP - http://technet. 

micros9ttcom/gp-u?/lit?rary/hh826i23,aspx. 

nonrowBun Cepreti flpeMHyx 
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A M 1/1 H l/l c t p 1/1 p o b a H i/i e 



ynpaBneHne HT-nHcjDpacTpyKTypoi?i 



AflEKCEI/l EEPEXHOfi, ^emucmbm Koncynbtanr . cmembm 
apmetwp. cneuyiatwci no cwcreMaM Bnpiyaimamm 
w pe3epBHoro KonwpoBaHW. alexey bereshnovxOlech-cenLer.com 

He Tepnn ynpasjieHMn 

HacTb 2. 063op cpeflCTB yAaneHHoro ynpaBneHMfl 

ripoAon>KaeM pa3roBop o co3AaHnn 0TKa30ycT0i/innBbix peweHHi/i, npeflOTBpamaioLnnx 
noTepio ynpaBneHUH cepBepoM b kpmtmhhoi/i cuTyaLji/ii/i 



riocne Bbixofla daTbn «He Tepflfl ynpaBneHMfl" [1] a nonynMn 
nucbMO c npocb6ofi noApocwee paccKa3aTb o cpeacTeax co- 
xpaHeHUfi bo3mo)khocth ynpaBneHMfl cepBepoM b n\o6ov\ cmtv- 

ai4MH. OflUH M3 T3KMX MeTOflOB - npaBMnbHblM Bbl6op HHCTpy- 

MeHTOB yaaneHHoro flociyna n co3AaHne cooTBeTCTByiomei/i 
cpeflbi Ann mx npuMeHeHMfl. 

KpaTKHM o63op cpeflCTB yflaneHHoro ynpaBneHMfl 

B CTaTbe <-He Tepflfl ynpaBneHMfl- a npuBen npMMep MHUMAeH- 
Ta, Korfla cepBep noTepfln ynpaBneHHe M3-33 n3nniiiHe «npo- 
>«opnnBoro» npouecca pe3epBHoro KonwpoBaHMfl. Bee nonbiT- 
kh yaaneHHo «AOCTyHaTbCfl», Mcnonb3yfl o6biHHbie cpefldBa 
ynpaBneHMfl Windows Server: Remote Desktop Connection, 
MMC-KOHConb m KOHCo/ib ynpaBneHMfl CMdeMOM pe3epBHoro 
KonnpoBaHMfi, noTepnenw Heyoasy. H To/ibKO CTapbiM flo6pbiM 
cepBMc Telnet (KOTopbiM, KCTaTM. o6biHHO BbiKnioHeH no yMon- 
hshmio) cnac CMTyauMKD. B MTore, Mcnonb3yA MHTepcpeMC ko- 
MaHflHOM CTpoKM. yAanocb ocTaHOBMTb npouecc pe3epBHoro 
KonnpoBaHMA, TeM caMbiM ocbo6oamb pecypcbi cepBepa. 

UTaK. Mbl y6eflMHMCb, HTO Heo6xOAHMO MMeTb MMHMMyM flBa 

cpeACTBa yAaneHHoro ynpaBneHMA cbommm cepsepaMM. 

ripM 9tom oaho M3 hmx AonwHO 6biTb peanM30BaHO KaK MH- 
TepcpeMC K0M3HAH0M CTpoKM Ha cnynsi/i, ec/iM M3-33 cepbe3HOM 
AerpaAaqMM npoM3BOAMTenbHOCTM Mcnonb30BaTb rpacpMne- 
CKMe cpeAbi He npeACTasnAeTCA bosmokhwm. 

CyujecTByeT ABa HsnpsBneHMA ann peweHMfl noAoSHbix 33- 
Aan: annapaTHoe m nporpsMMHoe. B npMHMMne sto He HOBOCTb, 
TaKoro poAa AyariM3M xapaKTepeH nnn oonbiuMHCTBs o6na- 

CTefi, CBfl33HHblX C BblHMCnMTenbHOM TeXHMKOM. 

ripMoSpeTeHMe annapaTHbix m cneuMariM3MpoBaHHbix npo- 
rpaMMHbix cpeACTB yAaneHHoro ynpaBneHMfl mowho paccMa- 

TpMBaTb KaK CBOerO pOAa MHBeCTMUMM B pa3BMTMe HT-MHcppa- 
CTpyKTypbi KOMnanMM. KorAa npeAnpMATMe eme HeSonbwoe, 

3TM Mepbl Ka>KyTCfl M36blTOHHblMM, HO B AanbHeMUieM T3K0M noA- 

xoa npMo6peTeHMR cpeACTB ynpaBneHMfl -Ha BbipocT» OKaweT- 

Cfl AOCTaTOHHO pa3yMHblM M npeAyCMOTpMTenbHblM. llpM 3T0M 

He ctomt 3a6biBaTb, hto yAanenHoe ynpaBneHMe m pe3epBHoe 
KonMpoBaHMe nacTo ctoat paaom. Hmkto He rapaHTMpoBaH 
ot 3anycKa TAwenbix npoqeccoB 3aAas BHe «-OKHa 63Kana», 



b tom HMcne m no cnynaMHbiM npMHMHaM. \A B03MO>KHOCTb nony- 
HMTb ynpaBneHMe cepsepoM b nio6oe BpeMfl npM nio6bix o6cto- 
ATenbCTBax ABnfleTCA oahom M3 BawHbix AeTsneii npM nocTpoe- 

HMM HaAeWHOM MT-CMCTeMbl. 

Ho 6biBaeT, hto KOMnaHMfl hsxoamtca b cno>KHOM cpMHaHCO- 
bom nono>KeHMM, He roTOBa AenaTb 3HaHMTenbHbie BnoweHMfl, 
KOTopbie noHaAo6flTCfl TonbKO b oTAaneHHOM nepcneKTMBe. (~lo- 
3T0My cyaiecTByioT o6nerneHHbie peweHMfl, KOTopbie no3Bonfl- 
10T CMCTeMHbiM apxMTeKTopaM, MHxeHepaM M aAMMHMCTpaTOpaM 
peujMTb nacTb npoSneM o6ecneneHMfl ynpaBnaeMocTM cepBepoB 
b cpopc-wa>KopHbix oScTOflTenbCTBax Ha ypoBHe Ma/ibix 3aTpaT. 

3 peiuMn nocTpoMTb MaTepMan no stmm BonpocaM cneAy- 
iolamm o6pa30M. BHanane Mbi paccMOTpMM annapaTHbie mh- 
CTpyMeHTbi yAaneHHoro ynpaBneHMfl, HaM6onee He3aBMCMMbie 
ot onepauMOHHOM cMCTeMbi m nporpaMMHoro o6ecneneHMfl 
cepsepa. 3aT6M ocTaHOBMMCfl Ha niTaTHbix cpeACTBax, npe- 
AOCTaBnneMbix OC, KaK HaMSonee AOCTynHbix, no npMHquny 
«BcerAa noA pyKOM». 

M, HaKOHeq, KOCHeMCfl nporpaMMHbix cpeACTB otctopohhmx 
pa3pa6oTHMKOB. KOTopbie b coneTaHMM c BbiAeneHHOM ceTbio 
Anfl ynpaBneHMfl cepBepawM Ha 6a3e AeweBoro ceTeBoro 060- 
pyAOBaHMfl noMoryr opraHM30BaTb Mano6K5A>KeTHoe pemeHMe 
Anfl KOMnaHMM, KOTopbie ceMnac He Moryr MnM He xotat TpaTMTb 
AeHbrM Ha HT. 

AnnapaTHbie cpeACTBa yAaneHHoro ynpaBneHHn 

AnnapaTHbie cpeACTBa yAaneHHoro ynpaBneHMfl TaK>Ke mojkho 
pa3AenMTb Ha ABe ocHOBHbie KaTeropMM. B nepByro bxoaat cne- 
UManbHbie MOAynM, BCTpaMBaeMbie b cepBepHoe o6opyAOBa- 
HMe M3BecTHbix 6peHAOB, HanpMMep, HP Integrated Lights-Out 
(iLO) [2] MnM [3]. flaHHafl KOHqenuMfi 6a3wpyeTCfl Ha cpeACTBax 
Intelligent Platform Management Interface (IPMI) - MHTenneKTy- 
anbHbiM MHTepcpeMC ynpaBneHMfl nnaTcpopMOM [4]. 

OSbiHHo noKynaTenio o6opyAOB3HMfl npeAnaraeTCfl He- 
CKonbKO cpyHKUMOHanbHbix ypoBHePi, 

5a30BbiM - b HeM AOCTyneH oneHb orpaHMHeHHbiM nepe- 
neHb onepaqMM, HanpMMep, KOHTponb HaA cmctcmom oxna>K- 
AeHMA, yAaneHHafl nepe3arpy3Ka/BK^K)HeHMe/BbiKnt0HeHMe 
cepBepa. 
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ynpaBnem/ie 1/IT-u^HdppacTpyKTypoi/i 



A M l/l H l/l C T p 1/1 p O B a H l/l e 




CoxpaineHne ynpaBrmeMOCTH 
cepBepa b KpnTi/inecKOi/1 CHTyaqnn 
HeoGxoflUMO npi/i o6ecneHeHi/in 

0TKa30yCT0MHHB0CTH CUCTeMbl 



daHflapTHbiM - b 3tom cnysae o6bNHO floSaenfieT- 
cfl B03MO>KHOCTb ncnonb30BaTb HHTepcpei/ic KOMaHAHOi/i 
CTpoKH, Tanwe ynyniiieHa cnoreMa MOHHTopuHra. HHoraa 
b 3tot we yposeHb BKniOHaioT odHOBneHne npouiuBKn, Ha- 
dpoMKy CMOS Setup [5] n flpyrne nHTepecHbie Benin. 
PacujupeHHbiii - b HeM ywe npncyTCTByeT normoueH- 
Hoe ynpaBneHne cepBepoB (o6bNHo nepe3 Java-KOHconb 
no HTTPS-npoTOKony, ncno/ib3yfl o6biHHbiPi HHTepHeT-6pa- 
y3ep). Kpowe roro, MoweT 6biTb Ao6aBneHa cpyHKuna noA- 
KnroweHUfl yaaneHHbix ycTpoi/iCTB, ncnonb3ya cpn3mecKne 
npuBOAbi n cpawnw o6pa30B Ha KOMnbioTepe nonb30BaTe- 
nn (aflMUHncTpaTopa), ynpaBneHna RAID-KomponnepoM 
n TaK Aanee. OaKTunecKM peann3yeicn MaKCMManbHo cpyHK- 
UMOHanbHbiPi ypoBeHb ynpaBneHUfi cepBepoM. 
CooTBeTCTBeHHO nepsnMHbifi. caMbiPi «cna6bifi», ypoBeHb 
Ann noKynaTenei/i o6opyAOBaHHfl npeAOCTaBnaeTca 6ecnnaTHO, 
a 3a pacujMpeHHbie bo3mowhocth npnAeTcn 3annaTHTb, npw- 
oSpeTan cneunanbHyK) nnu,eH3nto unH Aawe AononHMTenbHbii/i 
annapaTHbifi MOAynb. 

Hmsa TaKyio BbiAeneHHyio noKanbHyro ceTb Ann noflKnrane- 
HMA k annapaTHbiM cpeACTBaM ynpaBneHMn, HeTpyAHO co3AaTb 
He3aBMCMMoe OTKa3oycTofiHMBoe peujeHHe am pa6oTbi c cep- 
BepHbiM o6opyAOB3HneM n no b CMTyauM^x, KorAa cepsep 
«Bmyxyio» 3aHHTTflwe/ibiM npoqeccoM nnn nonpociy nepecTan 
OTBenaTb n3-3a c6oa. 

K flpyrort rpynne othochtca peweHUH Ha 6a3e IP KVM [6], 
3to annapaTHbie KOHConn rhh nepeKjuoneHHfl OAHoro KOMnneK- 
Ta M3 KnasnaTypbi. MOHMTopa w MbiuiKM k HecKO/ibKHM cepse- 
paM. ho co BCTpoeHHbiM nHTepcpertcoM ynpaBneHUfl no IP-cein. 
rioxib30BaTenio npeAOCTaBnsieTCfl Be6-nHTepcpei*c, hmhth- 
pyioinw/i cpM3nnecKyK) KOHConb cepBepa. A nnn peann3aunn 
bo3mo>khocth yAaneHHoi/i «xonoAHOM» nepe3arpy3KM cepBe- 
poB mowho ncnonb30BaTb ynpaBneHne nopiaMM 6noKa 6ec- 
nepe6oi/iHoro nuTaHUfi. OTKniOHaa noAany HanpaweHHfl Ha tom 
nnn hhom BbixoAHOM nopTy. mowho npon3BecTn nepe3anycK 
cepBepa speMeHHbiM owuoneHneM nmaHun (npn ycnoBnn, 
hto BIOS cepBepa no3BOJiaeT Bbi6paTb cooTBeTCTByiomyK) on- 
u,wo Ann BKmoseHUFi cepBepa cpa3y nocne noAa^in nuTaHun). 
HecMOTpfl Ha ropa3AO MeHbwui/i cpyHKunoHan TaKoro noAxoAa 



no cpaBHeHuio c IPMI, noAofiHoe peweHwe noAXOAm Ana 6onb- 
LUMHCTBa o6opyAOBaHnq, b tom sucne n Ann nonio6nBUJnxcfl 
poccuMCKOMy 6n3Hecy «caMoc6opHbix BapnaHTOB», KorAa 
«cepBep- co6npaeTca BpysHyio, name Bcero H3 KOMnneKTyio- 
mux Ana pa6oMnx CTaHqutf . 

BHe 3asncnMOCTn ot Tuna Bbi6paHHoro annapaTHoro pewe- 
HMfi ero mowho oxapaKTepn30BaTb cnoBaMn: «Aoporo, ho vao6- 
ho m HaAe>KHO». B to we BpeMfl BbicoKMti ypoBeHb 3aTpaT 
noATanKHBaeT cneqnanncTOB m pyKOBOAHTeneM b o6nacTn MT 
k paccMOTpeHnio flpyrux BapnaHTOB. 

UJTaTHbie nporpaMMHbie cpeACTBa 
yaajieHHoro ynpaBJieHHn 

Ecnn roBopnTb o cpeACTBax ynaneHHoro ynpaBneHnq. bctpo- 
eHHbix b OC, nepBbifi m caMbiii oneBMOHbiii cpaKT 3aK/iioHaeTc?i 
b npfiMoii 3aBncnMOCTM ot cnequcpuKM nx «poahom onepaunoH- 

HOM CUCTeMbl ". riOSTOMy BCe A0CT0HHCTB3 H HeAOCTaTKH - 3a- 

BbiiiieHHbie cucTeMHbie TpeSoBaHnq, He900eKTHBHan pa6oTa 
c TeM nnn hhwm nporpaMMHbiM nnn annapaTHbiM MOAyneM - 
BJinflioT Ha pa6oTy 3thx HHCTpyMeHTOB. 

Ecnn roBopnTb o cucTeMax Windows, to 3Aecb ctowt BbiAe- 
nuTb ABa ocHOBHbix HHCTpyMeHTa: Remote Desktop Connection 
(rioAKTuoMeHne k pa6oneMy crany) n cTapbiii AoSpbiM Telnet. 
B to we BpeMH LUTaTHbie cpeACTBa OC ot Microsoft AsnflioTCfl 
3aBHCMMbiMH ot APyrux cny>K6 Windows. 

HanpuMep, Remote Desktop Connection 3aBucnT ot cnyw6bi 
''VAaneHHbiii Bbi30B npoqeAyp (RPC) (Remote Procedure Call 
(RPC)» [8]. a Telnet Server, noMUMO AaHHOki cnyw6bi. 3aBncnT 
eme n ot cnyw6 NT LM (NT LM Security Support Provider) [9] 
n TCP/IP Protocol Driver (IPSEC driver). 

TaKUM o6pa30M, npo6neMbi c tom we cnywSort RPC (Hanpu- 
Mep, M3-3a yTeHKM naMATM nnn 3anycKa ocoSeHHO pecypcoeM- 
Koro npoqecca) MoryT Bbi3BaTb -acpcpeKT aomhho» h nopoAHTb 
HeAOCTynHocTb cnywS yAaneHHoro ynpaBneHHfl cepBepoM, 
c noMOLUbio KOTopbix cucTeMHbiPi aAMUHMCTparop no HAee 
n flonweH peixinTb npofineMbi. 

Mtsk, Kpyr 3aMKHyncn no npnHU,nny, onucaHHOMy b oahom 

H3 33K0H0B MepCpM! «KniOH OT CpOMHOM MeAHUUHCKOM KOMHa- 
Tbl XpaHHTCfl B CpOMHOM MeAH14^HCKOM KOMHaTe-. HT06bl BblMTH 
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A ,q m i/i h i/i c t p i/i p o b a h i/i e 



ynpaBnem/ie l/T-i/iH(dppacTpyKTypoi7i 



H3 AaHHOii meKOTnuBOft CHTyaunn, Hy>KHO HMeTb Aono/iHHTenb- 
Hbie, «BHewTaTHbie», cpeACTBa ynpasneHna cepBepaMn. 

B UNIX-cucTeMax tbkhx npo6neM oSwhho He B03HHKaeT, 
TaM no yMonsaHUKD ncnonb3yiOTCfl CTaHAapTHbiPi npoTonon 

H COOTB6TCTByKDU4W M CepBHC SSH, KOTOpblPl HMeeT HM3KM6 Tpe- 

SoBaHun k pecypcaM n Hennoxyio 3am,HTy c ncnonb30BaHneM 
accuMeipuHHbix KmonePi WHCppoBaHMfl. A npn ncnonb30BaHnn 
SFTP (paciunpeHUfl npoTOKona SSH-2) mowho ocymecTBrmTb 
KonnpoBaHne cpaiTinoB. 

B Windows-cudeMax b pme cnynaeB bo3Mo>kho ncnonb- 
3oeaHne SSH-cepBepoB ctopohhmx pa3pa6orHWKOB, 06 otom 
peMb nofifleT Huxe. Ho b Windows-cudeMax HeT TaKoPi BCTpo- 
eHHoPi «pocKotuw». Hto we KacaeTcsi Telnet, to h ero mowho 
ncnonb30BaTb TonbKO BHyipn nepuMeipa 3aiuumeHHbix no- 
KanbHbix ceTePi. 

l1pno6peTeHne annapaTHbix 
h cnei4nann3npoBaHHbix 
nporpaMMHbix cpeflCTB 
yflaneHHoro ynpaBneHi/is mo>kho 
pacciviaTpMBaTb KaK CBoero 

pOfla l/IHBeCTHL4Ml/l b pa3Bi/iTne 

1/IT-MHcfipacTpyKTypbi KOMnam/11/1 

npuMewaHne. Eme ecTb BQ3M0>KH0CTb ncnonb30B3Tb 
PowerShell, ho a 6w He Ha3Ban sto noflxoflflLiiMM nHorpyMeH- 
tom flnfl pa6oTbi b cnowHbix cuTyaunnx. Bo-nepBbix. n3-3a ao- 
CTaTOHHo pecypcoeMKoPi peann3au,nn Ha 6a3e Bbi30Ba cpyHK- 
UnPi .NET. Bo-BTopbix, KpaPiHe Heyflo6HO HaSnpaTb AnnHHbie 
KOMaHflbi. cocTOfliuue M3 MHO>KecTBa cuMBonoB, c He MeHee 
A/inHHbiMn napaweipaMn. KOTopbie npaKTusecKn HeB03M0>K- 
ho 3anoMHHTb Han3ycTb h Hy>KHO nocTOAHHO noArnnAbiBaTb 
b cnpaBOHHUK. floBonbHo nacTo npuxoAnnocb Ha6niOAaTb, 
KaK cmyaunfl MeH»eJC» k xyAiueMy ropa3AO 6bicTpee, Here- 
on cucTeMHbiM aAMUHncTparap ycneBaeT Ha6paTb Tpe6yeMyio 
KOMaHAy b PowerShell. 14 oneHb xoTenocb 6bi, HTo6bi KOMnaHnq 
Microsoft HaKOHeu noBepHynacb nwuoM k cucTeMHbiM aAMMHW- 
CTpaTopaM m cucTeMHbiM nH>KeHepaM n npeAno>Knna 60/iee 
yAoSHbM BapnaHT pa6oTbi c KOMaHAHoPi ctpokoPi. HanpuMep, 
KaK y MapKa PyccuHOBuna b ero yiwinTax Sysinternals. 

rioaTOMy KpynHbie npeAnpumnn npeAnoMmaiOT npu- 
odpeiaTb Aoporoe o6opyAOBaHne ot n3BecTHbix SpeHAOB 
co BCTpoeHHbiMn cpeACTBaMM ynpaBneHMa KaK, HanpuMep, HP 
Integrated Lights-Out (iLO), o KOTopbix 6bi/io paccKa3aHO b npe- 
AbiAymeM pa3Aene. 

KaK a ywe roBopun, TaKne penieHna o6xoAflTcn 3HaHHTeribH0 
Aopowe, seM o6biHHoe cepBepHoe o6opyAOBaHwe ot HeSonb- 

LUHX KOMnaHMM. ripn 3T0M rhr nonHoueHHoro ucnonb30BaHna 
npMAeTCR KynnTb OTAeribHyio HeAeweByK) nnu.eH3nio (KaK b cny- 
nae c TeM >Ke iLO ot HP), 

npuMenaHMe. IIomumo ocHOBHbix cpeACTB, ocHOBaHHbix 
Ha npoTOKonax RDP n Telnet, cymecTByeT AOBonbHO Sonbwaa 
rpynna HHCTpyMewoB 6onee y3Koro Ha3HaHeHnn, c noMO- 
mbK) KOTopbix mo>kho ocymecTBfiflTb yAaneHHoe ynpaBneHne 



b paMKax toPi nnn mhoPi 3aAann. HanpuMep, MMC-KOHConb 
nnn Server Manager ann ynpaBneHUfl cepBepoM no3BonfleT 
ocTaHaBDMBaTb m 3anycKaTb cnywSbi. HacTpanBaTb napaMeTpbi 
6e3onacHOCTn h TaK Aanee. 

Ha cpOHe coBpeMeHHbix Mea<AynapoAHbix co6brrwPi n B03- 
MO>KHbix caHKu,nPi EC n CLUA no OTHomeHHK) k Pocchm. BnoriHe 
BepofiTHO, MoryT B03HMKHyTb nepe6on c nocTaBKaMn oSopyAo- 
BaHUfl n3BecTHbix 6peHAOB. Bto >Ke BpeMn Ha TeppnTopnn Poc- 
chPickoPi ©eAepauHn cyixiecTByoT KOMnaHnn, KOTopbie caMn 
3aHHMaioTCfi c6opKoPi cepBepoB, ho npn stom He 06/iaAaioT 
TaKHMH TexHonornflMH, KaK iLO. 

KoHesHO, mo>kho ncnonb30BaTb h o6opyAOBaHne IP KVM 
Ana yAaneHHoro AOCTyna k cpn3nnecK0Pi KOHConn cepBepa. 
Ho TaKne peiueHMn AOCTaTOHHo Aoporn m nnoxo MaciuTabupy- 
eMbi. HanpuMep, ecnn ecTb nepeKruonaTenb IP KVM Ha BoceMb 
nopTOB. to npn noKynKe AeBAToro cepBepa npnAerea noKynaTb 
m ycTaHaB/inBaTb HOBbiPi nepeK/irasaTenb IP KVM. flosTOMy mc- 
no/ib30BaHne TaKoPi TexHonornn AOcrynHO AaneKo He BceM 

KOMnaHMflM. 

AnbTepHaTMBoPi ncnonb30BaHUfl annapaTHbix cpeACTB nBnn- 
eTCfl npuMeHeHne AonoriHMTenbHoPi ceTH ynpasneHMA, KOTopaa 
Mo>KeT 6biTb opraHH30BaHa Ha HeAoporoM ceTeBOM o6opyAo- 
BaHMM TonbKO aia yAaneHHoro AOCTyna k cepBepHoPi nHCppa- 
CTpyKType. Ho Bee paBHO Bonpoc o nporpaMMHbix cpeACTBax 

OCTaeTCfl OTKpblTblM. 

nporpaMMHbie cpeACTBa y/iajieHHoro ynpaB/ieHMti 

OT TpeTbMX C|]HpM 

CeroAHfl cymecTByeT AOBonbHO MHoro ctopohhmx peiueHnPi 

OT He3aBHCMMblX npOH3BOAHTenePt (10. flOCTaTOHHO BCnOMHMTb 

TaKne nHTepecHbie b csoeM poAe npoAyKTbi, KaK pcAnywhere 
ot Symantec [10]. DameWare Mini Remote Control [11] m Apy- 
rue. HanSonee npeAnoHTHTe/ibHbiM HanpaBneHneM, Ha moPi 
B3rnflA. flB/ifleTCfl npuMeHeHMe nn6o nonHOCTbio 6ecnnaTHbix 
peiueHnPi Ha 6a3e OTKpbiToro npoTOKona VNC, nn6o nnaTHbix 
peiiieHMPi ot pocchPickmx npon3BOAHTenePi. HanpuMep. peuje- 
Hue KOMnaHnn Radmin pa6oTaeT Ha co6ctb6hhom npoTOKone 
b paMKax CTeKa TCP/IP. (flpoAyKTbi poccmPickhx KOMnaHnPi cto- 
ht Bbi6npaTb, He TonbKO BAOxHOBUBLUHCb npn3biBaMn noAAep- 
>KaTb oTenecTBeHHoro nponsBOAHTenn, ho TaK>Ke n3-3a pucKa 
AanbHePiuiePi nsonnqnn Poccnw, b tom nucne n co CTopoHbi 
HHOCTpaHHbix pa3pa6oTHHKOB no.) 

PeweHHPi Ha ocHOBe VNC [inn Windows-cucTeM cyuae- 
CTsyeT AOCTaTOHHo MHoro. b CBoe BpeMfl wcnonb30Ban npo- 
rpaMMHbiPi npoAyKT UltraVNC, KOTopbiPi mrmeicn nonHOCTbio 
6ecnnaTHbiM (UltraVNC is free for ALL usage [13]). B sucno 
npeAOCTaBnaeMbix B03Mo>KHocTePi bxoaut ncnonb30BaHne 
LuncppoBaHMfl npn AOCTyne k yqaneHHoPi cucTeMe. MHTerpaunfl 
c Ative Directory, nepeAana cpaPinoB n Aa>Ke BCTpoeHHbiPi naT 
Me>KAy nonb30BaTen«MM. B npuHqune atia noAAep>KaHnn pa- 
6oTbi nepcoHanbHbix KOMnbtoTepos ocpucHbix nonb30BaTenePi 
b o6bi4HoPi o6cT3HOBKe UltraVNC b 6onbUJMHCTBe cnynaeB ao- 
CTaTOHHO. CymecTByeT m MexaHH3M pa3BepTbiBaHMfl UltraVNC 
nepe3 rpynnoBbie nonnTHKH (GPO) [14]. 

MUHyCOM ABTlfleTCfl TOT CpaKT, HTO VNC - 3T0 BCe-TaKM AO- 
CTaTOHHO pecypcoeMKMPi npoTOKon, TpefiyioujMPi Hennoxnx 
KaHanoB nepeAann AaHHbix n npunHHHoro cepBepHoro 060- 
pyAOBaHMfi. noaTOMy oh He cnnuiKOM noAXOAUT rh9 peuje- 
HMfi npo6neM, CBfl3anHbix c pe3KHM B03pacTaHneM Harpy3KH 
Ha cepBep. 
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ynpaBneHi/ie 1/IT-i/iHdppacTpyKTypoi/i 

KoHijenunfl peiueHMM Ha 6a3e Open Source (k nucny koto- 
pbix npnHaflne>KaT m npoayKTbi Ha ocHOBe VNC), k cowaneHMio, 
nc-Ka em,e He noHsrra poccmmckmm o6mecTBOM. HanncaHne ot- 
seTOB 06 OLun6Kax (bug-reports) aha flanbHewmero ycTpaHe- 
HMfl npoSneMbi pa3pa6oT4HKaMM n o6ii4eHne c cooSmecTBOM 
(Community) pa3pa6oTHHKOB h norib30BaTeneii Toro wnv\ MHoro 
OTKpbiToro npoayKTa noneMy-TO flo cnx nop Bbi3biBatoT cnow- 
hoctm y MHorux cucTeMHbix aflMUHMCTpaTopoB n flpyrux HT- 
cneuyianncTOB. K TOMy we caMa Mbicnb o tom, mto BHe 3aBM- 
cumocth ot «6ecnnaTH0CTM» npoqyKTa ero noAAepwKa MoweT 
n Aonwna ocTaBaTbca nnaTHoi/i. mto Ha Hee Heo6xoflHMO Bbifle- 
n?iTb fleHbrn, sroHfleT pyKOBOACTBO 6onbUJHHCTBa poccmmckmx 
KOMnaHMti b noriHbiii CTynop, (loaraMy sacTo 6biBaeT npome 
KynnTb roTOBoe peiueHne, He>Kenn aflamnpoBaTb fiecnnambiM 
npooyKT co6cTBeHHbiMH cunaMn. 

Ctomt T3K>Ke oSpaTMTb BHMMaHne Ha Hpe3MepHyio -oneKy- 
poccuMCKoro 6n3Heca rocyflapcTBOM. Bceo6beMntomafl 3a- 
npeTmenbHafl nonmnKa «Bcero m bch» ano/we MoxeT npwBe- 
cth k neManbHbiM nocneflCTBMfiM, Korqa, BCTpeTUB npn npoBep- 
Ke He3HaKOMyio nporpaMMy, npeflCTaBmenn sceB03M0>KHbix 
npoBeparaiUMx cipyKTyp woryr nonbrraTbcn 3a6paTb KOMnbio- 
Tepbi «Ha 3KcnepTM3y». Hannsne AOKyMem-a 0 noKynKe npo- 
rpaMMHoro npoAyKTa y poccmmckom KOMnaHnn CHMwaeT noflo6- 
Hbie puckm. 

Ecnn roBopmb 0 Radmin, to stot npoflyKT b KasecTBe npn- 
Mepa a Bbi6pan no HecKonbKUM npunwHaM. 

KaK a ywe nnoan Bbiiiie, sto OTeMecTBeHHbiM npoflyKT, koto- 
pbiM npn3HaeTca poccmmckmmm KOHTponnpyioLMUMn opraHaMn 
m M36aB/ieH ot pucKOB, CBfl3aHHbix c SKOHOMnnecKHMn n no- 

nUTHHeCKMMM CaHKUHflMH. 

flaHHbM npoflyKT He Tpe6oBaTeneH k pecypcaM cepBepa, 
He HywflaeTCfl b cneunanbHOM ninpoKOM KaHane. 3to aoctm- 
raeTCfl 3a CMeT cneuua/ibHoPi onTMMH3aunn fln« coeflUHeHHii 
c hm3kom nponycKHOM cnocoSHocTbio: MMeeTCfl B03MO>KHOCTb 
noHM>KeHnfl useTHocTn n3o6pa>KeHHfi, a TaK>Ke npMMeHHioTca 
nHTenneKTyanbHbie anropHTMbi Kownpeccnn H3o6pa>KeHnq. 
Radmin oTcnewnBaeT v\ nepenaeT TonbKo n3MeHeHMA yAaneH- 
Horo 3KpaHa, npn stom ncnonb3yeT adpcpeKTMBHbiM MeTOA kom- 
npeccnn, mto no3BonaeT noBbicnTb CKopocTb pa6oTbi. 

KoHeHHO, 3to He 03HaHaeT, hto, KynuB Radmin, BooSme 
He Hy>KHO C03AaBaTb BbifleneHHyio ceTb Ann ynpaBneHun cep- 
BepaMM. Ho to. hto oh MO>neT pa6oTaTb Ha MeflneHHOM KaHane, 
b cnynae bwcokom 3arpy3«n BecbMa noBbnuaeT ero qeHHOCTb 
b KanecTBe aBapuMHoro cpeACTBa obecneneHMfl AOCTynHOCTM 
cepBepoB. 

ripn 3tom cpyHKunoHanbHocTb aaHHoro npoflyKTa BecbMa 
BnenaTTifleT. (1onb30BaTenio npeaocTasnfiioTCfl cneflytomne 

B03MOMHOCTM: 

> 5e3onacHbiM o6MeH dpaiinaMM c dpyHKqueM «flOKaHKH». 

> l~loAflep>KKa nepeKnfOHeHHfl ceccnti nonb30BaTenew 
b Windows 8. Windows 7, Vista n Windows XP. 

> AflpecHaa KHura c apeBOBUflHofi CTpyKTypoPi, drag-and- 
drop ana 3anncew n nanoK. 

> BcTpoeHHbiPi CKaHep cepBepoB Radmin. 

> PewuM Telnet. 

> YflaneHHoe BbiKmoneHne KOMnbioTepa. 

> ABTOMaTH3npoBaHHafl cucTeMa yflanenHoro pa3BepTbiBa- 
hms cepBepoB. 

> TeKCTOBbiM n ronocoBoii saTbi. 

> f~loAflep>KKa HecKonbKnx oflHOBpeMeHHbix coeflMHeHnPi. 



A M 1/1 H 1/1 c t p 1/1 p o b a H 1/1 e 

flnqeH3Hfl npno6peTaeTCfl TonbKo Ha cepBep, k KoropoMy 
ocymecTBfifleTCfl yoarieHHbM flocTyn. CranMOCTb orhov\ nnueH- 
3hm ceroAHfl - 1250 pySneM n Huwe, npn stom cpoK AeiiCTBUfi 
nnueH3MM He orpaHnneH. (Ipn stom KnueHTCKan sacTb 6ecnnaT- 
Ha n MoweT 6biTb ycTaHOBneHa Ha HeorpaHmeHHoe KonnnecT- 
bo KOMnbKDTepoB, c KOTopbix ocymecTBfifleTCfl ynpaBneHne. 

no noBOfly 6e3onacHOCTn Mory CKa3aTb, hto npoayKT Henno- 
xo 3au4nmeH. B nacTHOCTn, peann30BaHbi cneayiomne cpeA- 
CTBa: 

> UlncppoBaHne coeAHHeHna c yneTOM coBpeMeHHbix Tpe- 
6oBaHHrt k 6e3onacHOCTM. 

> HHTenneKTyanbHaa 3amnTa ot noASopa naponfi. BKHrana- 
lOLqafl cucTeMy 3aAep>KeK n SnoKupoBKy noA03pnTenbHbix 
IP-aApecoB. 

> IP-cpunbTpaqufl, KOTopaa no3BonaeT pa3peiiiMTb AOCTyn 
TonbKo c onpeAeneHHbix IP-aApecoB nnn nx Anana30HOB. 

> 3anpoc Ha noATBep>KAeHMe BxoAflujero coeAHHeHMfl. 

AnbTepHaTHBOM Mcnonb30BaHMfl 
annapaTHbix cpefldB flBnaeTCfl 
npHMeHeHHe flononHMTenbHOM 
ceTi/i ynpaBfieHH^ 

HaBepHoe, ctomt 6onee noApo6HO ocTaHOBHTbcn na ujucp- 
poBaHnn TpacpMKa. 

Radmin pa6oTaeT b pe>KHMe 3amnTbi AaHHbix, npu kotopom 
Bee nepeAasaeMbie AaHHbie. n3o6pa>KeHHfl 3KpaHa, nepeMe- 
meHne Kypcopa n curHa/ibi KnaBHaTypbi HaAe>KHo samnujeHbi 
c a/whom Kniona b 256 6ht, CeKpeTHbiw kjtiom reHepMpyercfl 
cnysaMHbiM o6pa30M Ann Ka>KAoro noAKntoseHnn. f\m ayTeHTM- 
cpMKauww nonb30BaTenew b Radmin Mox<eT 6biTb ncnonb30Bana 
nn6o cucTeMa 6e3onacHOCTn Windows c noAAep>KKOii Active 
Directory n npoTOKona Kerberos. nubo cobcTBenHaR cucTeMa 
6e3onacHOCTn Radmin c nHAHBHAyanbHbiMM npaBaMM AOCTyna 
Ann KaxAoro nonb30BaTenn n 3au4Mii|eHHOM ayTeHTucpuKaunefi 
no nornHy u naponK). 

06HOBneHue Bepcuw Radmin nponcxoAUT oAHOBpeMeHHo 
c oSHOBneHneM onepaunoHHbix cmctcm Windows. flapTHep- 
ctbo c Microsoft no3BonneT pa3pa6oTHMKaM Radmin o6ecneHn- 
BaTb coBMecTMMOCTb nporpaMMbi c HOBbiMM Bepcuflwn Windows 
eu4e ao mx odDMUMa/ibHoro BbixoAa. 

H3 AononHMTenbHbix nniocoB xoneTcn OTMeTMTb KpaMHioto 
HenpMXOTHMBOCTb A3HHOM CMCTeMbi. B nepByto onepeAb sto mm- 
HMManbHbie TpeSoBaHMfi k paSoTe onepauMOHHOM CMCTeMbi. 
EcnM onepauMOHHan CMCTeMa 3anycTMTcn. Radmin cooTBeT- 

CTBeHHO Towe. 

KaK n y>Ke nMcan Bbiiue, cymecTByeT cneqManbHbiM MHCTpy- 
MeHTapMM - nporpaMMa Radmin Deployment, c noMOLqbio ko- 
topom MO>KHO C03AaTb MSI-naKeT C 3aAaHHblMM HaCTpOMKaMM 

m npoM3BecTM ero MaccoBy© ycTaHOBKy Ha KOMnbiOTepax tio- 
KaribHOM ceTM. 

HHCTpyMeHT MMeeT yAo6HyKD KOHConb m no3BonfleT 6bicTpo 
pa3BepHyTb cepBepHbie MOAynM yAaneHHO (mto SbiBaeT ao- 
BO/ibHo none3HO npM nepeAaMe ycnyr Ha ayTCopcMHr). I~Ioa- 
po6Hee o AaHHOM cpyHKUMM mowho nponecTb b CTaHAapTHOM 
AOKyMeHTauMM Ha caMTe pa3pa6oTMMKa. 



cucTeMHbw aAMUHUdpaTop moHb2014 
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I AflMI/lHl/ICTpi/ipOBaHl/ie 

flaHHafl CTaTbfl 6bina 6w HenonHoii. ecnn 6bi a He BcnoMHun 
eme 06 oflHOM aaMenaTenbHCM bo3mo>khocth - ncnonb30BaHnn 
HG3aBncnMbix peann3ai4nrt SSH-cepBepoB onepaunoHHbix 
cucTeM ot Microsoft Windows. B CBoe BpeMR xopoiuo ceba 
3apeKOMeHflOBan npoflyKT FreeSSHd [15], KOTopbii/i a npeA- 
cTaBnnn cucieMHbiM aflMUHncipaTopaM b cBoei/i ciaTbe [16]. 
B KasecTBe bo3mo>khocth yoaneHHoro ynpaBneHna Windows- 
cepBepaMM no 3amnmeHHOMy npoTonony nepe3 HHCTpyMem 
KOMaHflHOM dpoKn oh BecbMa Hennox. 



ynpaBneHne 1/IT-i/iHcjDpacTpyKTypoi/i 

xopowwM pe3epBHbiM nHCTpyMeHTOM Ha cnysaii HeflocTynHO- 
cth LUTaTHbix cpeflCTB ynpasneHUfi OC VM. C flpyroii cropo- 
Hbi, noTepfl ynpaBneHnq xocia MoweT npusec™ k nnaneBHbiM 
pe3yribTaTaM. flooTOMy OTBSTCTBSHHocTb HT-nepcoHana, 06- 
cny>KMBaioinero BnpiyaribHbie cudeMbi, ropa3flo Bbiwe, w ot- 
HocnTbCfl k npoSneMaM ctout ropa3flo cepbe3Hee. l~lo3TOMy 
Heo6xoAHMO TixiaTenbHO paccsnTbiBaTb MaKCHMa/ibHyto Ha- 
rpy3Ky Ha xocT-cepBepbi h He npeBbiwaTb oonycTHMbie 3Ha- 
seHUfl. 



rpacfjMHecKMe cpeflCTBa xopoiuo 
noflxoflflT flnq ynpomeHi/m 
npouecca aflMi/iHi/icrrpi/ipoBaHi/ifl 

TGM Hfll/1 1/lHblM CepBI/lCOM 
KpaTKo 0 UNIX-cHdeMax 

He ctout HanBHO nonaraTb, hto npobneMbi noTepu ynpaB/ie- 

HMfl B03MO>KHbl TO/lbKO B WindOWS-CUCTeMaX. B yAHBHTeJIbHOM 

Mupe UNIX T3K>Ke cnynaioTCfl Henpn^THbie CMTyaunn, KorAa 
tot nnn mhom cepBep BpeMeHHo 0Ka3biBaeTCH HeAOCTyneH 
no pa3HbiM npuHMHaM. PeKOMeHAaqwn Ann CTpaxoBKM ot no- 
Ao6Hbix cnynaeB npwMepHO Te we: opraHH308aTb BbiAeneHHyio 
ceTb ynpaBneHUfl, no bo3mo>khocth ncnonb30BaTb annapaTHbie 
cpeACTBa win, Ha xyAofi cnysaw, nporpaMMHbie cpeACTBa. pac- 
CHMTaHHbie Ha pa6oTy noA BbicoKOM Harpy3KOii. 

TpacpuHecKne cpeACTBa xopoiuo noAxoAflT aih ynpome- 
hmh npouecca aAMHHMCTpnpoBaHHH TeM nnn i/tHbiM cepBucoM. 
H3 TaKMx HHCTpyMeHTOB a™ yAaneHHoro ynpaBneHua mo>kho 
nopeKOMeHAOBaTb HHCTpyMewapuw Webmin, KOTopwii no3BO- 
nfleT nepe3 Beb-HHTepcpertc ynpaBnnTb cepBepoM Ha paccTo- 

flHMM. 

Ew,e oahmm H3 nniocos ashhom cucTeMbi HBnaeTCfl bo3mo>k- 
HOCTb AenernpoBaHUfl no/iHOMOHntf ynpaB/ieHna KaKMM-nn6o 
cepBucoM b paMKax Webmin [17]. y ororo xopoiuo 3apeKOMeH- 
AOBaBiiiero ceba «BeTepaHa» ecTb n KOHKypeHTbi, HanpuMep, 
Ajenti [18]. B npuHunne HesawHO. KaKoii hmchho cepanc nc- 
nonb3yeTCfl. rnaBHoe, HTo6bi oh yAOBneTBopnn cnequcpuHecKUM 
Tpe6oBaHHAM MT-MHCppacTpyKTypbi u Mor paboTaTb b ycnoBMfix 
BbicoKOki Harpy3KM. TeM caMbiM peann3yeTc« ocHOBHoe npaBu- 
no: He MeHee AByx cucTew yAaneHHoro ynpaBneHun Ha cnysai/i 

OTKa3a OAHOI/I H3 HMX. 

M3 MHCTpyMeHTos KOMaHfiHoPi ctpokh noKa mto nuAnpyeT 
SSH, ho MO>KeT OKa3aTbCfl none3Hoi/i B03M0>KH0CTb yoaneH- 
HOI4 «xo/ioahoi4» nepe3arpy3KM, HanpuMep. nepe3 ynpaBneHne 
6noKa 6ecnepe6ofiHoro nuTaHHA. 3to Heo6xoAHMO Ha cnynafi, 
ecnn cepBep 0Ka>KeTCfl HeAOCTyneH. (Ipn otom HeoSxoflUMO 
oTAaBaTb cebe OTneT, hto cpaiinoBbie cucTeMbi UNIX-cucTeM 
bonee kphthmhw k HecaHKquoHnpoBaHHbiM nepe3arpy3KaM, 
noaTOMy noflobHbie «npocTbie peujeHUfl- Moryr caMM 0Ka3aTb- 
cn mctohhukow byAyw,nx npobneM, 

0 CMCTSMaX BMpTya/1M3aUMM 

Mcnonb30BaHne cucTeM BnpTyann3aunM, c oahoPi ctopohw, 
Mo>KeT noMOHb pemnTb npo6neMy, npn KOTopoti rocTeBan 
MaujuHa TepneT ynpaBneHne. CTaHAapTHbie cpeACTBa yn- 
paBneHHA cncTeMort BnpTyann3aunn caMn no cebe fmnfiioTCfl 



CoxpaHeHne ynpaBnaeMocTn cepBepa b KpnTHHecKoi/i CMTya- 
unn KpaPiHe HeobxoAUMo npn obecneHeHnn 0TKa30ycT0^HH- 
boctm cucTeMbi b uenoM. K cnacTbio, cyiuecTByeT AOCTaTOHHo 
MHoro cpeACTB. no3Borifliomnx He AonycTHTb noTepn ynpaBne- 

HMfl. HO BHe 3aBHCMMOCTH OT TOrO, KaKMe OTJIUHHbie cpeACTBa 

npuMeH^nncb Ann ototo. cneAyeT noMHUTb, hto ocHOBHan 3a- 
Aana - obecnesnTb HopManbHbiw pe>KHM paboTbi n He aobo- 
AUTb cuTyaunto ao KpnTunecKoro cocTonHnn. CaMbiti nynninui 
Bbixofl H3 Kpn3MCHOM CMTyaqnn - HeAonymeHne ee b npuHun- 
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mypnana «CwcTeMHbiM aflMMHHCTpaTop» - http://samag.ru/uart/ 
more/51 . 

17. Cam npoeKTa Webmin - http. //www.webmin. com . 

18 floMaujHflfi CTpaHMua npoeKTa Ajenti - http://www.webmin.com . 

KniOHeBbie cnoBa: yoaneHHoe ynpaB/ieHne, VNC, Radmin, SSH. RDS. 
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Ha6op yTMJiMT dtools 

YnpaBJisieM mhoikgctbom UNIX-cmctcm 

B noflHHHeHHM cucaflMi/ma o6bMHO HaxoflMTca He OflHH, a HecKonbKO cepBepoB. 
flaBaTb KOMaHflbi KaxflOMy no OTAe/ibHOCTi/i HeacfiapeKTi/iBHO, Ha noMomb npi/ixoAflT 
cneunann3MpOBaHHbie HHCTpyMeHTbi - Fabric, pyDSH, dtools n Apyrne 



riepBbie flBa ocHOBaHbi Ha Python n npu Heo6xoflHMOCTn enon- 
He MoryT 3aMeHHTb bonee cnowHbie HHCTpyMeHTbi; dtools 
(Distributed tools [1]) HanncaH Ha bash h no nfleonornn h nofl- 
xofly bnw*e k KnaccunecKOMy shell, a noaraMy oneHb npocT 
b noHUMaHnn m ncnonb30BaHnn. flpn HeobxoAfMocTH dtools 
nemo paciiinpfleTCH. B peno3HTopnax flucTpuSyTHBOB Linux 
dtools o6biHHO He BCTpenaeTca, ho ero yciaHOBKa npocia. 

S sudo apt -get install git 

$ git clone https://github.com/ajdiaz/dtools.git 
$ cd dtools 

$ sudo cp dt dthost dtstatus /usr/bin 

$ sudo cp -r lib /usr/lib/dtools 

$ sudo cp -r doc/man/ /usr/share/man/raanl 

Bee onepau.nn BbinoriHHioTCfl c noMombio bash CKpnnia dt, 
CHHTaKcwc BbimflflMT npocTo: 

dt pattern command arguments 

LUa6noHbi npeACTasnflioT cobofi cpnnbTp-BbibopKy u,ene- 
Bbix xoctob. CaMH y3nbi onwcbiBaiOTCfl b 6a3e, no yMo/iHaHHto 
3to cpann ~/.dtdb. ho c noMombto napaMeTpa -D/--db mwkho 
yK33aTb moboii flpyroti (pawn (hhh, kbk BapwaHT, n3MeHMTb 3Ha- 
seHHe nepeMeHHoPi DTOOLS_DB=~/.dtdb b cbmom CKpHme). 
Ka*AbiCi y3en onncbiBaeTca b OTflenbHoii CTpoKe. nocne koto- 
povt yKa3biBaioTCfl Torn, KOTopbiM oh byAeT cooTBeTCTBOBaTb. 

localhost www smtp mysql 
hostl www mysql wp 
host2 www pg wp 

ripMMep caMbM npocTow, Ha caMOM oe/ie ToroB h y3/ioB mo- 

>KeT bblTb MHOrO, M, T3KHM 06pa30M, MO)KHO OnHCaTb BCe B03- 

MOXHbie BapnaHTbi flnn noflaHM KOMaHfl. KaK n npHHHTo b UNIX, 
Ha3BaHMfl perncTpo3aBHcnMbi. to edb mysql h MySQL - 
oto pa3Hbie Tarn. 

HTobbi npocMOTpeTb cnncoK y3noB rhh onpeAeneHHoro 
Tara, HeobxoAHMo ncnonb30BaTb napaMeip list: 

$ dt tag: www list 

Bo3MO>KHa BbibopKa y3noB c HecKonbKHMH TaraMH. HanpM- 
Mep. BbibepeM Bee xocTbi, y KOTopbix ecTb Tarn mysql win wp: 

$ dt tag:mysql+tag:wp list 

Hnn H3M HywHbi TonbKo y3nbi, y KOTopbix n pncyTCTByioT oba 
T3ra oflHOBpeMenHo: 

$ dt tag : mysql : tag: wp list 



Bee LuabnoHbi onncaHbi cpawnawH b /usr/lib/dtools/patterns 
(b -/.dtools/patterns tuabnoHbi MoweT co3flaBaTb caM nonb30- 
Baienb). KpoMe yKa3aHHbix, ecTb TaKwe h onepau.ua 0Tpnqa- 
HHfl, HanpHMep, Bee Tarn, KpoMe wp. mo>kho OTobpaTb c no- 
MOLUbio tag:wp:not::. h «pyrne uiabnoHbi all (Bee), nil (no cym, 
nycTbiujKa), ec2 (y3nbi AWS EC2), out (BHeuuHni7i URL), w mc- 
nonb30BaHne perynapHbix Bbipa>KeHHi/i. 

BblbopKy B03M0)KH0 npOH3BOflHTb C nOMOlUbK) HeCKOflbKHX 

oiabnoHOB. Ho pe3ynbTaT nyHLue BHanane npoTecTHpoBaTb 
c noMombio list Mnn cneu,nanbHoro Kniona -p/--pretend. 

flna ynobcTBa mowho ncnonb30BaTb Tpw napcepa (dthost. 
dtstatus, dtcompact), BbiBOA«mne pe3ynbTaT b pa3Hofi cpopwe. 

$ dt exp:.* list | dthost 

Y3nbi b ~/.dtdb mowho 3aHocmb spynHyio, ho, KorAa cnncoK 
bonbwow, 3to CTaHOBHTca HeyAobHo. 3Aecb npome ncnonb30- 
BaTb KOMaHAy add. flobaBWM host3 c TaroM mysql: 

$ dt sys:host3 add mysql 

Onepaunn npon3BOAflTca nepe3 SSH, BHanane cneAyeT 
noAKnioHMTbCfl no ssh k yAaneHHofi CHCTeMe, h y3en byAeT aB- 
TOMaTHHecKM AobaB/ieH ~/.ssh/known_hosts. 3to mowho CAe- 
naTb h caMOMy: 

ssh-keyscan host » -/ . ssh/known_hosts 

Bee AonwHo paboiaTb aBTOMaTHHecKw. Ho 3Aecb ecTb hk> 
aHCbi. no yMonsaHMio Ana ayTeHTncpnKau,nn ncnonb3yeTCfl ot- 
KpbiTbiM k/ikdh, a He norHH/naponb, a noaTOMy b 3aBncnM0CTn 
ot cmyauMH byAeT BbiAaBaTbcn oujnbKa. VAobHee CKonnpoBaTb 
OTKpbiTbiM ktiioh Ha yAa/ieHHbie CHCTeMbi, aro mo>kho CAenaTb 
BpynHyio mtih e noMombio KOMaHAbi ssh-copy-id. Ho b obbNHOM 
pe>KHMe sto bp^a nH nonynnTCfl, nosTOMy cneAyeT ncnonb30- 
BaTb HHTepaKTHBHbiPi (-i). bboa^ naponb k Ka>KAOMy y3ny: 

$ dt -i exp:.* ssh-copy-id -/ . ssh/id_dsa .pub 

3Aecb ecTb TOHKocTb, He onncaHHaa b AOKyMeHTaunn, - noA- 
KntoseHHe npon3BOAHTCfl c noMombio TeKymew yHeTHOii Bann- 
er, h KaK-nnbo yKa3aTb MHyto Herib3fl. Ho bwxoa HafiTM npocro - 
y3nw ba3bi cneAyeT nponwcbiBaTb b CTMne ssh, KaK user@host. 
KoMaHAbi. KOTopbie MoweT BbinonHFiTb dtools, - oto hmchho 
«BHyTpeHHne» KOMaHAbi, a He KOMaHAbi OC. Xota Ana yAobcTBa 

OHM CO3ByHHbl.0E3 



1. Cam dtools - hKp://aidiaz.me/titwi?. 

tloncoTOBun Cepreti RpeMHyx 
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WDPb 0PEU1EHK0B, 0A0 -Saw £e/iS3£*. 
saeeayccyn** cexiopOM HHtpoptiiaijHOHHO-TBXHH'ieCKOH 
noiwepMKH iharswCdHut.bv 



l/lHtfJOKMOCK CBOHMH pyKSMM 



KaK noflroTOBMTb «o6mecTBeHHbii/i KOMnbK)Tep» a^h paboTbi b ponn tohkoto KnueHTa 
h 3amnTHTb ero ot HeqeneBoro ncnonb30BaHHfi 



063OP yCTpOMCTB CaM0O(3C/iy>KMBaHHfl 

C poctom nHCpopM3TH3aunn o6u4ecTBa yBe/inHneaeTCfl Hkicno 
ycnyr, KOTopbie mo>kho nonynnTb yqaneHHO. C noMom,bKD nep- 
coHanbHoro KOMnbKDTepa, nnaHiueTa unH cMapTcpoHa mowho 
nocMOTpeTb scpHiuy KHHOTeaTpa, y3HaTb pacnucaHne SBuapei/i- 

COB M 3a6pOHMpOBaTb HOMep B TOCTUHMUe. 

QqHaKo, MTo6bi pa3MecTWb cbom ycnyrn 6nn>Ke k KnuemaM, 
opraHM3aunn ToproBnn v\ cepsnca. TpaHcnopTHbie KOMnaHnn 
n cpMHaHCOBbie ynpe>KAeHMfl yciaHaBnuBaioT b o6mecTBeH- 
Hbix MecTax ycTpowcTBa c3Moo6cny>KHBaHHfl. flnfl nonyneHna 
HannHHbix nnn onnaTbi KOMMyHsnbHbix nnaiewefi mo>kho boc- 
nonb30saTbCfi 6anKOMaTOM unit nnaTewHo-cnpasoHHbiM TepMn- 
HanoM, b nHcpOKnocKe Ha BOK3ane - yTOHHUTb rpacpnK cneflo- 
BaHUfl noe3flOB n npno6pecTn 6v\nei. 

HecMOTpfl Ha see MHoroo6p33ne ycTpoi/icTB caMooGcnyxw- 
BaHUfl, mx KOHCTpyKLinn oseHb noxown. B oflHOM Kopnyce moh- 
TupyeTca ceHCopHbiii mohhtop, neKOBbiPi npuHTep, cnequann- 
3npoBaHHoe o6opyflOBaHne (Kapnpuflep, KnaBnaiypa BBOfia 
riMH-KOflOB, ydpoMCTBO Bbiflann Sbhkhot m ap) w KOMnbKDTep 
cepuPiHoro o6pa3ua, AononHHTenbHo ocHameHHbiki KQHTpon- 
nepoM cneuna/ibHoro o6opyAOBaHna. YnpaBnaeT sceM stum 
annapaTHbiM KOMnneKcoM cneunann3npoBaHHoe nporpaMMHoe 
o6ecneHeHne, paSoiaiomee b cpeAe onepaqnoHHoii cucTeMbi 
Windows. UNIX, Linux unu Aawe DOS. 

H enpoe Ha TaKne ycTpoitaTBa pacTeT. Mara3WHbi yBennnn- 
BaroT cbokd npnBneK3TenbH0CTb p,m noKynaTenew, pa3Meu4an 
nHcpopMaqnoHHbie kuockh c peKnaMHbiMn waiepnanawn, cse- 
Ashhrmm o HOBUHKax n KSTanoraMM TOBapoB. B 6aHKax m 06- 
uaecTBeHHbix ynpe>KAeHHflx BHeAPflKDTCfl cucieMbi ynpaBneHna 
OMepeA^Mn. B Pocci/in ysepeHHOCTb b pocie pbiHKa mhcpokho- 
ckob noAKpennfleTcsi rocyAapcTBeHHbiMn nporpsMMSMn [1], 

KoMnbWTep o6mero no/ib30BaHMfl 

Pa3pa6oTKa ycTpoi/iCTBs caMoobcnywuBaHna - cnowHbii/t hs- 
yKoeMKnii npouecc. B to we BpeMfl jyw pa6oTbi c KaTanoroM 

KHMr B 6n6nHOTeKe AOCTaTOHHO B03MO>KHOCTeM 06bNH0r0 KOM- 
nbKDTepa. Ha TaKOM we KOMnbKDTepe mowho opraHW30BaTb npo- 
cmotp TpertnepoB cpn/ibMoa-HOBUHOK b cnyw6e BHAeonpoKaTa, 
pa3MecTMTb KaTanor TOBapoB b Mara3MHe. Ana 3Toro aoctstoh- 



ho 3anycTMTb Ha KOMnbKDTepe Be6-6pay3ep n npeAOdaBWTb 
AOCTyn k eatery c Heo6xoAHMOw cfryHKUMOHanbHOCTbio. 

MOWHO, KOHeHHO. yCTBHOBHTb B AOCTynHOM MeCTe 06blHHblki 

(IK. Ho cpeAM noceTHTeneti ne Bee nonb30BaTenn OAnnaKOBO 
aKKypaTHbi, kto-to HeyMbiiuneHHO mokct HapyiunTb pa6oTy 
cucTeMbi, a mhom nonbiTaeTCH ncnonb30BaTb TaKort KOMnbKDTep 
Ann B3noMa ce™ ynpewAeHUfl. HTo6bi aToro He npon3oiuno. 
npn noAroTOBKe KOMnbKDTepa o6u4ero nonb30BaHHfl HywHO 
npeAnpuHATb cneunanbHbie Mepbi npeAOCTopo>KHOCTn [2, 7], 

HaM Hy>KeH KOMnbKDTep c Be6-6pay3epoM b KanecTBe tohko- 
ro KnueHTa. Peann30BaTb 3to mo>kho noHTu Ha nKD6oii coBpe- 
MeHHoPi OC. TorAa noneMy 6bi He paccMOTpeTb 6ecnnaTHbie B3- 
pusHTbi? Bee Hsme mo>kho ycnbiujsTb p33roBopbi o Chromium 
OS - onepaunoHHoPi cucTeMe. 6a3npyKDmeticfl Ha koasx 
Chrome OS n noTeHuna/ibHO ABnaKDujeMca MAesnbHbiM ksh- 
Ahastom am Hsujefi uenn. Oahsko hs ceroAHfiujHuPi AeHb ohs 
eme cnnujKOM MonoAa, h Aawe ee KOMnnrifluufi Rnn KOHKpeTHo- 
ro KOMnbKDTepa He ABnaeTCfl TpuBnanbHoii 3aA3Heii. 

YcTaHOBKa nporpaMMHoro o6ecneHeHM» 

[locKonbKy -CTspbiM Apyr nynwe hobwx AByx», b onepeAHOM 
p33 o6paTHMca k Linux, a TOHHee, k AHCTpn6yTUBy Ubuntu, 
MTo6bi 3apysnTbCfl noAAep>KKOM o6iunpHoro coo6mecTB3 no- 
KnoHHMKOB 3ToPi OC. riocne M3yHeHnn coo6u^eHMM Ha cpopy- 
Max no Haujert npo6neMe CTaHOBMTCfl acho, hto b KanecTBe 
ocHOBbi Rnn MHcpoKnocKs /lyHiue ncnonb30B3Tb nn6o cepBep- 
HyKD peAaKquKD (n ycTSHOBHTb Ha Hee HeAOCTaKDiu.ee nporpaM- 
MHoe oCecneneHne BpysHyKD), jiw6o nerKOBecHbiti AncTpn6yTHB 
Lubuntu Ha ocHOBe rpacpnsecKoi?i obonosKH LXDE [3]. B bjovi 
CTaTbe paccMaTpuBaercfl BTopoii Bapnam". 

HTo6bi ycT3H0BK3 cucTeMbi npoujns ycneujHO A3>i<e H3 mo- 
psnbHo ycTspeBUjeM KOMnbKDTepe, 6yAeM ncnonb30B3Tb «anb- 
TepHaTUBHbM" AUCTpuSyTUB Lubuntu 14,04 Ann npoueccopoB 
x86 [4]. PyKOBOACTB no ycTSHOBKe HsnncsHO MHoro, He 6yAy 
onucbiBSTb noAPo6HO. B A3^bHePiujeM Mbi npeAnonaraeM, hto: 

> b xoAe ycT3HOBKn 6yAeT co3AaHa yneTHsn 33nncb 
kioskadmin, noA KOTopoii 6yAeM BbinonH^Tb Bee MaHnny- 
nnunn n pa6oTy; 

> AOMeHHoe hms Be6-pecypca - www. webserver com . 
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B nmepHeT-flncKyccuflx o HacTpoi/iKe KOMnbioTepos obinero 
nonb30BaHn?i same Bcero obcy>KAaioTCfl 6pay3epbi Chromium 
n Firefox. Flo-BHAHMOMy, nonb30BaTenn ronocyiOT3a CBoboAHyto 
BSD-nnueH3nio h OTKpbiTbie KOflbi Chromium, cpaaHUBaa ee c 3a- 
Kpbuoi/i nponpneiapHOkt (xoth h becnnaTHOH) nnu,eH3nePi Google 
Chrome. HecMOTpq Ha to hto 6pay3epbi Chromium n Firefox no- 
CTpoeHbi Ha pa3Hbix Asn>KKax, b npaKTunecKOM ncnonb30BaHnn 
Me>KAy hhmh cno>KHO Haw™ npuHunnnanbHbie othuhua - CKa3bi- 
BaeTCfl BbicoKafl cieneHb CTaHflapTn3au.nn. OnncaHHbie b CTaTbe 
Mepbi 3au4HTbi cncTeMbi yHMBepcajibHbi. a nocKonbKy aflarrrauHfl 
Chromium Tpe6yeT bonbiue MaHHnynauHfl, to HMeHHO ero Ha- 
cTpoHKy onnujeM 6onee noApobHO. 0 paboTe Firefox b pe>KHMe 
HHCpoKHocKa CKaxeM HecKonbKO c/iob b KOHue CTaTbM. 

ycTaHOBHM HeflocTaiomee (10 - cepBep SSH h 6pay3ep 
Chromium (Firefox npwcyTCTByeT Ha flncTpn6yTHBH0M CD). 

fl/lA 3T0r0 A0CT3T0HH0 BbinOrlHMTb: 
$ sudo apt-get install openssh- server chromium-browser 

Ecjih aocTyna k MnrepHeTy HeT, noTpebyeTca 3apaHee 
CKanaTb naKeTbi c 3epKa/ia ocpnunanbHoro peno3HTopna 
Ubuntu [5]. CsacTDHBbie o6naflaTenn ycTaHOBneHHOi/i Ha anb- 
TepHaTHBHOM KOMnbiOTepe CHCTeMbi Lubuntu MoryT nonyswTb 
ccbiriKM Ha HeoSxoflHMbie cpai/inbi c noMombio KOMaHflbi (eonn 
naKeTbi He ycTaHOB/ieHbi): 

$ sudo apt-get -y --print-uris install openssh -server J 
chromium -browser 

CnaHHBaeM hx, nepeHocuM Ha Hy>KHbii/i KOMnbioTep h ct3bhm; 

$ sudo dpkg -i ./*.deb 

flpyroPi BapwaHT - co3flaHne peno3MTopnfl Ha CD BpynHyio 
(dpkg-scanpackages) huh c noMombto AptOnCD h nocneflyio- 
U-JHH nepeHOC Ha Apyme CHCTeMbi. 

Tenepb CHCTeMa roTOBa k npeBpameHwo KOMnbioTepa b hh- 

CpOKHOCK. 

3aii4MTa C6TM 

KoMnbKrrep obmero nonb30BaHH« OTnnsaeTca ot Apyrux kom- 
nbKDTepoB opraHH3aunn TeM, hto b bonbweH CTeneHM npwxo- 
Ahtch 3auinu4aTb He ero ot ceTeBbix aTaK, a ceTeBbie pecypcbi 
ot nonb30BaTenen 3Toro KOMnbioTepa. B i/iAeane bbino 6bi He- 
nnoxo cKOHcpnrypnpoBaTb aKTHBHoe ceTeBoe obopyAOBanwe 
TaK, HTo6bi HHcpoKHOCK h HeobxoAHMbie eMy pecypcbi nonann 
b OTAenbHbiH cerMeHT ce™ VLAN. IIomhmo 3Toro, HacTpoHM 
fipaHAMayap Netfilter TaKHM o6pa30M, HTobbi: 

> MHCpOKHOCKOM mowho 6bino yAaneHHO ynpasnflTb no npo- 
TOKony ssh; 

> HHCpOKHOCK HMe/1 AOCTyn K Be6-CepBepaM C AeMOHCTpM- 

pyeMbiM caMTOM; 

> HHcpoKHOCK Mor ncnonb30BaTb cnywbbi DNS h NTP; 

> 6noKnpoBaTb Becb TpacpHK IPv6. 

flna aToro noTpebyercfl co3AaTb cpann /etc/network/if-up.d/ 
iptables-rules [6] co cneAywuiHM coAepwwMbiM: 

•filter 

: INPUT ACCEPT [0:0] 
: FORWARD ACCEPT [0:0] 
: OUTPUT ACCEPT [0:0) 



-A INPUT -m conntrack --ctstate RELATED, ESTABLISHED -j ACCEPT 
-A INPUT -p icmp -j ACCEPT 
-A INPUT -i lo -j ACCEPT 

-A INPUT -p tcp -m conntrack --ctstate NEW -m tcp -dport 22 J 
-j ACCEPT 

-A INPUT -j REJECT - -re ject-with icmp- host -prohibited 

-A FORWARD -j REJECT - -reject-with icmp-host-prohibited 

-A OUTPUT -m conntrack --ctstate RELATED , ESTABLISHED -j ACCEPT 

-A OUTPUT -p icmp -j ACCEPT 

-A OUTPUT -o lo -j ACCEPT 

-A OUTPUT -p tcp -m conntrack --ctstate NEW -m tcp .- 

--dport 53 -j ACCEPT 
-A OUTPUT -p udp -m conntrack --ctstate NEW -m udp J 

--dport 53 -j ACCEPT 
-A OUTPUT -p udp -m conntrack --ctstate NEW -m udp J 

--dport 123 -j ACCEPT 
-A OUTPUT -d www.webserver.com -p tcp -m conntrack J 

--ctstate NEW -m multiport --dports 80,443 
-A OUTPUT -j REJECT --reject-with icmp-host-prohibited 
COMMIT 

flpMMeHHTb HaCTpOHKH K0M9HAOM: 
$ sudo /etc/network/if -up. d/iptables- rules 

OrpaHH4eHne AocTyna k caHTy www.webserver.com b npeA- 
CTaBneHHOM BHAe 6yAeT pa6oTaTb To/ibKO b tom cnynae, ecnn 
HHcpoKHOCK MMeeT k cepsepy webserver.com MapujpyTH3npye- 
MbiPi AOCTyn. Pa3peiueHne AOMeHHoro HMeHtt byqeT BbinonHeHo 
b MOMeHT MHni4nann3aqnM cpHHbTpa (HanpHMep, npH 3arpy3Ke 
KOMnbioTepa), m b xoAe paboTbi CTaHeT ncno/ib30BaTbCfl nony- 
seHHbiM Ha 3tom 3Tane IP-aApec (hhh IP-aApeca). 

KorAa >Ke caHT AoeryneH sepe3 npoKCH-cepBep (NGINX, 
squid MJiM Apyroe pemeHHe), b npaBH/iax naKeTHoro cpnribTpa 
BMecTo Be6-cepBepa Hy>KHO yKa3aTb IP-aApec npoKCM-cepBepa. 

Ectih y HHCpoKHocKa He 6yAeT AocTyna b HHTepHeT, b cpaH- 
ne /etc/ntp.conf mo>kho yKa3aTb NTP-cepBep opraHH3aunn, 
a b cpanne /etc/resolv.conf - AOCTynnbiPi DNS-cepBep, 

HacTpoMKa yneTHOM 3anncn 

fl/ifl noBceAHeBHOH pa6oTbi c hhcdokhockom Hy>KHa orpanHHeH- 
Han yneTHan 3anncb, BXOAfluias b eAUHCTBeHHyio CHCTeMHyio 
rpynny nopasswdlogin, nnn Toro, HTobbi npw BKntoneHMH KOM- 
nbioTepa npoMcxoAnn aBTOMaTHsecKHH bxoa b CHCTeMy. C03- 
AaeM nonb30BaTenfl kioskuser: 

$ sudo useradd -m -U -G nopasswdlogin kioskuser 

Ha3HanaeM ewy HOBbin naponb: 

$ sudo passwd kioskuser 

HadpoMKa rpac|]nHecKoro ceaHca 

HaM Hy>KHO Ao6nTbCfl, 4To6bi nocne BKnic-ieHHfl KOMnbioTepa 
aBTOMaTHsecKM nponcxoAnn 3anycK 6pay3epa. YnpooieHHo 
npoqeAypa 3arpy3Kn OC BbirrmAHT, KaK noKa3aHO Ha pwc. 1 . 

?1apo 3anycKaeT npouecc init. KOTopbiM b KOHenHOM HTore 
BKnionaeT rpacpHnecKyio noACMCTeMy w MeHeA>«ep Ancnnea. 
flocne ycneujHofi aBTopn3aqnn 3anycKaeTca ceaHc, coot- 
BeTCTByiomHH yseTHoPi 3anncn norib30BaTenfl. KaK npaBHno, 
oh npeACTaBnfleT cobofi okohhwh MeHeA>Kep c OKpy>KeHneM 
pabosero CTona. flnn HaujHX uenen noTpebyeTca co3AaTb ce- 
aHC, b kotopom BMecTo 0Kpy>KeHHfi pabosero crona byqeT 3a- 
nycKaTbCfl eAUHCTBeHHoe AOCTynHoe nonb30BaTenio npnno>Ke- 
HHe - nHTepHeT-bpay3ep. 
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BapnaHT 1 (nonynnpHbiii). BbiAeneHHbm ceaHC 

B noflaBnflioineM bonbuinncTBe o6cy>KAeHnfi cnocoba nocTpo- 
eHMn nHcpoKwocKa Ha 6a3e pa3nnHHbix flucTpn6yTHBOB Ubuntu 
npeAnaraeTCfl Ha ypoBHe MeHeA>*epa flucnnen co3flaTb cneun- 
anbHbiti ceaHC, b kotopom obecnennTb 3anycK HeoSxoflUMbix 
fljifl pa6oTbi KnocKa npuno>KeHnw [7]. 

Co3AaflMM cpawi ceaHca /usr/share/xsessions/kiosk. desktop 
co cneayiomMM coAepwuMbiM: 

[Desktop Entry] 
Name = Kiosk 
Comment - Kiosk Mode 
Exec = /usr/bin/kiosk 
Type = Application 

Ero 3aflana - npn Bbibope nonb30BaieneM ceaHca Kiosk Bbi- 
no/iHUTb cqeHapnPi /usr/bin/kiosk. A b cueHapnn Mbi TaK nponn- 
LueM MOHononbHbirt 3anycK 6pay3epa chromium-browser: 

#!/bin/sh 

/usr/bin/openbox & 
/usr/bin/ chromium -browser 



rionysnTb noriHodpyHKLinoHanbHyK) cwcieMy 6e3 okohho- 
ro MeHeA>Kepa ne yAacTca. noaTOMy He CyAeM OTKa3biBaTbca 
ot ero ncnonb30BaHHfl. Ho B03bMeM Ha 3aMeTKy HeobxoAn- 
MocTb orpaHnneHHH ero B03M0>KH0CTert am npeAOTBpatneHUH 
HecaHKLinoHnpoBaHHoro AOCTyna k pecypcaM OC. HeobxoAH- 
Mbie Meponpn^THfl obcyAUM b cneAyfomew pa3Aene. 

Bapnam 2. CeaHC Openbox 

riOCKOribKy, K3K Mbl TOJtbKO HTO BblflCHUHH, 6e3 OKOHHOTO Me- 

HeA>Kepa Bee paeHO ne o6oi4TMCb, B03Hw<na Mbicnb: «A nose- 
My 6bi He ncnonb30BaTb ywe HacTpoeHHbifi H3 kopo6kh ceaHC 
Openbox?» flaBartTe nonpo6yeM! PewHM MHcboKnocKa Aon>KeH 
BKniOHaTbCfl TonbKO Affl nonb30BaTenfi kioskuser, noaroMy Bbi- 
noriHMM HacTpoMKn ceaHca Openbox hmchho Ann stom yHeTHotf 
3anncn. 3aMAew b cwcTeMy noA nonb30BaieneM kioskadmin, 
ncnonb3yfl ceaHC Openbox, - 6yAeM npuBbiKaTb! (cm. puc. 2) 

HenHKOM npaBoi/i KHonKn Mbiiun Ha paboneM CTone Bbi30BeM 
KOHTeKCTHoe MeHK), BbibepeM b HeM nyHKT Terminal emulator 
(cm. puc. 3) m nonynuM npaBa aAMUHUcipaTOpa: 



Oaw/i co cu,eHapneM Hy>KHO CAenaTb ncnonHaeMbiM: 



S sudo chmod a+x /usr/bin/kiosk 



Co3AaAHM noKa/ibHbie KOHCpurypaunoHHbie cbaPinbi Ha ocho- 
Be obLuecucTeMHbix: 



M3 TeKCTa cueHapun bhaho, hto nepeA 3anycK0M 6pay3epa 
b cdohobom pe>KHMe CTapiyeT oKOHHbii/i MeHeA^ep Openbox. 
CnpaBeAnMBoc™ paAH mo>kho OTMeTHTb, hto chromium-browser 
Mo>KeT paboTaTb n 6e3 okohhoto MeHeAwepa. Ho b otom cny- 
nae He cpabaTbiBaeT onpeAeneHne pa3MepoB rpacpMnecKoro 
OKpaHa Aifl nonnooKpaHHoro pewnMa (hto pewaeTcn yKa3a- 
HneM Hy>KHbix 3HaHeHMM nepe3 napaMeTp kom3hahom ctpokh 
6pay3epa), h rpacbuHecKufi yKa3aTenb MMeeT bha «KpecTa», 
a He cTpenKw. y 6pay3epa Firefox 6e3 oKOHHoro MeHeA>*epa 
HapywaeTca cpyHKu,noHnpoBaHne aneMewoB ynpaB/neHna - Ha- 
npuMep. Ha caPiTe He paboTaioT BbinaAaioinne cnncKn. 



PwcyHOK 1. 3arpy3Ka OC Lubuntu 





j 






lightdm j 




PwcyHOK 2. Bw6op rpao>WHecKoro ceaHca 



PwcyHOK 3. 3anycK sMyiwopa TepMHHana 
b ceaHce Openbox 



_ o o 

Kiosk 
Lubuntu 

Lubuntu Netbook 









I 


Terminal emulator 


I 




Web browser 






Pa6osne CTom>i ► 






Ob Conf 

Reconfigure 

Restart 






Exit 







# mkdir -p /home/kioskuser/ . conf ig/openbox 

# cp /etc/xdg/openbox/* /home/kioskuser/ .conf ig/openbox 



Ha3HaseHne othx neTbipex cpatinoB cneAytomee [8]: 
environment - cqeHapHM ycTaHOBKn cpeAbi OKpyweHna; 
autostart - cueHapuPi aBTOMaTunecKoro 3anycKa npunowe- 
hum H3 OKOHHoro MeHeA>*epa; 

rc.xml - ocHOBHbie napaMeTpw OKOHHoro MeHeA>xepa; 
menu.xml - KOHcpnrypau,nfl rnaBHoro mchkd okohhoto Me- 
HeA>Kepa. 

CpeAa OKpy^ennfl ann HaweM qe/in b HacTpoi/iKe He Hyw- 
AaeTCfl. B cueHapnn /home/kioskuser/.config/openbox/autostart 
HanniueM KOMaHAy 3anycKa 6pay3epa: 

/usr/bin/ chromium -browser 

firm HopManbHOti paboTbi 6pay3epa Hy>KHo CAenaTb 
kioskuser BnaAenbqeM KaTanora /home/kioskuser/.config: 

# chown kioskuser : kioskuser /home/kioskuser/.config 

MTobbi orpaAHTb nonb30B3Tenfl nHTepHeT-KnocKa ot co6na3- 
hob, 0CT3BHM b maBHOM MeHKD okohhoto MeHeA>Kepa eAMH- 
CTBeHHyrO KOMaHAy - Exit, flna stoto cpafin /home/kioskuser/. 
config/openbox/menu.xml npuBeAeM k BMAy: 

<?xml version-"l .0" encoding="UTF-8"?> 
<openbox_menu xmlns="http: //openbox . org" 

xmlns :xsi="http: //www.w3 .org/2 001 /XMLSchema- instance" 

xsi : schemaLocation="http: //openbox. org/ 
file: ///usr/share/openbox/menu .xsd"> 
<menu id»" root -menu" label="Openbox 3"> 

<item label="Exit"> 

<action name«"Exit" /> 

</item> 
</menu> 

</openbox_menu> 
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3aBepujMM ceaHC kioskadmin n 3aiiAeM b cwcroMy 
KaK kioskuser (Tun ceaHca CHOBa Bbi6npaew Openbox). Ecnn 
Bee 6bino BbinonHeHo npaBunbHo, to Ha nycTOM pa6oneM cro- 
ne qon>KHO nonBHTbCf? okho 6pay3epa Chromium. B npoTHBHOM 
cnynae Hyx<Ho 3a«pbiTb 6pay3ep n noKHHyTb ceaHC (b kohtckct- 
hom Memo, Bbi3biBaeMOM Ha paSoneM crone, aonweH oro6pa- 
xoTbca eflUHCTBeHHbiw nyHKT — Exit). B xon,e HacTpoi/iKu ceaHca 
Moryr B03HHKHyTb oujm6km, Koropbie npuBeflyT k noflBneHwo 
cncTeMHbix coo6meHnii (cm. pwc. 4). 

Hn4)opMaunfl 06 oujw6Kax 3anncbiBaerofl cucieMoPi b cpati- 
nw b Kaianore /var/crash. Hro6bi coo6ineHna b flanbHePiiueM 
He noflsnflnncb. sth cpai/inbi mo>kho yAanmb- 

npeflnono>KHM, hto b KOHLte kohuob 6pay3ep y Hac 3any- 
CTuncn. Ho pan,OBaTbCfi paHO. OyHKqun npwnoKeHHH, Koropbie 
b o6bi4How cmyaunn CHHTarOTca HeorbeMneMbiMn, Ha KOMnbio- 
Tepe o6mero nonb30BaHHH npeACTaBnatOT yrpo3y 6e3onacHOC- 
tm cucTeMbi. ripewae Bcero aro flociyn k cpai/inoBoi/i cwcTeMe, 
Koropbii/i mo>kho nonynnTb Hepe3 (cm. pwc. 5): 

> bboa b aflpecHoti dpoKe ccwnoK BUfla file:///etc/passwd; 

> coweiaHMfl KnaBniu a/in onepau,ntf c cpannaMn <Ctrl> + 
<0>. <Ctrl> + <S>; 

> KOHTeKCTHoe Memo, coAepwamee KOMaHfly Save as... 

OrpaHHHeHHe B03M0>KH0CTeM 6pay3epa Chromium 

rioKa eixie y Hac ecrb flociyn k nHTepcpeiicy HacTpoiiKu 6pay- 
3epa, caMoe speMH mm Bocnonb30BaTbca n/ifl orpaHnweHun nc- 
nonb30BaHH?i cookies v\ B03MO>KHOCTei'i noKanbHoro xpaHeHMfl 
flaHHbix 6pay3epoM. 3th napaMeTpbi 3aBnc^T ot caPiTOB n Be6- 
npnno>KeHHM, c KoropbiMM npeanonaraerofi pa6oTaTb. K cowa- 
neHMto. yHHBepcanbHbix peKOMeHAauHii no sroMy Bonpocy aaTb 
Henb3fl. 

ByfleM 6opOTbcn c nepenHcneHHbiMw Bbime npo6neMa- 
mh b nopaflKe hx nocTynneHHA. B 6pay3epe Chromium pe- 
ann30BaHa onu.ua KOMaHAHon ctpokm «-- app= http://www, 
webserver.com'' , npwBOAflinaa k 3anycKy ero 6e3 ctpokh bbo- 
Aa aApeca [2]. Oah3ko, ecnn ccbinKa Ha CTpaHHue 3anycKaeT 
coAep>KHMoe b hobom OKHe, noflBnaeroH nonHoueHHaa Konnn 
6pay3epa, c aApecHOi/t ctpokoh. K cnacTbrO, mowho Bocnonb- 
30BaTbCfl HeAOKyMeHTMpoBaHHOfi onuwei/i --kiosk [10]. OHa 
flePicTBMTe/ibHo 3acTaBnaeT 6pay3ep Bbino/mHTbcs b nojiHO- 

3KpaHH0M pe>KMMe. 06paTHTe BHHM3HHe Ha pa3nnHnn B CHH- 

TaKcuce onuwi/i -app h --kiosk: nepBaa Tpe6yeT yKa3aHnn ccbin- 
km Ha Be6-npnno>KeHne nocne 3HaKa «paBHo», Bropaa onuna 
npocro ABnfieTCfl nepeKmonareneM pewi/iMa pa6oTbi 6pay3epa. 

3tM Oni_lHW ABnflKDTCfl B3aHMOMCKnKDHaK)U4HMH, B K0M3HAH0I/I 

CTpoKe Aon>KHa ncnonb30BaTbca nrnub oahb H3 hhx. 

BceM xopouj nonHoaKpaHHbifi pe>KHM, ho oh peuiaeT numb 
nepByio npoSneMy. CTpaHHO, ho pa3pa6oTHHKw 6pay3epa 
m co3Aaronn onu.nn «-kiosk» yoewAeHbi. hto AOCTyn k dpaPt- 
noBon cwcTeMe nepe3 ApyrHe KaHanw 6pay3epa Aon>KeH npe- 
ceKaTbCfl «BHeujHHMn» cpeACTBaMM. 4to w, npHAerofl cei/nac 

3TMM 3aHflTbCfl. 

BcnoMHMM o KOHCpnrypauMOHHOM cpaPine okohhoto MeHeA- 
>Kepa /home/kioskuser/.config/openbox/rc.xml. B HeM, noMH- 
mo npoHHx napaMeTpoB, ecTb HacTpoMKM «>ropflHMx KnaBHUj-. 
A rpacpMHecKafl CMCTeMa ycTpoeHa t3khm o6pa30M, hto KOMaH- 
Abi ot opraHOB ynpaBneHHfi cHanana o6pa6aTbiBatoTCfl okoh- 
hwm MeHeA>KepoM, a noroM nepeAaiorofl npnno>KeHHfiM. fla- 
BaMre nonpo6yeM Ha3HannTb KOM6nHaunnM KnaBMiu <Ctrl> + 
<0> m <Ctrl> + <S> KaKoe-Hn6yAb 6e3onacHoe AeMCTBue. 



HanpMMep, nepeKntoneHHe Ha cneAyiouaee 3anyu4eHHoe npH- 
no>KeHne, kbk sto npowcxoAUT npH Ha>KaTMn <Alt> + <Tab>. 
flns aroro b ceKUHio <keyboard> cpaPina rc.xml HywHO Ao6a- 
BHTb T3KHe 6noKM: 

<keyboard> 

<keybind key-"C-0"> 

<action name="NextWindow"> 
<f inalactions> 
</f inalactions> 

</action> 
</keybind> 
<keybind key-"C-S"> 

<action name="NextWindow"> 
<f inalactions> 
</f inalactions> 

</action> 
</keybind> 
<keybind key«"C-0"> 

<action name-"NextWindow"> 
<finalactions> 
</f inalactions> 

</action> 
</keybind> 
<keybind key-"F12"> 

<action name="NextWindow"> 
<f inalactions> 
</f inalactions> 

</action> 
</keybind> 

</keyboard> 

riocneAHHw 6noK nepexBaTbiBaeT Ha>KaTne KnaBHUJM « F 1 2 » , 
npHBOA^inee b HopManbHOM pe>KHMe k BbiBOAy okoh cpeACTB 
pa3pa6oTKM Chromium. flpaKTMKa noKa3ana, hto AewcTBHe 



PwcyHOK 4. CMcreMHoe coo6meHne 06 ouin6Ke 




OCHapy>KeHa oujn6Ka 8 cmctcmhom nporpaMMe 

Bbi kotht« coo6mnTb o npo6neMe ceHnac? 



OmeMHTh OrnpasKa coo6meMHB o npo6neMe. 



PwcyHOK 5. Jla3ewKn k itaiinoBOii cwcTeMe, KOTopbie npeflOCiaBnaeT 6pay3ep 



t: /bin/bash 

/usr/sbin:/usr/sbin/nolo9in 
:2:2:bln:/bin:/u*r/$bin/nolo9in 
:3:3:sys:/dev:/usr/sbin/nolo9in 
<:4:6S5J4:s»n<:/bln:/bin/»ynt 
:n:S:6G : games Vusr/gaacs : /us r/sbin/no login 
:6: 12: Ban: /var/cache/un:/usr/sbln/nologin 
7:7: lp:/var/tpool/lpd:/ulr/tbln/nologin 
x:8:8:Bail:/var/niail : /usr/sbin/nologin 
* :9:9 : news : /var /spool/ news : /usr/s bin/ no log in 
k : 16:18:uucp:/var/spool/uucp:/usr/ibin/nolo9ln 
proxy: x: 13: 13: proxy : /bin: /usr/sbln/nologin 
*w-data:x:33:33:www-data:/var/www:/usr/sbin/nologlh 
ackup:x:34:34:bacliup:/var/backups:/usr/sbin/nologln 
ist : x : 38 : 38 :Mailing List Kanager : /var/lis t : /usr/sbin/ 
rc:x:39:39: lrcd:/var/run/ircd:/usr/sbln/nologin 
gnats:x:41:41:Gnats Bug-Reporting Systea (admin) : /varL 
obody :x :6S534:6SS34 : nobody :/ nonexistent : /usr/sbin/no\ 
lbuuld:x: 1M: 181: :/»at/Ub/llbuuld: 
syslog:x: 181: 184: :/home/syslog:/bin/false 
nessagebus : x : 182: 16S : : /var/run/dbus : /bin/ false 

183:46:usbmix daeson, , , : /honw/usomui :/bln/fal 
avahi : x : 184: 189 : Avahi HONS daenon . . , : /var/ run/avahi - da 
UgllMa:x:lH:Ml:ligM Display Han»ger:/var/llb/Ught 
nsaasq:x: 186:6SS34:dnsnasq, , . :/var/lib/"lsc:/bin/fals 
tp:x: 187:113: :/ho«e/ntp: /bin/false 
olord: ■ : 188: 118:colord colour Banacjeawnl da«*on , . , : /var/1 lb/<ol 
ernoops:x: 189:8%S34:Kernel Oops Tracking Oaeaon, . . :/ :/bin/f alse 
hoopsie:x: lie: 119: : /nonexistent : /bin/false 
antd:x:lll:128::/how/santcl:/bln/«<ltt 

plip:x:112:7:HPL!P system user, . , :/var/run/hplip:/bin/false 
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•-CneayioLuee okho» flBnaeTCH caMbiM acbcpeKTHBHbiM cnoco- 
6om nepexBaia cobbiTwPi OTcpefldB BBOAa AaHHbix. (locKonbKy 
nofl ynpaBneHneM OKOHHoro MeHeAwepa 3anymeH TonbKo 6pa- 
y3ep, 3to fleficTBHe BnonHe 6e3onacHO. 

no TaKOM >Ke cxeMe b ceKu.nu <mouse> coAepwHMoe 6no- 
kob: 

<mousebind button="Right" action="Press"> 
</mousebind> 

Hy3KHO 3aMeHHTb Ha 

<action name«"NextWindow"> 
<f inalactions> 
</ f inalactions> 

</action> 

OrpaHMHMM rpacpMHecKnti ceaHc eflitHCTBeHHbiM Bnp- 
TyanbHbiM pa6osnM cto/iom, fl/ifl nero noflnpasuM ceKuuto 
<desktops>: 

<desktops> 

<number>K/number> 
</desktops> 

OrpaHnneHne B03M0)KH0CTeM BMeiuaTeJibCTBa 

B pa60Ty CMCTBMbl 

Ha flaHHOM 3Tane Mbi flocTumw Toro. hto npw sxoAe b cucieMy 
noA npocpuneM kioskuser c ceaHCOM Openbox y Hac dapTyeT 
b MOHononbHOM pe>KHMe 6pay3ep Chromium, b kotopom oto- 
6pax<aeTCfl HeoSxoflUMbiii Be6-pecypc. Bo3mo>khoctm flociyna 
k cucTeMe nepe3 6pay3ep orpaHmeHbi. flocMOTpuM. hto euje 
MO>KeT cflenaTb noTeHu,nanbHbM 3noyMbiwneHHHK ajih Toro, 
MTo6bi ncnonb30BaTb oSmecTBeHHbM KOMribKDTep He no Ha3Ha- 

MeHHK). 

BcnoMMHaeM, mto c noMom,bio KOM6nHau.nki KnaBww <Ctrl> + 
<Alt> + <F1> ... <Ctrl> + <Alt> + <F7> mowho nepeKmonaTbCfl 
Me>KAy BnpTyanbHbiMn kohco/iamh, KOTopbie CTapTyioT npn 3a- 
rpy3Ke Lubuntu n nepe3 KOTopbie mowho nonynnTb ceaHc floc- 
Tyna k cHCTeMe. ripoBepneM eme pa3, paboTaeT nn y Hac 
SSH-flocTyn, n npuHUMaeM pemeHne o tom, hto HanuHHe Bnp- 
TyanbHbix KOHConefi - Heno3BonnTenbHa?i pocKOWb. 

CKOHcpurypupyeM PAM (Plugable Authentication Modules, 
noAK/iioHaeMbie MOflynn aBTopn3au,nw) a^h 3anpeTa Bxona 
b cucTeMy c noKanbHort KOHConn, oct3bhm TonbKO pa3pei±ie- 
Hue Ha 3anycK rpacpusecKoro ceaHca nonb30BaTenio kioskuser. 

/^iifl 3Toro b cpafin /etc/security/access.conf Ao6asnM cnefly- 
K)U4ne ctpokh: 



+ : kioskuser : :0 
- : ALL : LOCAL 

Bkhiohmm PAM-aBTopusaqnio. Ao6aBHB b cpaPinbi /etc/pam.d/ 
login n /etc/pam.d/lightdm CTpoKy: 

account required pam_access . so 

riocne nepe3arpy3Kn y6e>KAaeMCfl b h6bo3mo>khocth Bxofla 
b cucTeMy c noKanbHOM kohcotih, nonb30BaTeneM kioskadmin 
noflKfitonaeMCfl k KOMnbioTepy no npoTOKO/iy SSH n cmotphm 
wypHaribi nonbiTOK flocTyna b cbawne /var/log/auth.log. 

flnfi scTeTHHecKoro yAOBO/ibCTBHA 3anpeTHM B03Mo>KHOCTb 
nepeKJUoneHHfl no BnpTyanbHbiM kohco/ihm, Ao6aBHB b cpaPin 
/etc/X1 1/xorg.conf ceKqwo: 

Section "ServerFlags" 

Option "DontVTSwitch" "true" 
EndSection 

nocjie 3arpy3Kn OC 6yAeT noflBJWbCfl rpacpunecKoe okho 
aBTopn3aunn norib30BaTerifl, no3Bonflfoiu.ee ocymecTBWTb bxoa 
b cucTeMy TonbKO noA yneTHoPi 3anncbra kioskuser. 

ABT03anycK ceaHca 

HacTpouM MeneA>*<ep Ancnnen lightdm Ha aBTOMaTHHecKHti 3a- 
nycK co3AaHHoro h3mh ceaHca ot mmchu kioskuser. flna 3Toro 
C03AaAHM cbaPin /etc/lightdm/lightdm.conf [9]: 

[SeatDefaults] 
allow-guest = false 
greeter-hide-users = true 
autologin-user = kioskuser 
autologin-user-timeout = 0 
user -session = openbox 

llepBbie ABe ctpoku nocne Ha3BaHna ceKqun - nepecTpa- 
xoBKa. Ohh 3anpemaioT rocTeBoti MHTepaKTHBHbift ceaHc 
m bnoKupyioT OTobpaweHHe cnncna ynen-ibix 3annceki. nosTO- 
My, ecnn aBT03arpy3Ka He npon30MAeT, am bxorb b cucTeMy 
noTpeSyercfl a8Topn30BaTbCfl (cm. puc. 6), 

ABTOMaTusecKufi bxoa b cucTeMy obecnennBatoT cneAyw- 
mne ABe ctpokh. ilocneAHflfl, naTan, CTpoKa yKa3biBaeT Ha3Ba- 
Hue ceaHca. kotophm AonweH 3arpy>KaTbCfl. 

CaMoe BpeMfl npoBepnTb. hto y Hac nonysnnocb, Ana 3Toro 
nepe3arpy3HM KOMnbioTep. Ecnn Bee bbino npoAenaHO npa- 
BuribHo, to nocne 3arpy3Kn y Hac Ha pa6oHeM CTone ao/dkho 
noflBMTbcn okho Chromium. 




28 



HK)Hb2014 CUCTeMHbW aflMUHUCTpaTOp 



MHCTpyMeHTbl 



A M 1/1 H l/l C T p 1/1 p O B a H l/l e 



Cxo/ibKO enie He CAejiaHO... 

CeaHC pa6oTbi c 6pay3epoM mo>kho npepBaTb c noMoiUbio kom- 
6nHau.nn Knaeniu <Alt> + <F4>. Ecnn nocne 3Toro Bbi3BaTb 
KOHTeKCTHoe Memo h BbibpaTb b HeM nyHKT Exit, to CHcreMa 
BbiBeaeT npumaiueHne k Hanany HOBoro ceaHca. Bepofrmo, 
3to He nynninPi cqeHapHH. 

flaBafiTe 3anpeTHM 3aBepiueHne ceaHca paSoTbi c 6pay- 
3epoM. flnn nero b cpanne /home/kioskuser/.config/openbox/ 
autostart KOMaHAy 3anycKa 6pay3epa noMecTHM b becKOHen- 

HOM LlHK/ie: 

while true; 

do /usr/bin/chromium-browser J 

--kiosk http://www.webserver.com 

sleep 5s, - 

done 

Ecnn b MOMeHT 3arpy3Kn OC yn.ep>KHBaTb KnaBHiuy <Shift>, 
to mowho nonywb flocTyn b Memo 3arpy3HHKa GRUB 
(cm. puc. 7). 

3Ty B03M0>KH0CTb T0>Ke Hy>KHO 3a6riOKMpOBaTb. YCTaHOBUM 

naponb aflMHHMCTparopa Ha cneunanbHbie bo3mo>khocth MeHio 
Grub [12], Ann sero b cpai/in /etc/grub. d/40_custom nobaBUM 
Tpn ctpokm: 

set superusers="kioskadmin" 
password kioskadmin PaSsWoRd 
export superusers 

B cpanne /etc/grub. d/10_linux AobaBHM onqnto -unrestricted 
b ABe ctpokh, oTBenaiOLUne 3a cbopMnposaHne nyHKTOB MeHto 
3arpy3Kn: 

echo "menuentry 'Stecho "Stitle" | grub_quote) ' J 
$ (CLASS ) \$menuentry_id_option J 
' gnul inux - $ver s ion - $type - $boot_device_id ' J 
--unrestricted (" I sed "s/"/$submenu_indentation/" 

echo "menuentry 'Stecho "Sos" I grub_quote) ' J 
$ (CLASS) \$menuentry_id_option J 
' gnu 1 inux - simple - Stype - Sboot_device_id ' J 
--unrestricted (" I sed "s/"/Ssubmenu_indentation/" 

riocneAHee Heo6xoAHMo CAenaTb, HTobbi naponb 3amhhh- 
CTpaTopa He 3anpau_inBancfi npn obbiKHOBeHHon 3arpy3Ke cuc- 
TeMbi. flocne BHeceHun H3MeHeHHH nywHO AaTb KOMaHAy Ha 06- 
HOBneHne napaMeTpoB grub: 

$ sudo update -grub 

OcTanocb npoBepnTb MeHio BIOS/UEFI Ha npeAMeT oTKnio- 
HeHMfi AononHMTenbHbix BapnaHTOB 3arpy3KH KOMnbWTepa 
co CMeHHbix h noAKmonaeMbix HOCHTenen, ycTaHOBHTb naponb 
Ha AOCTyn k 3T0My MeHfo. Ecnn k obmecTBeHHOMy KOMnbioTepy 
KnaBnaTypy n Mbiuib mowho noAKniOMHTb no HHTepapency PS/2, 
to nysine ncnonb30BaTb 3Ty B03M0>KH0CTb, a USB-nopTbi ot- 
KnioMMTb. CucTeMHbM 6noK >KenaTenbHo pa3MecTHTb b TpyflHO- 
AOCTynHOM Ann nonb30BaTena MecTe. 

_M cKo/ibKo eiMe npencTOMT He cfle/iaTb 

KoMnbK3Tep oSutero nonb30BaHnn totob k pa6oTe. Mbi npnno- 
wnnn MHoro cun, HTobbi CAenaTb ero aoct3tohho 3amHLueH- 
hwm. Ho onucaHHan cxeMa HacTpoHKH He nBnneTcn ncnepnbi- 
Baioine nonHOM n eAUHCTBeHHo BepHoPi. 



BMecTo 6pay3epa Chromium BnonHe mo>kho ncnonb30BaTb 
Firefox c HaAorpoHKOH R-kiosk [1 1]. Pa3pa6oTHHKH h3actpohkh 
yAennnn MHoro BHHMaHHn 6noKnpoBKe «onacHbix<> bo3mo>kho- 
CTefi 6pay3epa, b pe3ynbTaTe nero onncaHHbie b CTaTbe Tpio- 
km c nepexsaTOM HawaTHH KnaBnuj Moryr He noTpeboBaTbcn. 

cepbe3Hbix npuMeHeHni^i mo>kho Boobme 3aMeHHTb 6pay- 
3ep npunoweHneM co6ctb6hhoh pa3pa6oTKM. 

Mcnonb30BaHHe CBObOAHblX KOMnOHeHTOB C OTKpblTbIM hc- 

xoAHbiM koaom (OC n 6pay3epa) bnaroAapn HannnnK) aKTMBHO- 
ro MHTepHeT-coo6mecTBa no3Bonnno hbm peuiHTb nocTaBnem 
Hyto 3aAa4y b onaTbie cpokh n c MUHMManbHbiMn 3aTpaTaMn, 
rionyHeHHoe peweHHe mo>kho pacwupHTb, ynywmaTb n aAanTM- 
poBaTb. HanpuMep, k KOMnbioTepy M0>KeT noTpeboBaTbcn noA- 
KnKDsnTb noKanbHbiM nnn ceTeBOH npi/iwep, Ann Hero npnAercn 
HacTponTb cHCTeMy nenaTu CUPS h noAnpaBHTb HacTpoHKH 
SpaHAMayapa. 

Ho CTpeMneHne k cosepiueHCTBy 6ecK0HeHH0. B oTnunne 
ot stoh CTaTbu. VAaHHbix pa3pa6oTOK! 13BM 



1. OpacneBofi nopTan Kiosks.ru - http://www.kiosks.ru/contenl/rus/ 
r ufr4 2/rubr-4 27,a sp. 

2. Alan D Moore. Creating a kiosk with Linux and X11 - http://www. 
alandmoore.com/blog/201 1/1 1/05/creating-a-kiosk-with-linux-and- 
X11-2Q11-editipn. 

3. OdpnunanbHbiM catiT Lubuntu - http://lubuntu.net . 

4. 06pa3 flMCKa Lubuntu 14.04 alternate i386 - http://cdimag e. 
ubunt u com/lubunt u/rel ea ?e s/14 [ Q4/relea s g/lubuntu-14 Q4- 
alternate-i386,iSQ. 

5. 3epKano odpnunanbHoro peno3HTopnfl Ubuntu - http://mirror. 
y andex.ru /u bunt u/poo l . 

6. OdpnunanbHafl flOKyweHTaqufl Ubuntu - Iptables - http://help. 
ubuntu.ru/wiki/iptables . 

7. HacTpoiiKa Ubuntu b KasecTBe Be6-KnocKa - http://www. 
in stru cta bles,CQm /id/Setting-U p - Ub unt u - a s- a-KiQSk-Web - 
A ppliance/?AL L STEPS - 

8. HacTpoiiKa OKOHHoro MeHewepa Openbox - http://openbox.org / 
wiki/Configuration . 

9. MeHeflwep flHcnnen LightDM - https://wiki.ubuntu.com/LightDM . 

10. Onu.nn KOMaHflHow ctpokh 6pay3epa Chromium - http://peter.sh/ 
experiments/chromium-command-line-swilches . 

11. HaflCTpotiKa 6pay3epa Firefox «R-kiosk» - httPs://addons. 
mozilla.org/en-us/tirefox/addon/r-kiosk . 

12. Odpnu>ianbHafl flOKyMeHTaunn Ubuntu - Grub - https://help 
ubMntu.cgm/<;ommunily/OrMb2/P3sswords. 

K/iK)HeBbie cnoBa: Ubuntu, Linux, hh4>okmock, Iptables, Chromium. 



PucyHOK 7 3arpy3HHK GRUB npe/jociaBnaei flocryn k KOMaH/jHOH crpoKe 



GNU GRUB, eepciia 2,03l3eta2-9 




Memory test <memtest86+) 

Memory test (memtest86», serial console 115200) 



Mcnoib3yMTe Knaeum } m I ana nepe»ei«eMMSi no nyn^TaM. 
Ha*MMTe <(enter» om 5arpy3KM BubpaHHOvr OC, «e» ans 
peaaKTupoBSHUfl KOwaMa oo 3arpy3Kn unvi «c>! ana nonyMenn«i 
ronaHa«oH cTporn. 

•- 
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ffHHC CMflAKOB, nanwnai $-m. 

CJapumm CHCTGMHbtH apxHWKiop 000 «HTU, MT POCA» 

dents. silakov(a>rosalab. iv 



YcTaHOBKa m HacTpoiiKa Katello, Pulp n Candlepin 

3HaKOMHMcn c HOBbiM noKOJieHneM Red Hat Network 

B CTaTbe o FOSDEM 2014 [1] oTMenanocb, hto npeflCTaBmenn Red Hat Ha stoi/i 
KOHc}DepeHi4nn aKTMBHO paccKa3biBann o JiHHei/iKe npoflyKTOB, 3a,qyMaHHbix KaK cneAytomee 
noKoneHne Red Hat Network - Katello, Pulp, Candlepin m Foreman. rio3HaKOMHMCfl 
c nepBbiMH Tpeivm npnno>KeHHflM(/i 



B paccMaTpwBaeMofi Tponue: 

Pulp - OTBesaeT 3a ynpaBneHne peno3UTopnflMM naKeTOB: 
Candlepin - 3a ynpaBneHne noflnncKaMU Red Hat; 
Katello - npeAOCTasnaeT pjw stux AByx HHCTpyweHTOB yAo6- 
Hbifi Be6-nHTepcpePic, 3aoAHO CHaowaa aflMUHncTpaiopoB 
cpeflCTBaMM ynpaBneHUfl na«eTaMn w noonncKaMM flnn 6onb- 
nioro napKa MawHH. 

Pa3BepHyB CBH3Ky Katello + Pulp + Candlepin. Mbi nonynaeM 
MomHoe cpeACTBo ynpaB/ieHHA naKeiaMn Ha Haiunx MawnHax, 
coBMemeHHoe c cepBucaMn noAnncoK Red Hat. 

TeopeTusecKM Tpn paccMaipuBaeMbix npoAyKTa He3aBncn- 
Mbi, ho Ha npaKTUKe Pulp n Candlepin ao/iwhw oroflTb b oahom 
cucTeMe c Katello. HeyAUBmenbHo, hto pa3pa6oTMHKn npeA- 
ycMOTpenu cnoco6 a^h npo3paHHOi/i yciaHOBKn u HacTpoPwn 
cpa3y Bcex Tpex npoAyKTOB. I/Imbhho stot npoqecc mw m pac- 

CMOTpMM. 

CucTeMHbie Tpe6oBaHMfl 

Pa3BopasnBaTb cepBepHyio nacTb «Katello & co.» mowho 
Ha RHEL c BepCMn 6.4 m ero npon3BOAHbix, - t3kmx, k3k CentOS 
n Scientific Linux. Mbi b cboux sKcnepuweHTax ncnonb30Bann 
AncTpn6yTMB ROSA Enterprise Linux Server (RELS), TaKwe oc- 
HOBaHHbiM Ha ncxoAHbix KOAax RHEL. 

Hto KacaeTca Fedora Linux, to Fedora 20 mowho ncnonb- 
30BaTb oTHocnTenbHo CMeno. Fedora 18 He noAAepwuBaeTca 
BOBce. a c Fedora 19 ecTb HeKOTopbie npo6neMbi - o6fl3aTerib- 
ho nosMTafiTe MHCTpyKunn Ha caiiTe Katello [2], ecnn coSepe- 
Tecb CTaBHTb ero Ha 3Ty cucTeMy. CKopocTb pa3BWTHR npoeKTa 
Fedora Linux TaKOBa. hto b hio6om momcht hto-to MoweT no- 

HUHHTbCfl, a 4T0-T0, Hao6opOT, CflOMaTbCfl, OC06eHHO B TaKOM 

cdowhom npoAyKTe. KaKOBbiM ABnaeTCH CTeK H3 Katello, Pulp 
n Candlepin. 

143 annapaTHbix apxnTeKTyp noAAepwuBaeTcn TonbKO 
x86_64. MuHUMaribHbiM o6beM 03y - 2,5 T6 (npn otom peKO- 
MeHAyeTCfi HMeTb MUHMMyM 4 T6 CBon-pa3Aena), aha ncnonb- 
30BaHHH b pearibHbix HHcppaorpyKTypax peKOMeHAyeTCfl muhh- 
MyM 8 T6. 

flrifl pa6oTbi ceTeBbix cnywo Katello Heo6xoAHMO OTKpbiTb 
nopTbi 80 (HTTP), 443 (HTTPS) u 5671 (AMPQ). 



HaKOHeu, HecMOTpa Ha nopbiBbi n36aBHTbca ot Java n nepe- 
Pith na Python. Katello Bce-TaKM ncnonb3yeT Java m npn stom 
noAAep>KHBaeT TonbKO OpenJDK, Ha/innne KOToporo mnnejcn 
o6fl3aTenbHbiM TpeSosanneM k cucTeMe. 

YcTaHOBKa 

PaccMOTpMM caMbifi npocroi/i cnynaw - Katello CTaBHTcn 
b cucTeMy, coAepwamyto ToribKO 6a30Byio ycTaHOBKy RHEL 
nnn RELS. 

EcnM nonbnaTbCfl ycTaHOBMTb ero Ha MaiunHy, KyAa ywe 
ycTaHasnnBanocb KaKoe-Hw6yAb npnno>KeHMe H3 EPEL, hc- 
nonb3yiomee Ruby-on-Rails, to ecTb BepoflTHocTb HapsaTbCfl 
Ha noTOK oujh6ok. TaK>Ke cneAyeT ycTaHOBMTb Bee odHOB/ie- 
- HanpuMep. k npofineMaw MoryT npuBOAHTb ycTapeBmne 
Bepcun yum. 

flnyi Hasana y6eAHMca, hto b cucTeMe KOMaHAbi 'hostname -s' 
n 'hostname -f BbiAaiOT HMeHa, Korapwe MoryT 6biTb ycneuJHO 
pa3peujeHbi (nn6o Mepe3 DNS, nn6o nepe3 noKanbHbiti cpawn 
/etc/hosts), a TaK*e ycneujHo pa3peiuaeTCR mma localhost. 

ripOBepHTb KOppeKTHOCTb HaCTpoeK MO>KHO, BbinOJlHUB B CMC- 

TeMe cneAyiou^ne Tpn KOMaHAbi: 

$ ping -cl localhost 

S ping -cl 'hostname -s' 

S ping -cl 'hostname -f 

Ka>KAafi H3 hux Aon>KHa OTpaSoTaTb ycneujHo. 

Tenepb noAKniosuM peno3MTopnn Katello m Candlepin. 
flna aToro ycTaHOBUM b cucTeMy naKeTbi. Ao6aBfifliou4ne b Ha- 
CTpofiKu MeHeA>*<epa naKeTOB yum-UHCpopwauHKD 06 stux pe- 
no3MTopnflx: 

# rpm -Uvh http://fedorapeople.org/groups/katello/ J 

releases/yum/1 . 4/RHEL/6Server/x86_64/ .1 
katello -repos- 1 . 4 . 4- 1 . el 6 . noarch. rpm 

# rpm -Uvh http://dl.fedoraproject.0rg/pub/epel/6/ J 

x86_64/epel-release-6- 8 .noarch . rpm 

TaK>Ke H3M nonaAo6nTCfl penosnTopMii EPEL - b stom cny- 
nae HaM npnAeTCfl cnasaTb cpaPin c HacTpo^tKaMn peno3HTopnfl 
n nowecTMTb ero b AnpeKTopwo c HacTpoMKaMM yum: 
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Red Hat Network — MOLqHoe 
cpeflCTBo ynpaBneHna naKeiaivin 
Ha Mawi/max, coBMemem-ioe 
c cepBi/icaMi/i noflnncoK 



# wget -0 /etc/yum. repos. d/epel-rhsm. repo J 

http: //repos . fedorapeople . org/repos/candlepin/ J 
subscript ion- manager /epel- subscript ion -manager . repo 

3th peKOMeHflauHM pa6oTaiOT flna RELS/CentOS h hm no- 

fl06HblX, 

flnsi Fedora peno3HTOpnn Moryr HeMHoro OT/iHnaTbCfl, 
a b cnynae Red Hat pa3pa6oTHHKw BMecTo Ao6aB/ieHna pe- 
no3HTopnfl Candlepin c fedorapeople.org peKOMeHflyiOT npo- 
cto norjnncaTb cucTeMy Ha cooTBeTCTByiomne peno3irropnn 
RHEL: 

# yum-conf ig-manager --enable rhel-6-server-optional-rpms 

# rhn-channel --add - -channel-rhel-x86_64-server-optional-6 

HaKOHeq, Hexi/rrpbiM flewcTBMeM yciaHOBUM Bee, hto Hy>KHo 
Ann Katello: 

# yum install -y katello-all 

HeMHoro TepneHnq, n Bee Heo6xoAHMbie naKeTbi 6yflyT ycia- 
HOBneHbi b Bauieii cucTeMe. 

Ba30Bafl HacTpOMKa cepBepa 

flocne ycTaHOBKH Katello Heo6xoAWMO CKOHCpnrypnpoBaTb. fle- 
naeTcsi sto noriHOCTbio aBTOwaTHHecKM c noMombto yTunHTbi 
katello-configure, kotopom mowho nepeAaTb pvyj 6a30Bbix na- 
paMeipoB: 

# katello-configure - -user -name-admin - -user-pass-123456 J 

- -user-email~adjnin@rosalab . ru - -org-name"ROSA 

3flecb we Mbi yKa3ann aApec aneKTpoHHoi/i noHTbi, Ha koto- 
pbiPi 6yAyT oTcwnaTbCfl Bee yBeAOMneHua ot Katello, a 3aoAHO 
C03Aann opraHM3aunK) ROSA, k kotopoi/i 6yAeM npHKpennaTb 
Bee noAnncKH («opraHH3aunn» b Katello - 3to to we caMoe, 



hto m «opraHH3aqnfl» b Spacewalk. h npn Heo6xoAHMoc™ 
bh MOweTe co3AaBaTb HecKonbKo opraHM3au.ui/i m onpeAenaTb 

AHfl Ka>KAOli H3 HHX CBOfi Ha6op nOAITHCOK). 

Katello-configure 6epeT Ha ce6a npaKTHHecKH bcio pa6oTy 
no pa3BepTbiBaHnto h HacTpowKe Bcex KOMnoHeHTOB cepBe- 
pa, BKntosaH Be6-cny>K6bi h 6a3y AaHHbix. OcTaeTCH TonbKo 
HanHTb ce6e Kocpe h HeMHoro noAowAaTb, BnponeM, Ha 6bi- 
ctpom cepBepe Bbi m Kocpe AonHTb He ycneeTe, k3k Be6-HHTep- 
cpenc Katello cTaHeT AOCTyneH no aApecy https://_MMfl_xocTaJ 
katello. 

riopa 3ai4Tn b Hero noA nonb30BaTeneM admin c napo- 
neM 123456 h nepei/rrn HenocpeACTBeHHo k HanonHeHwo co- 
AepwMMbiM HaiueM HHcppaorpyKTypbi. 

Peno3MTO[]nn m noAnMCKM Red Hat 

OcHOBHoe npeAHa3HaseHMe namei/i cba3kh Katello + Pulp + 
Candlepin - sto ynpaBneHne npOAyKTaMM v\ noAnncKaMn 
Ha hmx. HanoMHio, hto b TepMHHonornn RHN npoAyKT - 
3to Ha6op peno3HTopneB naKeTOB, c KOTopbiM mowho pa6o- 
TaTb K3K c aTOMapHow cymHocTbio. floAxnioHeHHe cwcTeMbi 
k 3T0My Ha6opy peno3HTopueB Ha3biBaeTca noAnncKoii chc- 
TeMbi Ha npoAyKT. 

rioAnncKH ncnonb3yfOTc« He TonbKo atih yAo6cTBa paSoTbi 
c MHowecTBOM peno3HTopneB, ho m Ann pacnpocTpaHeHHs 
oSHOBneHMki Ha nnaTHoi/i ocHOBe (b nacTHocTM, o6HOBneHMi/i 
Ann AHCTpn6yTHB0B Red Hat Enterprise Linux, KOTopwe AOCTyn- 
Hbi ny6nnHH0 TonbKo b BMAe mcxoahwx koaob, ho He b bha© co- 
6paHHbix naKeTOB). 

riosTOMy Ka>KAafl noAnncKa xapaKTepn3yeTca a3T3mh 
ee Hanana h OKOHnaHHfl (b TeneHHe nepnoAa AeiiCTBHfl noA- 
nHCKH nonb30BaTenb CMOweT nonynaTb o6HOBneHna M3 peno- 
3MTopneB npoAyKTa), a TaK>«e MaKCHManbHbiM KonnnecTBOM 
MaujHH, Ha KOTopoe 0Ha pacnpocTpaHaeTca (to ecTb cKonbKo 

MaLUHH MOWHO nOAKJTIOHMTb K pen03MT0pMflM npOAyKTa no 3T0H 

noAnHCKe). 

flna npocTOTbi Aasa^Te ao63bhm BHeuiHne peno3HTopnn, 
Ha ocHOBe kotopwx Mbi 6yAeM dpopMHpoBaTb npoAyKTbi v\ pa3- 
AaBaTb hx KnneHT3M Katello b Haiuefi ce™. 3tot npoqecc npo- 
H3B0AHTCA b MeHio Content -» Repositories -> Products. 
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3Aecb mojkho Ha>KaTb Ha KHonKy New Product, co3AaTb 
HOBbiti npoflyKT, a 3aTeM npncoeAHHHTb k HeMy peno3MTopnn 
no oflHOMy. 

OflHaKo MHe 6onbiue noHpaBunca anbTepHaTHBHbiti cnoco6: 
HaxaTb KHonKy Repo Discovery n npeflociaBHTb ccwriKy Ha pe- 
no3HTopnw nv\6o Ha CTpaHHuy, coAepwamyio cpa3y HecKorib- 
ko peno3HTopneB. Katello npocKaHnpyeT yKa3aHHyio ccbiriKy, 
BbiBefleT cnncoK Hai/iAeHHbix peno3HTopueB n npeAnoxwT bbm 
BbiSpaTb Te, KOTopbie bbm nHTepecHbi. 

Katello, Pulp i/i Candlepin c tohkh 
3peHHfl cfjyHKMnoHana h KanecTBa 
ocTaBrmrOT BnenaTnei-ii/ie roTOBbix 

K l/lCn0flb30BaHI/IKD MHCTpyMGHTOB 

HanpuMep, yKa3aB b KaMecTBe hcxoahow ccwnKM http:// 
mirror. rosalab.ru/rosa/server/6.5/repository/x86 64 , a nonysun 
Bee 64-6nTHbie peno3MTopnn ROSA Server 6.5. l~locne aioro 
mo>kho noflKnioHHTb Bbi6paHHbie peno3MTopnn k uMeiomeMyca 
npoflyKTy nn6o co3flaTb Ha nx ochobc HOBbii/i (cm. puc. 1). 

HacTponTb pacnucaHne cnHxpoHH3aunn c BHeuiHUMn pe- 
no3MTopnfiMn n oTcnexuBaTb CTaTyc cnHxpOHH3au.nn mojkho 
b MeHio Content -» Sync Management. OOpaTme Baiue BHMMa- 
Hue. hto npouecc cMHxpoHH3auMM, a ocoSeHHO nepBOHananb- 
Horo HMnopTa Bcex BHeiuHHx peno3MTopneB, OTHiOAb He 6bicT- 
pbin. 

fleno b tom. hto ncnonb3yeMbM ana ynpaBneHna peno3n- 
TopunMn Pulp He npocTo cKasnBaeT na«eTbi b cboh KaTanor, 
ho aHann3npyeT MeTaaaHHbie peno3HTopueB v\ pacKnaflbiBaeT 
naKeTbi b cboux BHyTpeHHwx flupeKTopnax cornacHO nx HMe- 
HaM n BepcusiM. 

TonbKO nocne aroro cpopMupyercfl co6cTBeHHO peno3nro- 
pufi Ha CTopoHe Pulp, npuneM AenaeTca sto npocTo C03flaHH- 
eM b nanKe peno3HTopnfl ccbinoK Ha cpawribi c naKeTaMn, pac- 
nono>KeHHbiMM bo BHyTpeHHux flupeKTopuflx cepsepa. 3a cneT 



3Toro mo>kho nonynHTb cepbe3Hyio skohomwo AHCKOBoro npo- 
CTpaHCTBa b cnynae, ecnn Bbi noAKJitonaeTe mhomcctbo peno- 
3HTopneB, HMehomnx cxowne Ha6opbi naKeTOB. 

Pa3pa6oTHHKn Katello He 3a6binu o cuTyaqnn, Korna Katello 
pa3BopaHMBaeTCfi Ha cepBepe, He wMeiomeM npaMoro aocTy- 
na b MHTepHeT. flna t3kmx cnysaeB co3flaHa yTunnTa katello- 
disconnected, o tohkocthx ncnojib30BaHnq kotopom mo>kho 
npoHHTaTb Ha bukh npoeKTa [3], 

Hto KacaeTCfi noflnncoK, to Bbi Mo>KeTe MMnopTupoBaTb 
MaHncpecTbi MMeKDmnxcfl y Bac noflnwcoK Red Hat b MeHio 
Content ~» Subscriptions -» Red Hat Subscriptions. Bonee Toro, 
pa3flaMy caMux noflnncoK nepe3 cepBep Katello - ann sio- 
ro Heo6xoflHMO nepen™ b MeHio Content -» Subscriptions -> 
Subscription Manager Applications, rfle mo>kho Ao6aBnflTb ahc- 
Tpn6bK)TopoB (Ha>KfiMafl KHonKy New Distributor), Aenernpya hm 
nacTb flocTynHbix noAnucoK. 

riOAKJIIOHeHMe KJ1MBHT0B 

rioAKJiKDHeHne MaujUH-K/ineHTOB k cepBepy Katello npon3BOAHT- 
cfl HenocpeACTBeHHo c 3tmx MaiuuH, 3Aecb a onuiuy AencTBHfl. 
KOTopbie HeoSxoAUMO npoAenaTb Ha KawAofi MaujuHe, ho Ae- 
naTb mx BpysHyK) cosceM He o6fl3aTenbHO - b AOKyMeHTaunn 
Katello mojkho Han™ npuMepw CKpunTOB ann aBTOMaTunecKoro 
noAK/noseHMfi KnueHTCKnx MaainH k cepBepy. 

flnfi perncTpaqnn KnueHTa HaM b nepByio onepeAb noHaAO- 
6htca naKeT subscription-manager - b RHEL/RELS 3tot naKeT 
ycTaHOBneH no yMonnaHnio, b Fedora ero HaAO nocTasnTb Bpyn- 
Hyto, ho peKOMeHAyeTCfl BcerAa oSHOBnflTbcn ao nocneAHeii 
Bepcun. 

# yum install subscription -manager 

TaKwe Heo6xoAHMo ycTaHOBHTb naKeT katello-agent - nMeH- 
ho c noMOLAbio 3Toro areHTa 6yAeT npon3BOAHTbca yAanenHoe 
ynpaBneHne naKeTaMM MauinHbi. oh we 6yAeT npeAOCTaBn^Tb 
pa3nnHHbie CBeAeHMH o coctoahhh OC h BbinonHHTb APyrne 
BcnoMoraTenbHbie cpyHKUUM, 

# yum install katello-agent 



PncyH0K 1. Katello Repo Discovery 



PwcyHOK 2. noflKmotaeM KJiiiewa K Katello nepe3 GUI 
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riepea noflKfiKDneHneM KnueHTa Heo6xofluMO 6yfleT cKasaTb 
n ycTaHOBHTb c cepBepa noAnncoK naKeT c cepTucpuKaTOM 
n HacTpoi^iKaMU fl/ifl subscription-manager, HanpuMep, CAenaB 
3to TaK: 

# rpm -Uvh https : //_HM.n_xocTa_katello/pub/ J 

candlepin - cert - consumer - latest . noarch . rpm 

3tot naKeT coflepwm cepincpuKaT cepBepa w cKpunr. ko- 
TopbiPi MOflncpnuupyeT KOHCpurypaunoHHbiM cpai/m /etc/rhsm/ 
rhsm.conf arm pa6oTbi c BaiuuM cepBepoM Kaltello (BMecTO 
RedHat Networks. Ha KOTopbM subscription manager HacTpoeH 
no yMonnaHHK) b RHEL). 

YcTaHOBHTb cepTucpuKaT n BHecTn HeobxoflUMbie b Hero H3- 
MeHeHHfi b cpaMn rhsm.conf mowho h BpynHyio. 6e3 ycTaHOBKn - 

COOTBeTCTByiOUJHe HHCTpyKUUM MO>KHO Hai/ITH B flOKyMeHTaunn 

Katello. 

M, HaKOHeu. perncTpupyeM MauiUHy b Katello: 

# subscription -manager register --org ROSA 

B onu.un -org Haflo yKa3aTb cytnecTByiomee b Katello hma op- 
raHH3aunw. flononHHTenbHO c noMoinbho onunn -activationkey 
mwkho nepeflaTb khiom. k KOTopoMy y>Ke npnBfl3aHbi Heo6xofln- 
Mbie noAnncKn. 

Mo>kho Bocnorib30BaTbCfl n rpacpunecKUM HHTepcbei/icoM, 
3anycKaeMbiM c noMombrO subscription-manager-gui (finfl ororo 
noTpe6yeTCfi yciaHOBHTb 0AH0HMeHHbii?i naKeT, ecnn oh y Bac 
euje He ycTaHOBneH) (cm. puc. 2). 



flanee Bac nonpocsvr yKa3aTb hma m naponb no/ib30BaTenfl 
Katello, ot HMeHM KOToporo 6yAeT npow3B6AeHa perncTpaunfl; 
3th napaMeTpbi mo>kho nepeAaTb b KOMaHAHOM CTpoKe c noMo- 

U4bK3 OnLtMM -U M -p COOTBeTCTBeHHO. 

Ecnn Bee npowno ycneujHo, subscription-manager BepHeT 
B3M uuid, npucsoeHHbiM KnueHTCKOM MaainHe. Tenepb mo>kho 
nocMOTpeTb cnwcoK AOCTynHbix noAnncoK: 

# subscription-manager list --available 

H noflnncaTbcn Ha OAHy H3 hux mokho KOMaHAoPi 
subscription-manager subscribe nubo ncnonb3ya rpacpHsecKufi 
HHTepdpei/ic. riocneAHnii yao6Hee Ann ncnonb30BaHM9 nenoBe- 
kom, ho npn aBTOMaTunecKOM pa3BepTbiBaHnn 6e3 KOHconbHo- 
ro KnueHTa He obowTHCb. 

C noMOLAbio subscription-manager Ha KnneHTCKoi* MaujMHe 

MWKHO 3aOAHO H npHBfl3aTbCfl K KOHKpeTHOM BepCMM flMCTpn- 

byTUBa (aTpubyT releasever b TepMUHax yum) - Hanpuwep, yKa- 
3aTb, hto Ann oaHHoro K/iweHTa HeobxoAUMO cTaBHTb naKeTbi 
ot RHEL/RELS 6., mo>kho c noMombio KOMaHflbi 

# subscription-manager release --set-6.1 

BnponeM, aAMUHncTpaTopbi, KOTopbie xoTb pa3 HMenH Aeno 
c HeobxoAHMOCTbKD yKa3aTb 3HaMeHne releasever aha yum, 3a- 
MeTST, hto Toro >Ke adxpeKTa mowho Ao6nTbcn. npocTo nponn- 
caB ny>KHoe 3HaneHne b cpatin /etc/yum/vars/releasever. 

B npoqecce noAnncKn b cucTeMy 6yAyT AobaBneHbi coot- 
BeTCTBytomne peno3HTopnn, KOTopbie mo>kho ncnonb30BaTb 



PucyHOK 3. Hepe3 Katello mojkho nonynwTb paanHHHwe flaHHbie o KfineHTCKnx MauiHHax 



System "rosa-desktop-fresh2" 

Details Subscriptions Events Packages 
Basic Information 



UUID C3H6(1M -5a06-4S4b 9B39 Ie4507a7da70 

Description tuiai R 



System Content 
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Content view DetauR Oroaruason vie* 
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flnq ycTaHOBKM n yAaneHUA naKeioe. KnueHTCKaa msujhhs Te- 
nepb flon>KHa 6biTb bhahs b Be6-w-rrepcpertce Katello. PaccwoT- 
puM BKpaTqe, hto none3Horo mowho cflenaTb c noMombto 3Toro 
nHTepcpefica b H3CT0fiiii.ee epeMa. 

Pa6oTa c kjimchtckiimm m a hi m Ha mm 

CnncoK Bcex KnneHTOB, noAK/itOHeHHbix k Katello, flociyneH 
b MeHK) Systems -> All. flna npocMOTpa HHCpopM3u.nn n ynpaB- 
neHMA hm npocTO KnuKHWTe Ha cooTBeTCTByioinee hmh b cnwc- 
Ke. Ha noflBUBiuewcfl BK/iaflKe yenAUTe KaK 6a30Bbie CBefle- 

HMfl O nOflKHK)HeHHOM KHUeHTe (BepCMIO OC, HMfl MaillUHbl, 

aKTHBupoBaHHbie noflnncKn), TaK n AeTsnbHyio HHcpopMSumo 
o HeKOTopwx annapaTHbix xapaKTepwcTHKax MsuiMHbi (Liny, 
DMI, onepaTHBHoPi nsMHTH, ncnonb3yeMoi/i BnpTyann3a- 
u,hh) m ee hsctpoi/iksx ce™ b ceKu.nn Advanced Information 
(cm. puc. 3). 

BKnaflKa Subscriptions cnywnT Ans ynpsBneHHfl noflnncKaMn 
KnueHTa, Ha BK/iaflKe Events mo>kho npocM3TpHB3Tb HeKOTopbie 
co6biTHA, o KOTopbix «flOKnaflbiBaeT» areHT Katello, Ha BKnaflKe 
Errata ynpasnnTb cnncK3MH Errata, n, HSKOHeu,, Han6onee HHTe- 
pecHbiPt acneKT- ynpaBneHne naKeiaMn Ha BKnaflKe Packages, 
flna KaxAOH K/ineHTCKoi/i MaainHbi Ha stow BKnaflKe Bbi MoweTe 
nocMOTpeTb cnwcoK yciaHOBneHHbix naKeTOB, a T3K>Ke ycTSHO- 
BMTb, o6HOBHTb hhh yflannTb KOHKpeTHbie naKeTbi nnn rpynnbi 
naKeTOB (rpynnw - b TepMHHax yum) (cm, puc. 4). 

Pa60TaTb C K3>KA0H KOHKpeTHOH KnueHTCKOM MatUHHOH 

b 6oribUJOM MHcppacTpyKType - 3aH«Tne ManoocpcpeKTHBHoe, 
h Katello npeflnaraeT B03M0>KH0CTb ocymecTBnfiTb ynpaBneHne 
naKeiaMn cpa3y na MHo>KecTBe msujhh. flnq aToro Ha ctpshh- 
ue Systems Heo6xoflHMO Ha>KaTb KHonKy Bulk Actions, OTMeTMTb 
b cnncKe cnesa KOMnbioTepbi, aha KOTopbix 6yfleT BbinonHfrrb- 
ca onepaunfl, n, coficTBeHHo, Bbi6paTb onepaunio - mo>kho 
o6beAMHMTb Bbi6paHHbie cucieMbi b rpynny, ycTaHOBHTb, yAa- 
nuTb nnn o6HOBMTb Ha hux naKeT hjih rpynny naKeTOB, a TaK- 
>Ke aKTHBupoBaTb Bee AOCTynHbie Ann sthx cncTeM noAnncKM 
(cm. puc. 5). 

OObeAHHeHne cucieM b rpynnw none3HO b cnysae He- 
oSxoahmocth npon3BOAHTb K3Kne-TO MSHHnynaiiHH C OAHUM 
n TeM >Ke Ha6opow MaujuH. flna paSoTbi c rpynnaMn npeAyc- 
MOTpeH Apyron nyHKT MeHio Systems -> System Groups. ripwH- 
unn paSoTbi c rpynnaMM tskoh >Ke, KaK h c oTAenbHbiMH nsKe- 
tsmh npn BbinonHeHnn Bulk Action, - npodo Bbi6epme rpynny 
H3 cnncKa h b npsBOH hscth oKHa cMoweTe M3HHnynnpoB3Tb 
naKeiaMn cpa3y ecex nneHOB rpynnw. 



B qenoM Katello h conyTCTByiomne MHCTpyMeHTbi c tohkh 3pe- 
hhh cpyHKunoHana h KanecTBa ocTSBnaioT BnensTneHHe roTOBbix 
k wcnorib30BaHHK). bo bchkom cnynae, KaKHX-TO KpnTunecKnx 
oujh6ok bo BpeMfl hsluhx oKcnepuMeHTOB mw He BCTpewin. 
3KcnepnMeHTw nposoAnnncb Ha CTeHAe H3 oahoto cepsepa 
h AecflTKa BnpTyanbHbix MauiHH b ponn KnueHTOB - KOHenHO, 
3to He npeAnpuflTue c cothhmh KOMnbKJTepoB, ho npHHqunbi 
w anropnTMbi pa6oTbi oahm h Te >Ke. 

Oah3ko cneAyeT noMHMTb, hto HOBbiM CTeK npnno>KeHni^ 
Ana cf)opMnpoBaHHfl Red Hat Networks cePiHac HaxoflHTca 
b aKTHBHoii pa3pa6oTKe, m noKa ocpuqnanbHoti Murpaqnn RHN 
Ha HOBbie npoAyKTbi He cnysnnocb, ncnonb30BaTb nx mojkho 
MCKnioHMTenbHo Ha cbom orpax h puck. CneACTBHeM 3kthbho 
BeAyLflePicfl pa3pa6oTKM aBnaeTcn n HeAOCTaTOHHan AOKyMeH- 
TupoBaHHocTb MHorux acneKTOB pa6oTw - HanpuMep, pyKO- 
boactbo nonb30BaTenH Katello [4] noKa hto onucbiBaeT ronbKo 
ocHOBHbie qbyHKLinn, Aa h to He Bee. 

C ApyroPi crapoHbi, BeS-MHTepcpetic Katello nHTynTHB- 
ho noHjrreH (ocoSeHHo ecnn bw y«e nMenn Aeno c Satellite 
nnn Spacewalk), n 6a30Bbix cseAeHUM H3 pyKOBOACTBa nonb- 
30BaTenn aohmho XBaTHTb ppn ero HacTpowKH n aAMUHncTpn- 
poBaHUfi. 

B 3aKnKDHeHne otmcthm, hto k cbh3K6 Katello, Pulp 
n Candlepin mo>kho AoSaBHTb eme m Foreman - nHCTpyMem-a- 
puM A^f ynpasneHUfi nonHbiM >KH3HeHHbiM uhkhom nyna cep- 
BepoB, BKmonaa pa3BepTbiBaHne OC n ynpaBneHne KOHCpury- 
paunePi. Oah3Ko Foreman ABnneTCfl noriHocTbK) He33BMCHMbiM 
npoAyKTOM, ero HHTerpsunfl c Kstello cePinsc MUHUMsnbHS, 
n oh aoctstohho cno>KeH m HHTepeceH, HTo6bi nocBHTHTb eMy 
OTAenbHyio CTaTbio EH 



1. CunaKOB fl. FOSDEM 2014, BnenaTneHMfl o KpynHetiweM Open 
Source-KOHCpepeHunn b EBpone. //«CncTeMHbiii aflMUHncTpaTop-, 
MA, 2014 r. - C. 4-7 (http://sarnaq,r^ar C hiye/artig|e/2633). 

2. Katello Installation Instructions - https://fedorahosted.org/katello/ 
wiki/lnstall . 

3. Katelo Disconnected - pa3BepTbiBaeM cepsep Katello b ce™ 
6e3 flocTyna k MHTepHeTy - https://fedorahosted.org/katello/wiki/ 

Giii de K a teii QD isconn ec tgd. 

4. Katello User Guide - httpg://fedprahPStgd,grg^,atgllp/wiK'/ 
UserQujde. 

KntoneBbie cnoBa: Red Hat, Katello, ynpaBneHne, Linux. 



PiicyHOK A. OnepwpyeM c naneTaMH Ha KnueHTCKOii lUUiMHe 
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AflEKCAHflP WCTSIK08. >JgJi 
maBHHK mxenep Gil in Sky 1000 *)Kmb s »ete»), ^^^^^M 
J^Ef^dt i\'Unskvcom . -A 



CEPrEMMmHCKW. 
tenepanbHbM mpeKiop Gil in Sky 1000 «Xhn> s wefieW, 

serge y&gitinsky.com HHHHH a/eA wiinsky.com 



CwcTeMbi ynpaeneHMfi KOHtyiirypaiuieif 

HeM OTiiMHaiOTcn Chef, SaltStack, Puppet, CFEngine m Ansible? 

B CTaTbe pacciviaTpuBaioTCfl neTbipe Ba>KHei/iiJLii/ie rpynnbi cboi/ictb cudeM ynpaBnem/ifl 
KOHcjDnrypaut/iei/i, no KOTopbiM AenaeTCfl cpaBHeHne nonyrmpHbix CM-i/iHCTpyrvieHTOB 



KoMnbioTepbi, Koropbie pa6oiatoT b KanecTBe cepBepoB, Aonw- 
hw o6naflaTb b nepByio o-nepeflb noBbiweHHOft HaAewHOCTbto 
n 6ecnepe6oMHOCTbio b pa6oTe. flna 3Toro, KpoMe npone- 
ro, mm Hy>KHO o6ecnennT oneHb xopouiyio ynpaB/iaeMocTb. 
3to flocTuraercfl MHornMn TexHonorn«Mn n. b tom nucne, npn- 
MeHeHneM nporpaMMHbix CHdeM ynpaBneHna KOHcpnrypau,i/i- 
amu. llo-aHrnMPiCKn sth cucTewbi HasbtBanDTCH Configuration 
Management (CM). 

Ha pud n3o6pa>KeHa TunnnHaa opraHM3aunfl KOMnoHeHTOB 
nporpawMHoro CM-nHCTpyMema b o6meM cnysae. Operator - 

3T0 Bbl - CUCTeMHblM HHWeHep, KOTOpbIM SKCnfiyaTMpyeT CMCTe- 

wiy. B Repository xpaHHTCfl BBOAHbie aaHHbie - cneu.n0nKau.nn, 
Koropbie onucbiBaiOT HHCppacipyKTypy win cepBep. Cneuncpi/i- 
Kaunfl nepeBOflmcfl b profile Ha Translation Agent- 3th p,an- 
Hbie nepeflaioTcn (h/ih 3a6npaioTCfl) Ha ynpaBnneMbie y3nw 
(managed devices) h npeBpamaioTCH TaM b Ha6op ncnoriHfie- 
Mbix KOMaHA npw noMomM KOMnoHeHTa BHeflpeHHn (deployment 
agent). 



CM-CMCTeMbi no3BonfiioT HacTpaHBaTb cepBepa He pyKa- 
mh. a nporpaMMHbiM cnoco6oM. Ohh aBTOMaTH3npyioT Tpya 
CMCTeMHbix aflMMHMCTpaTopoB. npeBpamaa hx b cncTeMHbix 
nH>xeHepoB. CepBepbi npH stom HacTpaHBatoTca 6bicTpo 
h 6e30ujn6oHHO (ecriH. KOHeMHO, caMH ynpaBJifliou4ne CKpnnTbi- 
peuenTbi-nnePi6yKM 6binn HanncaHbi 6e3 oluh6ok). KpoMe Toro, 
cHCTeMa ynpaBneHHfl KOHcpnrypaqnei4 no3BormeT cneflmb 
3a n3MeHeHM8Mu cocTOAHMfl cepBepa h noAflepwwBaTb Ha HeM 
CTa6nnbHyio STanoHHyio KOHCpnrypau,wo. 

PemeHne noAo6HOH 3aAann HeoSxoAHMO. kbk npaenno, 
Ha AOBonbHo KpynHbix cncieMax, TaK KaK no3BormeT skohomhh- 
ho SKcnnyaTupoBaTb 6onbiuoM napK oAHOTHnHbix cepBepoB. 
OAnaKo Tenepb Bee same mowho BCTpeTHTb ncnonb30BaHne 
CM Ha He6onbwnx npoeKTax, H3HaHa/ibHo 3aKJiaAbiBaiomHx 
b apxHTeKTypy HecKonbKO ponen cepBepoB h CTaHAapTHbix 
OKpy>KeHMti (pa3pa6oTKa-TecT-npoAaKUJH). 

YnpaBneHHe KOHcpHrypaunen sepe3 koa, xpaHHMbin b pe- 
no3HTopnn, cymecTBenHO noBbiniaeT ynpaBnneMOCTb npouec- 



PncyH0K I.OtSman cxeMa pa6oTbi CM-GMGieMM 



06ujafl cxeMa pa6oTbi CM-MHcrpyMeHTa 

Git in Sky 
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com HacTpoPiKH n aflMMHUdpupoBaHUfl MT-nHCppacTpyKTypbi. 
3ia napaanrMa npno6pena Aa*e cbohd cobcTBeHHyio abbpe- 
Bnaiypy - laaC - Infrastructure as a Code. 

riocKonbKy HHTepec k CM-npoAyKTaM HeywioHHo pacieT, 
b oaHHOM CTaTbe Mbi nonbuanncb npoaHa/in3npoBaTb h cpaB- 
HMTb caMbie nonynnpHbie H3 hux. 

HcTopufl B03HMKH0BeHMfl nonynflpHbix 

CM-MHCTpyMeHTOB 

riepBaa cudeMa ynpaBneHUfl KOHcpHrypaqneH, noaBHBiuaficfl 
Ha pbiHKe, 6bina CFEngine, OcHOBaTenb n 6eccMeHHbin pyKO- 
BOflHTenb npoeKTa CFEngine - nopBewcKHH yseHbiii MapK Eyp- 
rec, paSoTaioiUHH b yHUBepcuTeTe ropoaa Ocno. 

riepBan Bepcufl npoflyicra Bbiwna b 1993 roAy. no noHsmbiM 
npuHMHaM ocHOBHbiMM napaMeipaMn cucieMbi flon>KHbi 6binn 
CTaTb nerKOBecHocTb h HeTpe6oBaTe/ibHocTb k pecypcaM. oco- 
6eHH0 k ceieBbiM. flei/icTBHTe/ibHo. oco6eHHocTn apxnTeKTypw 
no3Bonnnn HacTpanBaeMbiM KOMnbioTepaM npecnoKOHHO >KHTb 
Aawe b OTcyTCTBun cbh3h c ynpaBnaioinei/i MauiHHOH. 

rioHTM oflHOBpeMeHHO, b 1994 roay, bwxoaut LCFG - CM- 
cucTeMa Ha Perl, pa3pa6oTaHHafl b 3AHH6yprcKOM yHMBepcu- 
TeTe. B OTDMHue ot CFEngine, cucieMa ncnonb30Bana qeH- 
Tpann30BaHHy(0 apxnTeKTypy c o6pa6oTKOH 3anpocoB y3HOB 
Ha ueHTpanbHOM cepsepe. 

B 1998 rooy noflBnaeTca eu4e HecKonbKo chctcm - ISConf, 
PIKT, STAF. HecTHO roBopa.Mbi He nccneflOBann nx noflpo6HO, 
Ba>KHo, hto Ha otom pwHKe y>Ke 6wna KOHKypeHuna. 

B 2002 rofly bwxoaht CFengine2 - Bepcua, b kotopoh bbo- 
AflTcn noHATMfl convergence to desired state n self-healing. 
3th napaAnrMbi no3Bonflnn ynpasnsieMbiM KOMnbioTepaM caMO- 
CTOflTenbHo oSHapywwBaTb owioHeHHfl ot wenaeMoro coctoh- 
hhh m B03BpamaTbCfl k HeMy nyTeM BbinonHeHMa onpeAeneHHbix 
K0M3HA hdh onepauiHH. 

B 2000-e roAbi noflBnaeTCfl eme HecKonbKo pa3pa6oTOK, 
H3 KOTopbix caMon nonynapHOH CTaHOBHTCfl BCfg2 Ha Python. 
B stoh CHCTeMe He 6bino H3HananbH0 MOAynbHOCTM h OHa He no- 
3Bonflna noAHflTbca Bbiiue ypoBHfl abcTpaKunn "Configuration 
files» (cm. HHwe). Ho cncreMa bbina HanncaHa Ha Python u no- 
3TOMy npHB/ieKna k ce6e BHMMaHHe coobinecTBa «nnTOHmn- 

KOB-. 

B 2005 roAy oahh h3 npoABHHyTbix no/ib30BaTeneH 
CFEngine2 Luke Kanies peiuaeT CAenaTb cboh npoAyKT, b cba- 
3m c TeM, hto oh 6bin HeAOBoneH TeM, KaK MapK Eyprec ynpaB- 
nm pa3BHTneM CFEngine. 

flewcTBHTenbHO, yneHbie. npn BceM k hum yBa>KeHHH, peA- 
ko 6biBaioT xopoujuMM ynpaBneHiiaMH HnH 6n3HecMeHaMM. 
TaK poA^ncfl Puppet. OTnuHHTe/ibHbiMH ocoOchhocthmh koto- 
poro CTan abhwok MOAenefi Ha ocHOBe rpacpoB coctoahhm, 
npocTOH h noH^THbifi DSL-fl3biK onwcaHHfi na ocHOBe Ruby 



h n3HasanbHafl opueHTHpoBaHHOCTb Ha coo6mecTBO pa3pa- 

60THMKOB. Bee 3TH MHHOBaUHM 6bl/lH BOCTpe60BaHbl pblHKOM, 

nosTOMy Puppet CTan bkthbho BHeApflTbca b npoMbiwneHHyio 
3KcnnyaTaunio. 

B 2008 roAy MapK Byprec h ero npoeKT CFEngine3 otboth- 
nn Puppet 6onee yAo6HbiM H3biKOM onncaHHH v\ hoboh CTpon- 
hoPi KOHuenqweM, KOTOpafl Ha3biBanacb Theory of Promises - 
Teopwfl o6emaHnPi. B OAHOMMeHHOii KHHre Byprec nonbiTancn 
onncaTb «o6emaHHfl» KaK TexHMMecKMii oSbeKT, a He iophah- 
HecKH-MopanbHbii/i, KaK 6bino npHHfrro ao Hero. KoHqenuHA 
6bma BHeApeHa b npoAyKT h Tenepb, ecnw Bbi xoTHTe HacTpo- 
MTb cepBep npH noMOU4H CFEngine3. bw AOJWHbi pa3o6paTb- 
cfl, hto TaKoe «o6emaHue» h kto KOMy mx AaeT cpeAH cepse- 
poB Baujero npoeKTa. 

B 2009 roAy HecKonbKo aKTHBHbix nneHOB coo6u4ecTBa 
Puppet bo rnase c Adam Jacobs b cbokd onepeAb peujnrin ot- 
noHKOBaTbCfl m co3AaTb CBOfi npoAyKT, KOTopbiti ohh Ha3Bann 
Chef. B oTfiMHMe ot Puppet, h ero siKobbi «HeAeTepMHHnpoBaH- 
hocth», b Chef Bee onepau.nn HAyT b tom nop^AKe, b kotopom 
hx HanMcan nporpaMMHCT. KpoMe Toro, A3biK onncaHHii (DSL) 
b Chef - 3to npocTo Ruby, hto no3Bonnno npHBnenb pa3pa- 
6othhkob Ha 3tom nonynnpHOM A3biKe k co3A3hhkd nepBHHHOi/i 
6a3bi CKpnnTOB (b TepMHHonorHH Chef - peuenroB). 

B 201 1 pa3pa6oTHHKn cynepcKopocTHoro naKeTa o6MeHa 
coo6iAeHMfiMn ZeroMQ co3AaiOT cboio CM-cncTeMy SaltStack, 
npeHMymecTBOM KOTopoPi mnneTcn HMeHHO CKopocTHan kom- 
MyHHKauHq Me>KAy y3naMn ceTH. 

B 2012 CTapTOBan npoeKT Ansible - CHCTeMa ynpaBneHHfl 

KOHCDHrypaUMRMH, C B03MO>KHOCTblO peLUeHHfl ad-hOC 3aA3M, 

6e3 cocpTBepHoro areHTa Ha ynpaBnaeMOM y3ne. Pa6oTaeT ne- 
pe3 SSH. Ha ynpaB/ifleMOM y3ne TpebyeTCfl TonbKO Python sep- 
cmh 2.4+. KaK cneACTBHe 3Ta nporpaMMa He no3BonaeT ynpaB- 
nflTb 3aBncnM0CTAMn Me>KAy y3naMn HHcppacTpyKTypw. 

KaK BMAHM, naKeTOB AOCTaTOHHO MHOrO, n03H3KOMHTb- 

cn c hmmh mo>kho b BnKnneA^n [1]. flpHHeM 3to cpaBHeHHe 
He coAep>KHT nponpneTapHbie HHCTpyMeHTbi ot KOMnaHHH IBM. 
HP, Microsoft, Dell m Apyrwx cepbe3Hbix npon3BOAHTenePi pe- 

LUeHHH. 

Mbi Bbi6pa/in A^fl aHann3a TonbKO caMbie M3BecTHbie 
H3 Open Source penieHMH, KOTopbie ncnonb3yiOTCfl Ha peanb- 
Hbix npoeKTax h, hto HeManoBa>KHO. ncnortb3yioTCfi peanbHbiMH 
KrineHTaMn Haujefi KOMnaHHH Git in Sky. to ecTb Mbi MMeriH onbiT 
pa6oTbi c hhmh b peanbHbix 3aAanax. 

MTaK, 3TH HHCTpyMeHTbi: 

> CFEngine3 (Community Edition v3.5.0): 

> Puppet (v2.7.*); 

> Opscode Chef (v1 1.6.0); 

> SaltStack (v2014.1.0); 

> Ansible (v1.5). 



Ta6nnua 1 . Ba30Bbie CBOMcrea si3biKa onwcaHHfi 



CM-MHCTpyMeHT 


AewiapaTMBHbiM/MMnepaTHBHbiM DSL 


DSL ncno/ib3yeT H3biK/cTaHflapT 


HanMHue Web-MHTepcfeeiica 


CF Engine 3 


fleKnapaTMBHt.ii'i 


CboH\ 


fla, b nnaTHOii sepcun 


Puppet 


AeKnapaTMBHWM/HMnepaTHBHbie 3neMeMTbi 


CBOii/Ruby 


fla 


Chef 


HMnepaTMBHbiii/ AeK/iapaTHBHbie oneMeHTw 


Ruby (b hhctom suae) 


fla, TonbKO ynpaBneHne peuenTaMn/KyK6yKawn 


Salt 


AeKnaparnBHbiH/nMnepaTHBHbie aneMeHTw 


YAMUPython 


Aa, noKa cbipan BepcHn 


Ansible 


AeKnapaTMBHbiWuMnepaTHBHbie aneMeHTw 


YAML 


Aa, TonbKO b nnaTHOi^ sepcuw Ansible Tower 
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MeTOAonorMfl cpaBHeHMn 

B cbogm nccneflOBaHnn mw onupanncb m MGTOAonorwo [2], 
pa3pa6oTaHHyio b 2010 roay b denbrwticKOM yHUBepcmeTe 
Katholieke Universiteit Leuven. 

flnsi cpaBHeHMfl mw Bbiflenwnu cne,qyiou4ne rpynnbi cbomctb 
npoflyKTOB: 

1 ) CBOMCTea cucTeivibi BBOfla AaHHbix 06 ynpaB/ifleMon 
CHCTeMe cepBepoB. 

B 3tom pa3Aene mu cpsbhubsgm to, kbk pa3Hbie npoflyK- 
Tbi npeanncbiBaKDT BBOAHTb HHCpopMaunK) o HacTpoPmax cep- 
BepoB. KaK npaBHno. ncnonb3yeTca HeKnii R3biK HacTpoftaki, 
Ha KOTopoM onucbiBaioTCf) KOHcpurypaunn cwcTGMbi h/u/im ot- 
Ae/ibHbix y3noB. 

1.1) 5a30Bbie CBoiicTBa w3biKa onucaHMD (DSL). Cwctgm- 

HblM OTHUHHeM T3KMX H3blKOB HBHUGTCfl Hn6o AGKHapSTHBHOG, 

nn6o MMnepaTMBHoe onucaHne. KpOMe Toro, b aToii cuciewe 
mh oueHUBaeM Hannnne bo3mo>khocth ynpasneHna nepe3 Be6- 
CTpaHnuy. (Ta6nnua 1 ) 

fleKfiapaTMBHbifi CTn/ib 6onbiue noAXOAUT a^ onucaHUfl co- 

CTOflHHM CepBepOB, B TO BpeMfl K3K MMnepSTHBHblM n03BOnfl- 

eT ocymecTBnnTb nonHbM KOHTponb 33 npoueccoM BHeAPSHna 
M3MeHGHi/ifi. Be6-nHTepcpePic peAKO 6biB3eT Hy>KeH npocpec- 

CHOHSHbHblM CUCTGMHblM 3AMMHMCTp3T0paM MflM MWKeHepaM, 

ho ero Hsnnnne. TeM He MeHee, no3BonweT cneunanncT3M 06- 
nernHTb cbom Tpyq, b hscthocth, no nocTpoeHwo othgtob m hs- 
rnflAHOMy oToGpsweHMK) coctohhhw nHcppacTpyKTypw. 

1.2) MexaHM3Mbi a6cTpaxi4iiii - sto Hannsne bo3MO>k- 

HOCTGM B A3blKG OnHCaHUfl 33A3B3Tb TG HJ1M HHblG ypOBHH 

a6cTp3Ki4nn ot KOHKpeTHbix peanu3ai4nw. Mo>kho BbiAGHHTb 
aiGCTb TaKMX ypoBHew: 

a. ynpaBHGHUG tpgSobshhamu SLA k cHcreMe (HanpMMGp: 

«CK0HCpUrypnp0B3Tb A0CT3T0HH0 MHOTO nOHTOBblX CGpBGpOB, 
HTOSbl 066Cn6HHTb BpGMfl SMTP-OTK/1HK3 N mS»). 

b. YnpaBfiGHMG tpg6ob3hhhmh k ponflM (kjisccsm) HHCT3H- 
cob (HsnpuMGp: -CKOHCpurypupoBSTb N noAxoA^Liinx msujmh 

B K3HGCTBG nOHTOBblX CGpBGpOB"). 

C. ynpSBJlGHMG Tpe60B3HHflMM K HHCT3HC3M HG33BWCHMO 
OT HX KOHKpGTHOM p63ntf33UHH (HSnpHMGp: «CKOHCpHrypHpO- 
B3Tb MSLUHHbl X.Y.Z K3K nOHTOBblG CGpBGpbl»). Ilpn 3T0M HH- 

CTaHCbi MoryT pa36nBaTbCfl Ha p«A napaMGTpoB. (HanpuMep, 
napsMGTpsMn bg6-cgpbgp3 6yAyT - nopT, KOTopbift oh cnyius- 

er, nOAAep>KMB3GMblG CKpHirrOBblG A3blKH; BO3M0)KHOCTb npoK- 
CUpOBSHUfl M T.A ). 

d. YnpSBnGHUG Tpe6QB3HHf)MH K KOHKpGTHbIM p63nH33UH- 
HM HHCT3HC0B (HSnpHMep: «C03A3Tb/3aMGHHTb C/1GAyK)Li4HG 

ctpohkh b sendmail.cf Ha MamnHax X.Y.Z-). 

g. ynpaBHGHMG KOHCpurypsunoHHbiMn cpsiinsMn (HsnpnMGp: 
«nono>KHTb KOHCpurypsuMOHHbirt dpam sendmail.cf na cepsep 
X»). 

f. ynpaBneHne ABOHMHbiMM o6pa3aMn KOHCpnrypai4w/i («3a- 
nuTb o6p33 BnpTys/ibHOM MsiuMHbi H3 copsop X», CM. T36nn- 
uy2). 

1 .3) MexaHH3Mbi noAAepwKM MOAy/ibHOcm, bo3MO)kho- 
ctm no coKpameHnio noBTopnioLunxcfl 3aAas. 

flnn coKpameHun TpyA033TpsT n yBennHeHMfl noBTopfleMO- 
ctm ncnonb30BaHHH KOAa hgoSxoahm tot v\m \aho\a ypoBGHb 
MOAynbHocTM, npGAycMOTpeHHbiPi b cmctgmg. B o6lhgm cny- 

H3G BOnpOC nOBTOpflGMOCTM HCnonb30B3HHfl KOA3 CBOA^TCfl 

k onucsHMAM rpynn y3noB no p33HbiM nspsMGTpsM, MTo6bi npw- 
MGHATb k hum oahh m tot >kg KOA- B 6on6e npoABUHyTbix cny- 



H3flx 3tm rpynnbi onpeAenflK)TC9 AnnsMHnecKn no cbowctbsm 

HHCT3HC0B. B 33BHCMMOCTM OTBeTS H3 TOT HHH \AHO\A 33npOC 
mV\ B 33BHCMMOCTM OT TeX HHM HHblX H3CTpoeK OKpy>KeHHfl. 
flononHMTenbHbIM CBOMCTBOM MeX3HH3M3 MOAy^bHOCTM flBHfl- 
eTCfl B03MO>KHOCTb C03A3B3Tb MOAyHH TpeTbMMH CTOPOH3MH 
(He P33P360THMKOM MHCTpyMeHTS, COOSlHeCTBOM). 
B03M0>KHbie MeX3HH3Mbi: 

> CTaTMHGCKM onnc3HHbi6 rpynnbi (Static). 

> Tpynnbi ccbopMnpoBSHHbiG no 33npocy (QuGry bsscd). 

> McpspxuHecKMe rpynnbi (Hierarchical). 

1.4) MexaHH3Mbi MOAennpoeaHUfl oTHoiueHnn Mewny 

HaCTpaMBaeMbIMM CymHOCTHMM. 

Oahh M3 maBHewiiiHX hctohhhkob olum6ok h npocToeB 
b nHcppacTpyKType - HenpaBHnbHbie KOHCpnrypauMH M3-3a 4e- 
noBenecKux oluhCok. TnnnHHbiPi cnyHaPi - HecornscyiomsflCfl 
nnn npoTMBopeHUBSfl KOHCpurypaqufl. HanpuMep, ec/in Bbi ne- 
peHOCHTe 30Hy flHC Ha APyrow NS cepBep m 3a6wnn n3MeHHTb 

ero IP-aApeC3. 3BHO 33A3HHbl6 MOAGnH OTHOLUGHUM. KOTOpbIG 

npncyTCTBytoT b cgtgbwx KOHCpnrypaunflx no3BorifiioT coxps- 

HHTb KOHCDMrypSUHOHHyiO MOAG/lb C0m3C0B3HH0W H HGnpOTH- 
BOPGHHBOM. HsnpUMGp. flBHO 33A3HHOG 0TH0LUGHH6 MG>KAy H3- 
CTpOWKSMH DNS KnUGHTS M 3APGC0M DNS-CGpBGp3 n03BOHfl6T 

npn oro nopGHOCG hs Apyrofi sapgc sbtomstuhgckh CAGJiSTb 

H3MGHGHMA H3 BCGX KHMGHTSX. MOAGHHpOBSHUG OTHOLUGHMM no- 

3BonfiGT cymGCTBGHHO coKpaTHTb pucK oluhSok npn ynpaBHG- 

HHH KOHCpHrypSUMflMM. 



Tafimma 2. MexaHH3Mbi a6cipaKUMH 


CM-MHCTpyMeHT 


Bo3Mo*Hbie ypoBHu a6cipaKmiM 


CFEngine 3 


C, D, E 


Puppet 


C, D, E 


Chel 


C D E 


SaltStack 


C, D.E 


Ansibie 


C, D.E 


Ta6nnua 3. MexaHH3Mbi no/wep*Kn MOflynbnocw, bo3mo)khocth no coKpameHHio noBTopsi- 
wmHxcfl 3a^aM 


CM-MHCTpyMeHT 


MexannsMbi noAAepwKM 

MOfly/lbHOCTM 


B03MO)KHOCTb C03flaHMfl 

MOflynew 3 ctopohsmm 


CFEngine 3 


A.B.C 


fla 


Puppet 


A.B.C 


fla 


Chef 


A,B 


fla 


SaltStack 


A.B 


fla 


Ansibie 


A 


fla 



Ta6nnua 4. MexaNM3Mbl HanoweHHS orpawweHHfl Ha orHOUieHMdx 



CM-MHCTpyMeHT 


AeTanbHOdb 


ApHOCTb 


OrpaHMHeHMH 


CFEngine 3 


A, B, C 


A B C 


B 


Puppet 


A. B. C 


B.C 


A 


Chef 


A, B. C 


B C 


A 


SaltStack 


A, B.C 


B.C 


A 


Ansibie 


He noAflepMBaeT 


He noAflepMBaet 


He noAaep*BaeT 
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CyujecTByeT HecKonbKO MexaHH3M0B MOAennpoBaHna otho- 
nieHUki: 

MexaHM3M fleia/ibHOCTM OTHOiueHiiti MOflennpyeT ot- 
HoiueHUfl Me>KAy KOHCpurypauuoHHbiM y3naMn (MHCTaHcaMn) 
m mx napaMeipaMn. B pa3Aene 1.2 Mbi roBopunn o KOHcpury- 

pupOBaHUM HHCTaHCOB (KJiaCC C) M 0 TOM, MTO OHM MOryT 6blTb 

pa36MTbi Ha napaMeipbi. TaKne OTHOweHMA MoryT 6biTb Tpex 
TMnoB: 

A. 1/lHCTaHC-MHCTaHC. IlpMMepOM TaKOrO OTHOLLieHMFI flBHfleT- 
Cfl npMBefleHHblM BblWe npMMep 3aBMCMM0CTM Me>Kfly MHCT3H- 

com cepBepa flHC m ero mmnjoB. 

B. riapaMeTp-napaMeTp. npMMepoM TaKoi/i 3aBMCMMOCTM 
flBnaeTCfl, HanpMMep. CNAME-3anMCb, KOTopan Tpe6yeT o6«3a- 
TenbHoro Ha/iMHMfl cooTBeTCTByiomePi A-3anMCM b DNS. 

C. riapaMeTp-MHCTaHC. llpHMepOM TaKOI/l 3aBMCMMOCTM MO- 

>KeT 6biTb 33BMCMM0CTb mail-cepBepa ot HariMHMfl MX-3anwcM 
bDNS. 

MexaHM3M apnocTM (BaneHTHOCTM) OTHOUieHMM MOflenM- 
pyeT OTHOiueHMFi Me>Kfly TeM mhm mhwm KonnsecTBOM cymHo- 
CTeM. 3tm oTHOineHMfl woryT 6biTb cneflyiOLUMx tmiiob: 

A. One-to-one. 

B. One-to-many. 

C. Many-to-many. 

MexaHM3Mbi HanoweHun orpaHMHeHMM Ha otholughhsix 

no3BonneT BBec™ b onwcaHMe OTHOiueHMM Me>KAy cymHOCTflMn 
Heo6xoAMMbie orpaHnneHMfl, ohm Moryr 6biTb AByx TMnoB: 

A. OrpaHMHeHMe c npoBepKOM ycnoBMfl. HanpMMep: «Cep- 
Bep Mo>KeT o6cny>KMBaTb He 6onee 100 KnneHTOB>» mhm «Knv\- 
eHTbi MoryT Mcno/ib30BaTb DNS-cepBepw, AOdynHbie b mx noA- 
ce™». 

B. «MflrKoe» orpaHMneHne. TaKoe orpaHMneHne ocTasnfieT 

6onbLUe CBOSOAbl }VW CM-MHCTpyMeHTa, C B03MO>KHOCTbK) Bbl- 



6opa OAHoro peweHMfl M3 pflAa. HanpMMep «CKOHCpMrypMpo- 
BaTb N MaujMH n OAHa M3 hmx Aon>KHa 6biTb mailserver- (cm. Ta- 
6nMuy 4). 

2) CBOMCTBa, cBH3aHHbie c BHeflpeHMeM onucaHHbix koh- 
tpMrypau,MM. 

2.1) MacujTa6npyeMOCTb. flpn pocTe KoriMHecTBa ynpaBna- 
eMbix y3nos, B03HMKaeT Sonbwaa Harpy3Ka Ha KOHCpMrypauM- 
OHHbie cepBepa. oco6eHHO b pex<MMe «pull». KpoMe Toro, seM 
6onbine MHCppacTpyKTypa, TeM OHa 6onee pa3HopoAHa. mto 3a- 
CTaBnaeT Mcnorib30BaTb 6onee BbicoKMe ypoBHM a6cTpaKL(MM, 
a 3T0 b cbok) OHepeAb npMBOflMT k AononHMTenbHOM Harpy3Ke 
npM nepeBOAe a6cTpaKTHbix npaBun b KOHKpeTHbie nnn k3>kao- 

TO M3 y3J10B. 

To, K3K CM-MHCTpyMeHT peiuaeT stm npo6/ieMbi, onpeAenfl- 
eT ero MacLUTa6npyeMOCTb. 

2.2) ApxiiTeKTypa npoijecca BHeflpeHun KOHcpurypaunn. 

3Aecb CM-npoAyKTbi mo>kho pa3nMnaTb no cooTHOtueHMio ko- 
nMnecTBa translation agents (cm. pmc. 1) m KonnnecTBa ynpaB- 
nneMbix y3JiOB (managed nodes): 

A. L4eHTpa/iM30BaHHan (oamh ueHTpa/ibHbiM cepBep) 

B. Cna6o pacnpeAeneHHan - MoweT 6biTb HecKonbKO cepse- 
poB (HanpMMep, pennMK) Ha MHoro ynpaB/iaeMbix y3noB. 

C. CMHbHO pacnpeAeneHHafi - Rrm KawAoro y3na cbom 
translation agent. 

KpoMe Toro CM-MHCTpyMeHTbi HywHO pa3/iMHaTb no cnoco- 
6y A0CT3BKM Push/Pull. Push noApa3yMeBaeT «npoTariKMBa- 
HMe» M3MeHeHMM ot cepBepa, a Pull - 3anpoc ynpaBnneMbiM 

y3flOM CepBepa 0 B03MO>KHblX M3MeHeHMflX, 

2.3) CM-MHCTpyMeHTbi TaK>Ke Heo6xoAMMO pa3nMsaTb 
no cnucxy noAflepwMBaeMbix n/iaTdpopM Ana ynpaB/ieHMfl. 
He Bee cMCTeMbi noAAep>KMBaiOT Bee MHoroo6pa3Me cepsep- 
Hbix nnaTCpopM. KpoMe Toro, HeKOTopbie MHCTpyMeHTbi noA- 



Ta6/inua 5. CnwcoK no/wepxwBaeMbix nnaicpopM 



CM-MHCTpyMeHT 


MaciDTa6MpyeMOCTb Deployment architecture 


Cnoco6 AOdaBKn 


Platforms 


CFEngine 3 


> I0O0C /3noB 


C 


Pull. Push 


■BSD AIX HP-UX i nux. Mac OS > Solaris. Windows 


Puppet 


EcTb MHCTannflUMM 
100k y3noB 


A,B 


Push, Pull 


'BSD. AIX. HP-UX, Linux, Mac OS X, Solaris, Windows 


Chef 


> 10000. 3asiBneHO 
AO 50000 


A.B 


Pull. Push (Push TonbKO 
b Moayne k Enterprise Chef) 


•BSD. Linux. Mac OS X. Solans, Windows 


SaiiStack 


HeT HHCpopMaunn 


A,B 


Pull 


•BSD, AIX. HP-UX, Unux, Mac OS X, Solaris, Windows 


Ansible 


> 100 


A 


Push 


"BSD. AIX. HP-UX, Linux, Mac OS X, Solaris 



Ta6nnua 6. MexamtiMM kohtpofir flocryna 



CM-MHCTpyMeHT 


flpocTOTa | TecTbi 


MOHMTOpHHT 


BepCMOHHOCTb 


AoKyMeHTMpoBaHMe OKpyweHtin 


npaBa 


CFEngine 3 


Cnox<HO Dry run 


8cTpoeH 


BHeiUHUM peno3MT 


CTpyKTypMpoeaHHafl 


Runtime 


Path-based 


Puppet 


CpeflHe 


Dry run. staging/ 
testing integration 


MHTerpaunn 

C BHeiUHMM 


BHeiUHMM peno3MT 


CBo6oflHa« 

m cTpyKTypMpoBaHHafl 


Runtime, database 


Path-based 


Chef 


Cho»ho 
DevOps 


Dry run, staging/ 
testing integration 


MHTerpaunf 

C BHeiUHMM 


BcTpoeHHbIM 

M BHeiUHMM peno3MT 


CBo6oflHafi 

m CTpyKTypMpoBaHHaw 


Runtime, database 


Path-based 


SaltStack 


CpeflHe 


Dry run 


BcTpoeH 
c 0.15.0 


BHeiUHMM peno3MT 


CBo6oflHaR 


Runtime, database 


BcTpoeHHbiM ACL 


Ansible 


flpOCTO 


Dry run 


MHTerpauMfl 

C BHeiUHUM 


BHeiUHMM peno3MT. 


CBo6oflHasi 


Runtime 


HeT 
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flep>KHBaiOT B03M0>KH0CTb HacTpoi/wn ceTeBbix ycTpoiicTB, 
npuHTepoe n flpyrux ycTpoktcTB. B ary >Ke rpynny cbomctb 

MOWHO OTHGCTH B03MO)KHOCTb B3aMMOfleMCTBMfl C flpyrHMH CM- 

nHCTpyMeHTaMn. (TaSnnua 5) 

3) BonbLuan rpynna cbomctb CM-HHCTpyMeHTOB CBH3aHa 
c BonpocaMM ynpaB/ieHUH BxoflHbiMM cneu,ncpMKau,MflMH. 
9to BKnioMasT b ce6a: 

3.1) Usability unn yfloScTBO wcnonb30BaHHfl. Koropoe mow- 
ho pa36mb Ha 3 acneKTa: 

3.1.1) ripocTOTa «3biKa onucaHUM. FbbiK onncaHnrt flon>KeH 

6blTb nOHflTeH H flOCTaTOMHO 6blCTpO OCBaHBaTbCfl CUCTeMHblMM 

aflMUHncTpaTopawn, y Korapbix Heo6fl3aTenbHO ecTb Bbicwee 
o6pa30BaHne. HeKOTopwe MHCTpyMeHTbi noApa3yMeBatOT ao- 

CTaTOHHO BblCOKUM OnbIT pa3pa60TKH, KOTOpblPi Mbl Ha30BeM 

DevOps Skills. 

3.1.2) rioAflepjKKa TecTupoBaHMfl cneuncpuKaunii. Mh- 
CTpyMeHTbi flon>KHbi (wnn MoryT) npeflocTaB/iflTb bo3MO>khocth 
no TecTupoBaHura n3MeHeHHbix nnn HOBbix cneLincpuKaqnii ny- 
TeM «dry run- nporoHa Bcex KOMaHA 6e3 pea/ibHoro BHeceHwa 
M3MeHeHMM hhh bo3mo>«hoctm nocTpoeHnq TecTOBOtf BnpTyanb- 
hom cpeflbi. 

3.1.3) noflflep>KKa MOHMTopuHra ynpaBnaeMow HHCppa- 
dpyKTypbi - KaKne bo3mo>khocth npeAnaraeT nHCTpyMem 
no opraHH3aunn MOHHTopHHra co3flaHHoii npn ero noMouun 
nHCppacTpyKTypw, 

3.2) noAAep>KKa BepcuoHHocTM cneu.ncpHKau.nw - o6biHHO 
ncnonb3yiOTCfl peno3HTopnw h nporpaMMbi Komponfl BepcuPi. 
Bee dm HHCTpyMeHTbi noAAep>t<nBaiOT sto? 

3.3) noAAepxcxa AOKyMeHTupoBaHMJj cneu.ncpHKau.nPi - 
B03M0>KH0CTb reHepaunw flOKyMeHTauwn H3 KOfla. 

3.4) rioAAep)KKa opraHM3au,MOHHbix no/iMTMK b npoLiecce 

BHeApeHUfl H3MeHeHHH - B03MO>KHOCTb C03AaHM« OKpy)KeHMM 

(staging, testing) h npoBeAeHHfl Heo6xonnMbix cTaAHw omaAKu 
npooyKTa. 

3.5) MexaHM3Mbi kohtpojih AOCTyna - nocKoribKy «a>K- 
flbiM coTpyAHHK, MMeiOLAnw flocTyn k cucTeMe cocTaBneHwa 
cneu.HCpHKau.HW n wx coxpaHeHwio. cpaKTunecKM MMeeT flocTyn 
ko Bcei/i ynpaBnneMOH HHCppacTpyKType, HeobxoAHMbi acp- 
cpeKTMBHbie MexaHH3Mbi pa3rpaHHMeHMA npas. 3to oco6eHHO 
aKTyanbHO Ha 6oribUJHx HHCppacTpyKTypax, Korqa flecflTKn cuc- 
TeMHbix aflMHHUdpaTopoB c pa3HbiMn npaBaMn Aon>KHbi nMeTb 
flOdyn k oahoh w tow >Ke CHCTeMe ynpaBneHwa cneqwcpHKauw- 
amw CM-nHCTpyMeHTa. (cm. Ta6nwuy 6) 

4) CBoricTBa, CB«3aHHbie c noAAep)KKOM npoAyKTa. 

4.1) HacKonbKo npocTo ocBomb AaHHbiw npoflyKT? 3qecb 
Mbi oqeHUBaeM see npoflyKTbi no 5-6an/ibHOH uiKane wcxoa^ 
W3 co6cTBeHHoro onbua ocBoeHwn. 1 - TpyAHO, 5 - nerKO. 

4.2) HacKonbKo npocro BHeAPWTb ero b peanbHyto cucieMy? 
Hania cySbeKTMBHaa 5-6a/inbHafi oueHKa. 1 -TpyflHO, 5 -JierKO. 



4.3) Hanwnwe flOKyMeHTaunw. KaHecTBO AOKyMeHTauwn, Ha- 
nwnwe TyTopnanoB, obyneHWfl. 

4.4) HannHMe KOMMepnecKow noAflep>KKW - o6yneHne, B03- 
MWKHOCTb HacTpoPiKu peuieHUM noA 3aKa3HHKa 

4.5) HannMne coo6mecTBa nonbsoBaTeneii - no 5-6annbHoti 
uiKane Mbi oueHHnu pa3Mep m aKTHBHocTb cooSmecTBa 

4.6) CieneHb 3penocTn npoflyKTa - oqeHKa CTeneHu pa3- 
Bmnfl. He nofiBnfiHDTCfl nn c Ka>KAofi hobom Bepcuefi AOCTaTon- 
ho cepbe3Hbie M3MeHeHHfl m cpyHKUnn. CieneHb noflAep>KKn 
npeAbiflyLAnx Bepcm (cm. Ta6nnuy 7) 



B KOMnaHnn Git in Sky, BHeflpwin 6onee 6 npoeKTOB 
Ha Chef. 2 npoeKTa Ha Puppet. 4 npoeKTa Ha SaltStack n ynpaB- 
meM Ha Ansible CBoew coScTBeHHOM HHcppacTpyKTypoti. Kpo- 
Me Bcero nepeHncneHHoro b ciaTbe Mbi MOweM CKa3aTb o tom. 
hto HecMOTpa Ha to, hto Bee HHCTpyMeHTbi MoryT ynpaBnflTb 
nio6oM nHcppaTpyKTypow, Chef H3 nepBHSHow yciaHOBKM cpa3y 
xopoujo pa6oTaeT c Debian/Ubuntu, a noA CentOS/RHEL Tpe- 
6yeT 6o/ibLue omaflKn. Puppet npeKpacHO pa6oiaeT c CentOS/ 
RHEL, a SaltStack >KnseT flociaTosHO xopoaio Ha Bee Linux. 

Ansible, b cuny CBoeut ad-hoc npwpoflbi npeKpacHO padoia- 
eT nepe3 SSH c nio6oM OC, ho na SmartOS oh co6npaeT cnnuj- 
kom Mano cpaKTOB. BnposeM, pa6oia co SmartOS AOCTaTOHHo 
cnabo 0Tpa>KeHa bo Bcex npoflyKTax, t.k. aia OC Mano pac- 
npocTpaHeHa. 

Mo>KeM cqenaTb Bbisofl, hto an» ynpasneHUA cno>KHbiMn 
cncTeMaMn Hy>KHo ncnonb30BaTb nepBbie W3 Tpex npooyKTOB. 
Ecnn y Bac orpaHMMeHbi pecypcbi ceTn nnn MawnH (HanpuMep, 
HaAO ynpaBJiflTb cna6biMn MaujuHaMH-AaTHMKaMn ycTaHOBneH- 
hwmh BHe flaTaqeHTpoB) to BbiSnpatfTe CFEngine 3. Ecnn y Bac 
SonbLuan nHcppacTpyKTypa h Bbi caMM HanonoBMHy pa3pa6oT- 
hmk, 3Hatou4MM Ruby, 6epnTe Chef. EcriM Bbi 3Haeie tohk b Ae- 
KnapaTMBHOM noflxofle n onucannn coctowhum - Puppet n Salt - 
flrm Bac. KpoMe Toro. Salt nofloPifleT TeM, KOMy Ba>KHa CKopodb 
o6MeHa cooSujeHMfiMn n BHeApeHnq n3MeHeHnw Me>KAy y3naMn 
HHCppacTpyKTypbi. Hy a e>KeAHeBHbiM HHCTpyMeHTOB Rm no- 
BceflHeBHbix 3aAan BnonHe MO>KeT 6biTb Ansible. 

Bee MHCTpyMeHTbi nnujyTCfl TanaHTnuBbiMn KOMaHflaMn h Bee 
Moryr cny>«HT Bepoii n npaBqoPi BaLiiew MHCppacTpyKType ESS 



1. BuKuneAHf - cpaBHenne CM-cucTeM - http://en.wikipedia.org/ 
wiki/Comparison of open source configuration management 

software- 

2. MeTOflonorun cpaBHeHun - https;//vww ugenjx.Qrg/legacy/eyent/ 
lis ai Q /t ech/fgil .paper s /Delaet . pdf. 

K/iHjneBbie cnoBa: ynpaBneHne KOHcfurypaLineM. CM, Puppet. Chef, 
SaltStack, Ansible. 



Ta6nniia 7. CteneHb apenocra npoflyKTa 



CM-MHCTpyMeHT 


OcBoeHHe 


BHenpeHne 


AoKyMemaijMH 


KoMMepnecKafl nojwepwKa 


Coo6mecTBo 


3penocTb 


CFEngine 3 


2 


:> 


rionHafl AOKyMeHTauun, TyTopnan, cnpaBKa 


ECTb 


3 


5 


Puppet 


3 


4 


nonHas flcmyMeHTauHn, Tyropnan. cnpaBKa 


ECTb 


5 


4 


Chef 


2 


3 


rionHas flOKyMeHTaunfl, ryropuan, cnpaBKa 


ECTb 


5 


5 


SallSlack 


4 


3 


rionHaa AOKyMeHTaunn, cnpaBKa 


ECTb 


3 


3 


Ansible 


5 


5 


noninafl flOKyMeHtaunfl, Tyiopnan, cnpaBKa 


ECTb 


3 


3 
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BnpTyariM3aL4HPi 



AHEKCAHflP PyflEHKO, 3A0 -Monaascm W3C», aammapawp 
rM0opM3iii / !QHHOn Be3onacHocn< a.ivdikkiBgmail.com 



06naKO ot VMware 

HacTb 1. Pa3BopaHNBaeM vCloud Director 

PaccMOTpuM Ha6op npoflyKTOB vCloud Suite, ero 6a30Bbie 6jiokh i/i KOMnoHeHTbi, a TaK>Ke 
ydaHOBKy vCloud Director c oni/icam/ieM Bcex uuaroB 



3to nepBaa ny6nnKau,ufl b unKne CTaTei/i, nocBflmeHHOM vCloud 
Suite (vCS). vCS - sto Ha6op npoflyKTOB. BKniOHaiomtw Bee He- 
oSxoflUMoe s\m nocipoeHUfl noriHoueHHoro, cepBucopneHTH- 
poBaHHoro, aflanTHBHoro k ntoSbiM 3aAanaM o6naKa, kbk nacT- 
Horo, TaK n ny6nnMHoro mhm rn6pnflHoro. Ochobom flnn 3Toro 
cnywm BnpTyanbHaa HHCppacTpytaypa VMware vSphere. 

CaMa no ce6e Tewa flOBonbHo o6ninpHafl n cno>KHafl c Tex- 
HMHecKOii tohkh 3peHna. B 3T0ii pa6oTe a nuiub HeMHoro koc- 
Hycb TeopeTunecKnx ochob m 6o/iee AeTanbHO ocBeu4y npo- 
uecc pa3BepTbiBaHMfl maBHoro KOMnoHema nofl Ha3BaHneM 
vCloud Director (vCD). nocneAytomne daTbn 6yAyT nocBame- 
Hbi KOHCpurypupoBaHMio n TexHunecKUM tohkoctam vCD m vCS, 
a TaKjKe caMUM KOHu,enu,nflM odnaHHoPi BwpiyanbHoui uHcppa- 
CTpyKTypbi. 

npHMenaHne. B cociaB vCloud Suite bxoaut HecKonbKO 
OTAenbHbix npoAyKTOB. CpeAn hhx -vCloud Director - mas- 
Hbifi KOMnoHem, flBratoLAW/iCH cepBepow ynpaBneHna o6na- 

KOM. no STOM npUHHHe fl B OCHOBHOM 6yAy TOBOpHTb MMetHHO 

o vCloud Director n nnuib b o6mnx cnysanx ynoMMHaTb Becb Ha- 



6op npoAyKTOB vCloud Suite wnn ero KOHKpeTHbie KOMnoHembi. 
napy chob 06 o6naKax 

K co>t<aneHHfo, Bee eme npuxoAHTCfi HannHaTb c aroro Bonpoca, 
TaK Kan MHorne CHmaioT, hto oSnaKo - sto o6bi4Hbiw Bnpiyanb- 
Hbii/i xocTUHr Ha OpenVZ, Xen nnn aHanorwHHbix nnaicpopMax. 
H 3to HeyAHBUTenbHO, Tax ksk HacTb xocTHHr-npoBai/iAepoB, 
He MeHflH cbok) MHoroneTHiora nHCppacipyKTypy, nonpociy ao- 
6aBnnn k Ha3BaHHfo -oGnanHbiM cepBnc» - Aa6bi 6biTb b TpeH- 
Ae. HiaK, comacHO onpeAeneHwo [1] NIST(Hau,woHanbHbii/i 
MHCTWTyT daHAapTOB n TexHonoruft) oSnaKOM ABnaeTCfl cep- 
BucHan MOAenb. Koropan no3BonfleT, ncnonb3ya yAo6Hbifi ce- 
TeBOM AOCTyn, nonysnTb AOCTyn no Tpe6oBaHwo k o6meMy 
nyny HacTpanBaeMbix BbiHucnmenbHbix pecypcoB, HanpuMep, 
ceTM, cepBepw. xpaHnnnuaa. npunowenufl wnn ycnyrn rio/iy- 
naewbie pecypcbi MoryT 6biTb Sbidpo HacTpoeHbi n pacnpe- 
AeneHbi no CBoeMy ycMOTpeHwo c MUHUManbHbiMn ycunn^Mn 

H 6e3 Heo6xOAHMOCTH B3aWM0Aei/ICTB08aTb C nOCTaBLUHKOM 

ycnyr. TaK>Ke yKa3aHbi nmb ocHOBHbix KpmepneB o6naKa (ca- 



PncyH0K 1. CpaBHeHHe peranum} vCloud Suite 



vCloud Networking and Security 



vCloud Connector Advanced 



vCloud Director 



vSpnere Enterprise Plus 



vCloud Automation Center 



vCloud Networking and Security 



vCloud Connector 



vCloud Director 



vSphero Enterprise I 



Management Suite Enterprise 



vCloud Networking and Security 



vCloud Connector Advanced 



vCloud Director 



vSphero Enterprise Plus 
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BnpTyann3aL4H3 

MOo6cnyx<nBaHwe. ceTeBoPi AOCTyn no TpeCoBSHwo. oobeAnne- 
Hue pecypcoB, snacTMHHOCTb pecypcos, noAcneT TonbKo nc- 
nonb3yeMbix pecypcoB). 

1/lcxoAfl H3 3Toro KnaccMsecKne rmaicpopMbi BnpTyann3a- 
14HH, Ha 6a3e kotopwx sacTo npeAOCTaBraioT ycnyri/i xocTHHra, 
HanpHMep, VMware vSphere, XenServer, KVM, a TaKwe OpenVZ, 
He flBnatoTCfl o6naMHbiMM nnaTcpopMaMn. Mx cpeACTBa ynpaB- 
neHMfl Tpe6yK)T cepbe3HOM TexHunecKOi/i noAroTOBKH n npeA- 
Ha3HaHeHbi p,m nH>KeHepoB v\ cneunanncTOB. TaK>Ke ohu eABa 
nn cooTBeTCTByioT BbinienepeHncneHHbiM KpnTep^flM o6nasHoi/i 
nnaTcpopMbi. HMeHHo no3TOMy cymecTBytoT Tawe BbicoKoypoB- 
HeBbie nnaTcpopMbi. KaK VMware vCloud Director, CloudStack, 
OpenStack, Xen Cloud Platform, OpenNebula n nposne, pea- 
nn3ytou4ne MOAenb laaS (Infrastructure as a Service). C noMO- 
mbio vCD mo>kho nerKo C03AaBaTb BnpiyaribHbie AaTa-qeHTpbi 
(vDC) - HeKuPi Ha6op BbiHucnmenbHbix pecypcos - m npeAO- 
CTaBrmTb k hum yqoSHbiCi. HHTynTHBHO noHHTHbirt AOdyn o6bin- 
hwm nonb30BaTen?iM-KnneHTaM. M Bee sto c AnnaMUHecKUM 
noAcneTOM pecypcoB, pa3rpaHnseHneM npaB c HapamnBaHfieM 
Tex nnn MHbix MomHocTei/i no Tpe6oBaHnio, a TaKwe c aBTOMa- 
TMsauneki SonbLunHCTBa TunnsHbix 3aAas. 

PeflaKUHM M AMMeH3MpOBaHMe 

TaK KaK vCD - sto nnuib cepBep ynpaBneHna n caM no cebe 
Hunero He MoweT, oTAenbHO oh He npoAaeTca n bxoaut b Ha- 
6op vCloud Suite. cociaB KOToporo BbimflAUT cneAywiuuM 06- 
pa30M: 

vSphere Enterprise Plus - co6cTBeHHO, ocHOBa ochob; 
vCloud Director - «rB03Ab ceroAHflWHeM nporpaMMbi-; 
vCloud Connector - MexaHH3M, no3BonfiiomnPi coeAUHHTb 
o6naHHbie HHcppacTpyKTypw na 6a3e VMware vSphere, 
KaK sacTHbie, TaK v\ nybnusHbie; 

vCloud Networking and Security - HOBoe Ha38aHne vSheild 
Manager - BnpTyanbHoro ceTeBoro OKpaHa Ana nnaTdpopMbi 
vSphere; 

vCenter Site Recovery Manager - peoieHne, BbinoriHflio- 
mee aBTOMaTusecKoe aBapn^Hoe BoccTanoBneHne m Te- 
CTupoBaHne KpnTunecKHX BM h npunoweHiw Ha pe3epBHOi/i 
nnomaAxe; 

vCenter Operations Management - cpeACTBO mohmtophh- 
ra n AnamocTHKM; 

vFabric Application Director - cpeACTBO aBTOMaTnnecKoi/1 
HacTpotiKu n pa3BepTbiBaHnn MHoroypoBHeBbix o6naHHbix 
npnno>KeHni/i; 



AflMUHI/ICTpupOBaHMe 

vCloud Automation Center - cpeACTBO aBTOMaTM3aunn 
pa3nnHHbix 3aAaH aha KpynHbix nHcppacTpyKTyp. 
He BAaBaflCb b noApo6Hoc™ nnu,eH3npoBaHHfl, CKawy numb, 
hto no/iVMMTb vCD mo>kho TonbKo b cocTaBe oahom M3 peAaKquii 
vCloud Suite. Bcero nx Tpw: Standart. Advanced m Enterprise. 

OCHOBHbie OTHHHUfl MO>KHO yBHAeTb H3 pUC. 1 . 

Han6onee npocTbiM n noHHTHbiM 6yAeT cnynaui, ecnn y Bac 
eme Husero HeT. To ecTb o BupTyann3ai4HM h 06 o6naKax 
Bbi TonbKo 3aAyManncb. Ecnn TaK, to noKynaeTe noAxoAflutw/i 
no cpyHKu,noHany h ctoumoctw naKeT vCloud Suite n pa3Bopa- 
MHBaeTe Bee c Hyrm. Ecnn >Ke HHcbpacTpyKTypa vSphere ywe 
cymecTByeT. to npnAeTca BbinonHfiTb o6HOBneHne nwu.eH3nn 
AO vCloud Suite no cneunaribHow nporpaMMe. flpn stom bho- 
CMTb KaKne-nn6o H3MeHeHHfl b caMy wHcppacTpyKTypy He o6h- 
3aTeribHo. 3Ta TeMa bwxoaht 3a paMKn CTaTbn, v\ ee ny^ine 06- 

CyAHTb CO CBOHM 6nH>KaMUJMM nOCTaBUlMKOM. 

Ba30Bbie 6jiokm n cucTeMHbie Tpe6oBaHMd 

B otom pa3Aene mw 6onee noApo6HO noroBopuM o Heo6xo- 
Ahmwx aha o6naHHOM MHcppacTpyKTypbi 6a30Bbix 6noKax. Ha- 
noMHto, hto TeKymaa aKTyanbHaa Bepcun vCD - 5.5.1. (lepBbiM 
AenoM oTMeny, hto vCD b OTnwHue ot oTKpbiTbix o6nanHbix 
nnaTcpopM Tuna CloudStack noAAep>«nBaeT TonbKo co6cTBeH- 
Hbie rnnepBH3opbi - ESXi HasMHafi c Bepcun 5.0, 

TaK KaK vCD ynpaBnaeT mhokoctbom ESXi-xocTOB no- 
npe>KHeMy c noMombio cepsepa vCenter, to oh TaK>Ke Heo6xo- 
Ahm, Tpe6yeMafl Bepcun - He Hwwe 5,1 . 

floBonbHO cno>KHO nonynnTb Bee npenMymecTBa ot BupTya- 
nki3aunn, He ncnonb3yn o6inee ceTeeoe xpaHnnume, noaTOMy 
ero HannHne KpawHe wenaTe/ibHO. 

flna o6ecneneHHfl 6e3onacHOCTn n u3ormunn oahhx BM 
ot Apyrux, a TaK>Ke rt\s\ pa3AeneHHfl mx ceTeBoro TpacpHKa He- 
o6xoahm npoAyKT noA Ha3BaHueM VMware vShield Manage, 
nnn vCloud Networking and Security, ecnn roBopnTb no-HOBOMy. 
Ectim pe3KDMnpoBaTb BbiiuecKa3aHHoe, y>Ke BbipucoBbiBaeTCfi 
6a30Bafl nHCppacTpyKTypa VMware vSphere. ["IpuneM noAOMAeT 
He KawAafl peAaKuna. 

Hy>KHa KaK MUHUMyM Enterprise, a ecriH Heo6xoAHMbi M30- 
nupoBaHHbie ce™, to npHAeTcn o63aBecTMCb nnueH3nefi 
Ha Distributed vSwitsh, KOTopbiti AOCTyneH TonbKo b peAaKqun 
Enterprise Plus. CoSctbohho, b 6a30ByK) peAaKi4Mio vCS bxoaut 
nMeHHO OHa. 

TaK>Ke A/ia pa6oTbi vCD Heo6xoAHMa 6a3a AaHHbix (Efl). 
rioAAep>KHBaioTCfl Efl ot Microsoft HaHUHaa ot SQL 



PiicyHOK 2 HacrpoitKa vCD Bbi6op IP-aApeca 



connections and traffic. 

Pleaje enter your choice for tne HTTP service IP address: 

1. 10.200.127.131 

2. 10.200.127.132 

3. |fe80:0:0:0:250:56ff :fe9d:539el 
Choice |default~l]: | 
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BnpTyann3aL4MPi 



Server 2008 Enterprise Edition (xenaTenbHO c nocneAHUM naKe- 
tom o6HOBneHnti), a TaK>Ke Oracle 1 1g. TosHbie Bepcun mowho 
nocMorpeTb Ha cneunanbHOH CTpaHnqe, nocBSLLieHHO^ coBfvie- 
cthmocth npoflyKTOB [2]. 

HHTepecHo, hto Bfl b HHCppacTpyKType vCD flB/ifieTCfl ca- 
MbiM Harpy>KeHHbiM y3noM. CepBep, HcnonHfitomnH ee ponb, 
peKOMeHflyeTCfl ocHacTMTb 16 l~6 naMfrrn, MeTbipbMfl npouecco- 
pawn h nMeTb 100 T6 qncKOBoro npocTpaHCTBa. 

Mto KacaeTcn cucTeMHbix Tpe6oBaHHH caMoro vCD, to ohh 
AOCTaTOHHo CKpoMHbie n cpaBHUMbi c Tpe6oBaHHAMM k pecyp- 
caM cepBepa vCenter, 

Pa3BepTbiBaHHe 

YcTaHaBnuBaeTCfl vCD ncKnioHHTeribHo Ha cneAyrOLune flucipn- 
SyTUBbi: 

> Red Hat Enterprise Linux 5 (64-bit), Update 4.5,6,8 

> Red Hat Enterprise Linux 6 (64-bit). Update 1 .2,3 
a TaK>Ke Ha cooTBeTCTBytomne BepcuH CentOS. 

Ana Tex, KOMy He xoneTca B03HTbca b KOHconn Linux, ho xo- 
MeTCfl B3rnf)HyTb Ha cpyHKUHOHan vCD, ecTb npqroTOBneHHafi 
BnpTya/ibHafl MaiunHa (Virtual Appliance) ot VMware [3]. Pa3- 
BepHyB ero Ha oahom H3 ESXi-xocTOB, ocTaHeTcq TonbKO noA- 
K/ifOHHTb vCenter n vSheild Manager. Ctoht oTrviewb. sto Ta- 
Kan KOHcpurypaunfl He noflxoflHTflna npow3BOACTBeHHOH cpeflbi 
h He noAAep>KHBaeTCfi VMware. 

we npeAnoHHTaio npon™ see CTaAnn caMOCTOfrrenbHO 
m nymne pa3o6paTbcs c BHyTpeHHWM ycTponcTBOM npoAyKTa. 
rioaTOMy 6yAeM ycTaHaBnt-iBaTb Bee c Hynn. B MoeM cnywae mc- 
nonb30Banca AncTpn6yTHB CentOS 6.3. 

MTaK. npouecc ycTaHOBKn 6yAeT cocraflTb H3 HecKonbKnx 
ixiaroB: 

> noAroTOBKa Efl; 

> ycTaHOBKa 6a30BOH OC; 

> HacTpoPiKa ce™ 6a30B0H OC; 

> ycTaHOBMTb HeAOCTaioiune naKeTbi: 

> ycTaHOBMTb naKeT vCD; 

> C03AaHne SSL-cepTucpMKaTOB; 



> 3anycK nocTHHCTannauHOHHoro CKpunTa; 

> noAKriK)HeHne cepBepa vCenter n vSheild. 
Tenepb noApoSHee no KawAOMy H3 nyHtvroB. 

noAroTOBKa Bfl 

B MoeM cnysae ncnonb30Banca MS SQL Server 2012 Standard 
(64-bit), noaTOMy 6yAeT npoAeMOHCTpupoBaH npuMep Ha- 
CTpoiiKM nweHHo ero. TpeboBaHna k Efl, a TOHHee. k ee Hac- 
TpoHKe, AOBo/ibHo cneuMcpusecKne. KpoMe yKa3aHHbix Bbiiue 
cucTeMHbix Tpe6oB3HnPi, HeooxoAHMo ncnonb30BaTb CMeniaH- 
Hbifi pewuM ayTeHTncjDHKau.nn, TaK ksk vCD He noAflepxwBaeT 
Windows-ayTeHTucpuKaquKD. TaiOKe VCD 3kthbho ncnonb3yeT 
tmpdb. KOTopaa b pe3ynbTaTe pa3nnnHbix onepaunn MoweT 
3H3HHTenbHo BbipacTH b pa3Mepe. PeKOMeHAyeTca pa3MecTHTb 
cbai/i/ibi 3tom Efl Ha 6onee 6bicTpoM MaccHBe c flocTaTOMHbiM 
oSbeMOM CBo6oAHoro MecTa. 

Co3AaHwe caMOH Bfl Bno/iHe CTaHAapTHo h He 6yAeT onncbi- 
BaTbCfl b 3tom pa3,qene. EflUHCTBeHHoe - peKotvieHAyeTCfl ycTa- 
HOBHTb napaMeTpw copthpobkh b Latin1GeneralCS_AS. 

flanee HeooxoAHMo ycTaHOBMTb ypoBeHb H3onfiu,HM TpaH- 
3aKqnH am AaHHOH Bfl. CaMbin SbicTpbiH h tohhwh cnoco6 
sto CAenaTb - BbinonHHTb cneflyiom,HH 3anpoc: 

USE [HMfl_Bfl] 
GO 

ALTER DATABASE [HMH_Efl] SET SINGLEJJSER . 

WITH ROLLBACK IMMEDIATE; 
ALTER DATABASE [HMfl_Bfl] SET ALLOW_SNAPSHOT_ISOLATION ON; 
ALTER DATABASE [HMH_Efl] SET READ_COMMITTED_SNAPSHOT ON J 

WITH NO_WAIT~; 
ALTER DATABASE [HMfl_Bfl] SET MULTIJJSER; 
GO 

Tenepb Heo6xoAHMo C03AaTb nonb30BaTenn. Mo>kho Bpyn- 
Hyio hhh c noMombto npocToro 3anpoca: 

OSE [HMfl_Efl] 

GO 

CREATE LOGIN [HM51_nOJlb30BATEJIfl] WITH PASSWORD = •nAPOJlb', J 
DEFAULT_DATABASE =[HMfl_Bfl], J 



PiicyHOK 3. Mactep nepBtNHOfi HacrpoiiKH vCD 




VMware vCloud Direclor Setup 


J * 


VMware vCloud Director 




Welcome 

Welcome lo me vCloua O'rector Setup wzatd 

This wizard initializes tne vOoud Director database witn a license Ke» sistom administrator account and related 
information Afler the wizard completes, fou can use the vCloud Director Wed Console to complete the initial provisioning 
ol youi Cloud 

This wliard guides you through the following steps 

1 Review the end user license agreement 

2 Enter tne license Kei 

3 Create the svslem administrator account 
* Specify i few system settings 


| Wefcome 






| Ned | | Cancel j 
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inpTya.ni/i3aL4HPi 



A M l/l H l/l C T p l/l p O B a H l/l e 



DEFAULT_LANGUAGE - [us_english] , CHECK_POLICi-OFF 

GO 

CREATE USER [HMfl_nOJlb30BATEJlfl] for LOGIN [HMfl_nOJIb30BATEJia] 
GO 

l/l, HaKOHeu, AenaeM nonb30BaTenfl BnaflenbueM co3flaHHQrt 
Bbiuie 6a3bi: 

USE [HMfl_Efl] 
GO 

sp_addrolemember [db_owner) , [HMfl_nOJIb30BATE.nfl] 
GO 

npuBefleHHbie Bbime 3anpocbi noMoraioT BbinonHHTb Bee Ha- 

CTpOHKM B CHUTaHHbie CeKVHflbl. TOHHO H 6e3 JIULUHHX nOHCKOB 

Heo6xoAHMbix napaMeTpos. 
YcTaHOBKa 6a30BOM OC 

TyT HeT Hunero cneuncpMnecKoro. Fl ncnonb30Ban CentOS 6.3 
b MUHMMa/ibHoPt c6opKe c HacTpotiKaMn no yMonsaHno. 
3to caMbii/i CBewHtf H3 noflflepwuBaeMbix vCD flncTpn6yrnBOB 
(6.4, 6.5 ocpnunaribHO Ha MOMem HanncaHun ciaTbn He noflflep- 

)KHBanMCb). CTOHTOTMeTHTb. HTO VCD MO>KeT pa60TaTb K3K Ha cpn- 

3MHecKOM cepBepe, TaK n Ha BnpiyanbHOM. Btopoi/i Baptism - 
6onee pacnpodpaHeH u asrifleTCfl peKOMeHflyeMbiM, nosTOMy 
ycTaHOBKa CentOS 6bma BbinonHeHa Ha BnpTya/ibHyio MaiunHy. 

HacTpoiiKa cbtm 6a30Bon cmctbmi>i 

fl/ifl paSoTbi vCD Heo6xoflMMo nMeTb KaK MUHUMyM flBa IP- 
aflpeca. Ha oahom SyqeT pa6crraTb Be6-cepBep, o6cny>KHBa- 
toium Be6-nHTepcpei/ic ynpaB/ieHMfl vCD. BTopoi/i, cnywe6Hbii/i, 
ncnonb3yeTCfl KaK cBoero pofla npOKCH-cepBep ana nepeHa- 
npasneHUfl noKanbHbix KOHconeti BM b nHTeptpefic vCD (cm. 
npHMenaHne). KoHcpurypauwo c flayMfl IP mo>kho nonyst-iTb, nc- 
nonb3yfl flBa oTflenbHbix ceieBbix nHTepcpewca nnn we co3flaB 



flononHiTre/ibHbiM BnpTya/ibHbiti nHTepcpefic (Alias) Ha efltw- 
CTBeHHOM ceieBOM aflamepe. B cnysae ecnn 6a30Baa OC 
ycTaHOBneHa Ha BnpTya/ibHyio MaiunHy, npeflnonwenbHee 
ncnonb30BaTb OTfle/ibHbie BnpTya/ibHbie ceieBbie aaarrrepbi. 
Ecnn >Ke cepBep cpn3H4ecKHM m b HanwHun nnujb oahh ceieBoii 
HHTepcpewc, to peiuaeTCfl 3to cneflyiOLquM o6pa30M. 

HanpuMep, b cucTeMe HacTpoeH nHTepcpefic ethO. flna Toro 
HTo6bi -noBecnTb- Ha Hero eme oamh IP-aqpec, Heo6xoflHMo 
co3flaTb flononHmenbHbiM KOHcpurypaunoHHbiM cpaiin: 

# vi /etc/sysconf ig/network-scripts/ifcfg-ethO : 0 

co cneflyiomuM coflepwaHtieM: 

DEVICE-ethO : 0 
ONBOOT-yes 
B00TPR0T0-3tatic 
IPADDR- <ip-anpecc> 
NETMASK=<Macxa-noBceTH> 

flocne 3Toro nepe3arpy>KaeM ceTesyio noflcucTeMy. 

npuMenaHne. C noMombK) VMware vSphere Client 
wnti ee cospeMeHHOi/i Be6-Bepcnii mokho nonyntiTb npnwoH 
flOCTyn k 3KpaHy mo6ow H3 3anymeHHbix BM TaK, KaK oyflTO 
k HeM HanpHMyra noflKrironeH mohhtop. 

Pa6oTaa c vCD, nonb30BaTenb-KnneHT He uMeeT flocTyna 
k cpeflCTBaM ynpasneHun vSphere. Bee. hto y Hero ecTb, - 

3T0 KOHCOTlb VCD. flpH 3T0M flOCTyn K CBOMM BM eMy T3K)Ke 

Hy>KeH - KaK MUHUMyM flrin nepBUHHoi/i HacTpo^Kn ceTM m pa3- 
peixieHUfl yflaneHHoro flocTyna. flnn sraro m ncno/ib3yeTCfl koh- 
conb-npoKcn Ha vCD c OTflenbHbiM IP. Hepe3 Hero nonb30BaTe- 
nio flocTaBnaeTCR KOHConb BM npawo b WHTepcpei/ice vCD. 

# service network restart 



PiicyHOK 4. Maaep noflKjitoHeHUfi k vCenter H vSheild Manager 



2i 



VMware vCloud Director 



I : ManaQ« Monitor » 



Fust provision youi Cloud re 



9 3 

O 4 CieM a n«fwort pool 



*■ ft « it a @ a 



■AnklMMor (System Aaministtatot) | Preferences I Help ■ I Logout 



••J Genng Started 
© Help 

H WM Support 
I Feature Request 
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Bi/ipTyani/i3aL4ns=i 



n BufluM b cucTeMe ewe oahh - nceBAOnHTepcpei/ic (ethO:0). 
ripoBepmb ero pa6oTocnoco6HocTb mowho c noMombto nnHra 
c flpyroro cepBepa. 

KpoMe SToro, Heo6xoflHMO C03AaTb DNS-3anncn fljifl Ka>K- 
floro H3 3thx IP-aapecoB. HanpuMep, vcd01.company.com 
fljifl kohcohh ynpaBneHHfi h vcd01-rc.company.com pjw npoK- 
cupoBaHMfl KOHConei/i BM. riepefl nepexoflOM k c/ieAyK)w,eMy 
wary Heo6xoAHMo y6eflWTbCfl, hto DNS B03BpamaeT npaBunb- 
Hbie aqpeca n nMeHa. 

YcTaHOBKa HeaocTarauuMx naKeTOB 

Ecnn 3anycTHTb ycTaHOBKy vCD b HenoAroTOBneHHoPi cucTeMe, 
to ycTaHOBLUMK 6bicTpo 3aBepwwT paooTy, yKa3aB cnncoK He- 
AOCTatOLunx naKeTOB. Hx Bee mo>kho ycTaHOBHTb oahoi/i KOMaH- 
Aom H3 cTaHAapTHbix peno3HTopneB: 

# yum -y install alsa-lib liblCE libSM libXll libXau J 

libXdracp libXext libXi libXt libXtst J 
pciutils redhat-lsb 

YcTaHaB/iMBaeM naKeTbi vCD 

Tenepb Heo6xoAHMO 3arpy3HTb ycTaHOBOHHbiPi naKeT caMoro 
vCD [4]. flnfl 3Toro noTpe6yeTcn 3aperwcTpnpoBaTbca h/ih bo- 
v\j\a, ecnn yseTHaa 3anncb VMware y>Ke cymecTByeT. KorAa 3a- 
rpy3Ka 6yAeT 3aBepujeHa n ycTaHOBOHHbiw naKeT SyAeT nepe- 
MemeH Ha Haw cepBep, mo>kho npucTynaTb k ycTaHOBKe: 

# bash /<nyTb_K_naKeTy>/ J 

vmware-vcloud- director- 5 .5.1 - 1654672 .bin 

XoTfl CentOS 6.3 mnneicn ocpnunanbHo noAAepwHBaeMbiM 
AncTpn6yTMB0M, uHCTannflTop BbiAacT 3anpoc Ha noATBep>KAe- 
Hue ycTaHOBKM. 3aflBMB oopaTHoe Bhaumo, eMy xoneTCfl nMeH- 
ho RHEL. B ocTanbHOM ycTaHOBKa npoi/iAeT SbiCTpo n 6e3 bo- 
npocoB. 

Co3flaHne caMonoAnHcaHHbix SSL-cepTMCpwKaTOB 

CepTucpuKaTbi oSecnenMBaioT MaKcuManbHbirt ypoBeHb Ha- 
AexHoc™ ceTeBbix B3anM0ASMCTBnfi c vCD. Ka>KAbM cepBep 
AonweH MMeTb KaK MUHUMyM ABa cepTucpuKaTa: no OAHOMy 
Ann Ka>KAoro ero IP-aApeca. 

Co3AaHne cepTucpuKaTa Ana ynpaBn^tomero itHTepcpei/ica: 

# /opt/vmware/cloud-director/jre/bin ./keytool -keystore J 

/etc/certif icates . ks -storetype JCEKS -storepass J 
<IlAPOJIb> -genkey -keyalg RSA -alias http 

flanee 6yAeT Heo6xoAMMo OTBeTHTb Ha p«A CTaHAapTHbix 
Ana 3ToPi npoqeAypbi Bonpocos, t3khx KaK hmh opraHH3au;nM, 
ropoA n TaK Aanee. 

14 aHanornsHO p,nn aApeca npoKcn: 

./keytool -keystore /etc/certif icates . ks J 
-storetype JCEKS -s torepass J 

<ITAPOJlb> -genkey -keyalg RSA -alias consoleproxy 

3Aecb 6yAyT Te >Ke Bonpocbi, OTBeTbi Ha KOTopwe mo>kho Aa- 
BaTb aHanornHHbie. 

3anycK KOHCpurypau;noHHoro CKpuma 

Tenepb see totobo, w mo>kho npucTynnTb k KOHCpurypupoBa- 
HHK) vCD: 



# bash /opt/vmware/vcloud-director/bin/conf igure 

HaorpoiiKa vCD npon3BOAHTCH b cpopMaTe sonpoc-OTBeT. 
Bcero HecKonbKo BonpocoB. 

Ha nepBOM ujare Heo6xoAWMo yKa3aTb IP-aApec 
M3 cnncKa AOCTynHbix. Ha kotopom SyqeT paSoTaTb Be6-cep- 
Bep (cm. puc. 2). 

flanee H3 ocTaBwerocfl cnncKa Heo6xoAWMo Bbi6paTb IP-aA- 
pec Ana npoKcu. Ha TpeTbeM ware Hy>KHo yKa3aTb nyTb k xpa- 
Hunnwy cepTucpuKaTOB, KOTopbiPl Mbi 3aAann Ha npeAWAyweM 
ware npn nx co3AaHnn (b MoeM cnynae /etc/certificates. ks). 
Ecnn xothm ompaBraTb norn Ha cepBep SYSLOG, to yKa3biBa- 
eM ero napaMeTpw. 

14, HaKOHeu, Bbi6npaeM M3 npeAnoweHHbix BapnaHTOB, KaKoPi 
Tun flS SyaeM ncnonb30BaTb. 

flanee bboaum napaMeTpbi noAKmoseHUH Efl, aApec cepBe- 
pa. itMH 6a3bi, wmh norib30BaTenfl n naponb. Bee aoh>kho npoPi- 
m maAKO. 

B uTore 6yAeT npeAno>KeHO 3anycTHTb cny>K6bi vCD n bomth 
6pay3epoM no yKa3aHH0My aApecy. 

noflKjiKDHeHne cepBepa vCenter m vSheild 

ripn nepBOM BxoAe b Be6-KOHConb vCD Bac BCTpeTHT wacTep 
nepBUHHofi HacTpowKM (cm. puc. 3). 3Aecb Heo6xoAHMO npn- 
HflTb ycnoBun nniteH3MM, BBecTn khioh npoAyKTa n 3aAaTb na- 
ponb k yneTHoPi 3anncn aAMnnncTparopa. 

flanee npnAeTCfl BbinonHHTb bxoa noA yneTHoii 3anwcbio 
Administrator, ncnonb3yn yKa3aHHbiPi Bbiwe naponb, n 3a- 
nycTHTb MacTep noAKnioneHUfl k vCenter n vSheild Manager 
(cm. puc. 4). Eonee AeTanbHO Bee stu npoueccw 6yAyT pac- 
CMOTpeHbi b cneAyiowew CTaTbe. 

KaK y>Ke 6bino CKa3aH0 b nepawx pa3Aenax cTaTbM, vCD - 
3to nMWb cpeACTBO ynpaBneHMfi BbicoKoro ypoBHfl. Ero npn- 
MeHeHne bo3mo>kho TonbKO npn Hannnnn 6a30BOti (KaK mmhu- 
MyM) MHCppacTpyKTypbi vSphere (ESXi, vCenter, vSheild, o6wee 
xpaHnriHwe), npuneM Bee sto ywe Aon>KHo 6biTb HacTpoeHo 
n pa6oTaTb. 

B 3Tofi CTaTbe npoAeMOHCTpwpoBaHa yoraHOBKa nepBoro 
cepBepa vCD b rpynne. lloAKniOHUB k HeMy pecypcbi vSphere 
(vCenter, vSheild). Mbi nonysnM. b TepMUHonornn VMware, 
flnetiKy (vCD Cell). 

06naK0 MO>KeT cocTOHTb Bcero M3 oahom TaKoti JiHePiKu 
hhm M3 MHO>KecTBa (HecKonbKo vCD b rpynne). flnertKM mo- 
ryT 6biTb pa3HeceHbi TeppurapnanbHo nnn reorpacpuHecKW, 
ho noAKnioHaraTCB k eAUHofi Efl n Ae^cTByioT KaK eAunoe ue- 
noe. ApxnTeKType, a T3K>Ke TexHusecKUM oco6eHHOCTSM vCD 
6yAyT nocB^weHbi cneAywwue CTaTbu. E3S1 



1 . OnpeneneHne o6naKa - www.nist.gov/itl/cloud . 

2. CoBMecTHMOCTb npoayKTOB VMware - www partnerweb. 
vmwa re com /c Qm p g uid e2/ sim/inte r o p m a tnx.ph p . 

3. CTpaHiiua 3arpy3KM vCD Virtual Appliance - www.vmware.com/ 

qQflry-YciQUQ'-Q'irectpr. 

4. OpaHMua 3arpy3KM vCD - www.vmware.com/go/download/ 

:- ,fl-rlirr.r;-r ir 

KmoneBbie c/iOBa: BnpTyann3aunfl, VMware vCloud Director. vSphere, 
Cloud. 
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IX BcepoccMMCKMM c|)opyM fljifl intranet-cneuMa/iMCTOB 

M pyKOBOflMTe/ieM OTfle/lOB BHyTpeHHMX KOMMyHMKaUMM 



1 



est I 



T 



t < 



ana peiueHMSi 6w3Hec-3aflaH komiishiim? -13.20 MK)H q 2014 

Holiday Inn Moscow Sushevsky 



CPEflM flOK/lAflHMKOB OOPYMA: 



MpnHa 
/lEBHTHHA, 
NORDEA 
BAHK 




KOMY CTOHT 
nOCETMTb 0OPYM? 

• /JapeKTopy no BHyTpeHHMM KOMMyHMKai4MHM; 

• Cnei^na/iMCTy no BHyTpeHHMM 

KOMMyHMKaU,HflM; 

• MeHe^wepy no BHyTpeHHMM 

KOMMyHMKaUMflM; 

• PeflaKTOpy Intranet-nopTa/ia; 

• /typeKTopy no nepcoHa/iy; 

• 3aMecTMTe;iK3 A^peKTopa no nepcoHa/iy; 

• PR-am peKTOpy; 

• HR-AMpeKTOpy; 

• /^MpeKTopy no opraHM3au,MOHHOMy pa3BMTMK) 



Cfcuox-uxra. www.qlobalforumfactorv.ru/INT14 



A M 1/1 H 1/1 c t p i/i p o b a H i/i e 



KonaeM rny6>Ke 




flABEfl 3AKHHK0B, l/IT-aawaiwcT amdk7i<vmail.ru 



USBModeSwitch, muh «Kot b MewKe» 



(loflKfiKDHnnM USB-coTOBbiM MOfleM k OC Linux, a oh He 3apa6oTan? Mbi paccKa>KeM, 
noHeMy sto cnynnnocb v\ hto .qenaTb? 



MHoruM HpaBUTCfl noflxofl: -noflKniOHun h pa6oTaPi», hmchho 
TaK no3ni4MOHnpyK)Tcn nonynapHbie Ha pbiHKe peweHMfl b BMfle 
USB-coTOBbix MOfleMOB. Ohm ncnonb3yK)TCfl He TonbKO c HoyT- 
6yKaMn K3K ochobhoi/i KaHan Bbixoaa b WwepHeT (TaM, rfle HeT 
Wi-Fi nnn npoBOflHoro flOdyna). ho m Ha cepBepHOM oSopyflOBa- 
hmh b KanecTBe pe3epBHoro KaHa/ia ynpaBneHHH. wnio3a s\m IP- 
TenecpOHMH [1. 2] nnn flnfl SMS-onoBemeHUfl [3]. AflMUHUdpa- 
Topbi OC Linux MoryT CTO/iKHyTbca c TeM, hto He Bee noflo6Hbie 
ycTpowcTBa onpeaenfiioTCfi bapom OC, Aawe ecnn wx nwnceT 
b cnncKe noflqep>KUBaeMbix. 

nepBonpMHMHa npo6neMbi 

riocKonbKy Kn3ccncpnKau.ua m CTaHA3pTH33unfl annapaTHbix 
ycTpowcTB (b tom HMcne n mx cpyHKqufi) HepeflKO OTCTaeT ot >km3- 

HM, HTO-TO «HOBOe» MOJKeT He nOAAep>KHB3TbCfl TOW UriH MHOW 

OC. C OTofi uenwo npon3BOflHTenn OC flOKyMeHTupyioT API 
ApawBepoB n npeflnaraiOT pa3pa6oTHHKaM caMocnwrenbHO 
peann30BbiBaTb HeflocTaiomyto cpyHKuwoHsribHOCTb. 

PncyHOK 1. USB-MOfleM cotobom cbji3M (Moflenb ZTE MF192) 



npo6/ieMa HocnTerifl 

llporpaMMHbie aopa6oTKn o6biHHO 3anncbiBaK)TCfl Ha BHem- 
hwa HocnTerib h nocTaBnaioTCfl BMecTe c ycTpoHCTBOM. Korfla- 
to 3to 6binn flucKeTbi c flpafiBepaMn, no3>Ke nx BbiTecHnnn on- 
TunecKne auckm. 

riocKonbKy eMKocTb HocnTenePi name M36biTOHHa, to Ha hhx 
mo>kho BCTpeTHTb p33nnHHoe BcnoMoraTenbHoe nporpaMMHoe 
o6ecneMeHne, flOKyMeHTaqnio. Ot hhx mowho 6bi/io 6bi h otk3- 
3aTbCfl, BbinoxHB Bee Heo6xoAHMoe b ceTH MHTepHeT, ho bpaa 
fin B3M noHpaBHTCft cuTyaijUFi, Korfla SyAeT ny>KH3 nporpaMMa 
ot MOfleMa, c noMombio KOToporo nnaHnpyeTe noflcoeAHHHTbca 
k stoh csmom ceTM, hhh cpupMa nepecTana noAAepwHBaTb 060- 

pyfl0B3HHe H/1M 3aKpbin3Cb. 

Ecnn cneflOBSTb nporpeccy, to ApawBep. ero ncxoAHbie 
KOAbi. AOKyMeHTaqnio cneAOBano 6bi 3annc3Tb hs cpnewKy 
h BpynMTb ee noKynaTenio BMecTe c ochobhom noKyrwoH. 

npo6/ieMa OHepeflHocTM 

Bo H36e>KaHne jimluhhx BonpocoB ot nonb30BaTenen k cny*<6e 
noAAep>KKW bo MHornx KOMMepnecKHx OC Tpe6yeTCfl coSnio- 
AaTb onepeAHOCTb, a mmohho, htoSw CHanana 6bino yoraHOB- 
neHO HeoSxoAHMoe 110. a noTOM ywe noAK/itonanocb Hosoe 
o6opyAOBaHne. 

HanpaujuBseTCfl Mbic/ib, hto p33pa6oTHHKn Windows cne- 
UManbHO npHAyManH ce6e 3Ty npo6neMy, hto6w c ropAOCTbio 
ee peaiMTb no3AHee. riocKonbKy nonb30B3Tenn yK333HHow OC 
33hhm3iot AOCTaTOHHbiPi npoijeHT pbiHKa, hhx b KopHe cpaw- 
nosoM cwcTeMbi HSKonwTena MO>KeT 6biTb 33nncaH TeKCTOBbw 
cpawn autorun.inf, yKasbiBatooinPi, K3Kne nporpaMMbi OC cne- 
AyeT 3anycTHTb. 

PeujeHne npo6iieM: 2-B-1 

Oahh H3 BspusHTOB peweHHH npoSneM, onncsHHbix Bbiiue, co- 

CTOMT B TOM, HT06bl 06beAHHHTb CfcyHKUHOHa/lbHOCTb HOCMTeJlfl 

h ycTpoi/iCTBa b oahom Kopnyce, 

riocKonbKy iiiMHa USB umpoKo pscnpocTpsHeHs, noA hoch- 
TeneM 6yAeM noHHMaTb luhpokhm Kjiacc pa3nnHHbix ycTpoPicTB, 
o6beAHHeHHbix cneuMcpHKauMew USB mass storage device 
class, hjih kopotko Mass Storage. 



AoroTHn 
onepaTopa cb«3m 



46 



HH3Hb2014 CUCTeMHbW aflMUHUCTpaTOp 



KonaeM rny6>Ke 



A M 1/1 H l/l c t p 1/1 p o b a H i/i e 



Hcno/ib30BaHne ycTpoitaTB AaHHoro kdsccs no3Bona- 
eT o6ofvrncb ujTSTHbiMn flpaweepaMn (bosmwkhocthmh) OC, 
6e3 yTOHHeHUfl, hto ecTb Hocmenb - cpneiu-nsMJvrb, on™ne- 
CKHii npwBOfl nnn hto-to eme. TaKoii noflxofl coBMecTHO c fle- 
ujeBH3HOM npon3BOflCTBa no3Bonnn caenaTb flaHHbie ycipoMCT- 
Ba CTaHflapTOM no o6MeHy HHCpopMaqneM. 

flna Toro HTo6bi Hocmerib c flpaPiBepoM 0K333nca noAKnio- 
neHHbiM nepBWM, b ycTpoPicTBO mowho flo6aBHTb nporpaMMHO- 
ynpaBnneMbiM nepeK/uonaTenb. CoScTBeHHO, TaKoe peweHwe 
n ncno/ib3yeTCFi b yorpoPicTBe, npMBefleHHOM Ha cpoTorpacpwn 

HH>Ke (CM. PUC. 1), 3a TeM TlULlIb MCK/llOHSHMeM, HTO Cpnew- 

HaKonmenb SMynnpyeT pa6oTy BHeiuHero npwBOfla CD-ROM. 

CoTOBbie MOfleMbi, noflo6Hbie npuBeaeHHOMy BbiLue, cerofl- 
hh cTOfiT okoho 500 py6. n ycipoeHbi, kbk noKa3aHO Ha puc. 2. 

ripn nepBOM noflKnroneHun ycTpoticTBS k KOMnbioTepy, BHy- 
TpeHHUi/i 6noK ynpasneHWA (cm. puc. 2) noflKmonaeT Bnpiyanb- 
Hbiw CD/DVD-HaKonnTenb c auckom. BK/itonseTCfl pewuM CD/ 
DVD-npuBOfla (Ha pucyHKe qncppa 1). 

flanee. no 3anyMKe npon3BOflmenefi. OC o6H3py>KHBa- 
eT noflKntoHeHHbiPi CD/DVD-npuBOfl c auckom. OC He noAO- 
3peBaeT, hto ee «o6waHbiBaiOT», n secTHo npon3BOAHT npo- 
cmotp cpsi/moB Ha HocnTene. OHa HaxoAUT cpaum aBT03anycKa 
autorun.inf b KopHe BnpTyanbHoro HOCHTenq, CHUTbiBseT uma 
cpawna-ycTaHOBinnKa n 3anycKaeT ero. TaKUM o6pa30M, 
ynpasneHne nepeAaeTCfi nporpaMMe ycTaHOBinnKa ApaMBe- 
pa, AOKyMGHTaunn n Apyroro Heo6xoAHMoro nO-ycTpoPicT8a 
Ann AaHHOM OC. 

no 3aBepuieHnn npouecca ycTaHOBneHHoe 110 33nycK3eTcn 
w noAaeT cnequanbHyio KOMaHAy ycTpoi/iCTBy (o6biHHO Ha Bnp- 
TyanbHbiw CD/DVD 06 n3BneHeHnn AncKa). hto BOcnpuHUMaeT- 

Cfl SnOKOM ynpaBHeHUFl yCTp0l/ICTB3 KBK K0M3HA3 OTKHKDHMTb 

BnpTyanbHbiPi CD/DVD-npusoA v\ noAKntoHMTb coTOBbifi MOAeM. 
BKnioHaeTCfl pe>KHM MOAeMa (Ha pucyHKe uncppa 2). riocKonb- 
Ky k oTowy MOMeHTy OC ywe HMeeT npeACTaBneHne o tom. ks- 
koPi MOAeM 6yAeT noAKntoneH v\ kbk ero HacTpanBaTb, to OHa 
3T0 u AenaeT. npeAOCTSBnaa b nocneAyiomeM nonb30B3Tento 
bck) neo6xoAHMyio cpyHKqwoHsnbHOCTb. 

npH nOBTOpHOM nOAKDIOHeHHH ycTpouicTBa OHO T3K- 

>Ke noHUMaeTCfl OC KaK BnpTyaribHbiti CD/DVD-npuBOA. ho, 
TaK Kan HeodxoAHMoe no MOAeMa y>Ke ycTaHOBneHo b cucTe- 
Me. oho ycneBaeT OTcneAHTb cuTyaunto 6bicTpee. neM sto CAe- 
nseT nonb30B3Tenb, n noAaTb KOMaHAy na BKniOHeHMe pewuMs 
MOAeMa. TaKUM o6pa30M, nonb30BaTenb HHnero He 3aMeHaeT 
n pa6oT3eT c ycTpotfCTBOM, ksk oh stoto n om\Afxaer. «noAKnio- 
Hun n pa6oTaw». 

Bee 6bi xopoiiio, ho pa3Hbie OC nMeioT p33HbiPi cpopMST 
wcnoJiHfleMbix 4>awnoB (n API-Aps^BepoB), 3 npon3BOAHTe/in 
o6opyAOBaHna He CTpeMHTcn OTcnewnBSTb Bee HfosHCbi. Tskum 
o6p330M, CAensB Ao6po nonb30B3Ten9M oahom OC, ohm ctsbat 
nonb30BaTenew Apyrux OC b HeyAoOHoe nono>neHne. A nMeH- 
ho: Kynun ycTpoi^CTBO. noAK^tonun, 3 oho He ps6oT3eT. TonHee, 
psSoTseT, ho He TaK, KaK HaAO. 

B cucTeMe OTo6pa>KaeTCfl BHeiUHnw USB-CD/DVD-npnBOA 
c amckom (rAe ne>K3T nporpsMMbi ati« APyrort, He coBMecTn- 
Mofi c Bsweii OC), a moacms HeT. 3to o6maho. oco6eHHO ecnn 
nAPOM OC HunceT MOAeMa noAAep>KHBaeTCR. Xopooio. ecnn 
Bbi AoraAseTecb n3Bnenb supTyanbHbiPi HocnTenb H3 BnpTyanb- 
Horo npuBOAa cpeACTBSMn nonb30B3TenbCKoro MHTepqbewca, 
m sto noMo>neT (to ecTb npon30MAeT nepeKHKiseHne pe>KMMa 
pa6oTbi ycTpowcTBs). A ecnn HeT? 



rionsraio. hto HecKoribKO neT H333A (npeAnonoxnTenbHO, 
b ceHTfi6pe 2009 toas, tsk ksk b sto BpeMfl CAensHS nepBSfl 
33nucb b cpsPine ChangeLog) mmohho b tskoPi cuTysuwn m oks- 
33ncn nonb30B3Tenb OC Linux flwowys flnT3 (Josus Dietze), 
nocne nero oh h npnAyMan peoieHHe - HannoaTb He6onbiuyio 
nporpaMMy Ann OC Linux, KOTopsa Morns 6bi nepeKnrassTb 
ero USB-MOAeM H3 OAHoro pe>KHM3 b Apyrow. Mmh stom npo- 
rpaMMbi ceroAHfi USB_ModeSwitch [4], 

l~lo3AHee Ana yAo6cTB3 nporpsMMy ps36nnn hs abs nsKeTs 
(ABe nornnecKne nacTM): 

usb_modeswitch - coAepxwT Heo6xoAHMbie nporpaMMbi; 

usb modeswitch-data - coAep^MT nHcpopMaqura o noA- 

Aep>KMB3eMbix ycTpoPicTBax. 

Ecnn ohm He bxoaht b 6330BbM peno3MTopnii Baujero auc- 
Tpu6yrnB3 Linux, to mx mokho hsmth b snbTepHaTHBHbix. Hs- 
npuMep, pjw Red Hst Linux (n coBMecTHMbix) sto MO>KeT SbiTb 
RepoForge [5], TsKwe bo3MO>kh3 ycTaHOBKa H3 ncxoAHbix ko- 
Aob, AOCTynHbix Ha cartTe npoeKTa. 

C MOMeHTa 3apo>KAeHnfl Bepcuw 0.1 no ceroAHfliiiHUM AeHb 
nporpaMMa p33BHB3n3Cb, neoAHOKpsTHo ynynoisnscb, 33WHTe- 
pecoBsns co6om He oahoto nporpsMMncTa, 6naroA3p« neMy 
ceroAHfl ohs noAAepwHBseT 6onee 300 MAeHTMCpuKSTopoB 
USB-ycTpoficTB. M sto nucno npoAon>K3eT psctm 6naroAapa 
nncbMSM nonb30B3Teneti. Mo>KeT, n Bbi, HUTSTenb. CMOxeTe no- 
MOHb npoeKTy. 

OTAeribHoe cnscuSo AneKcew flMHTpnesy. ocymecTBUBine- 
My nepeBOA CTpaHnuw npoeKTa Ha pyccKHw A3WK [6]. 

ZeroCD(TM) pe3H)Me npo6/ieMbi 

TaKUM o6pa30M. Bee 6o/ibLiie USB-ycTpoticTB (oco6eHHo H3 nn- 

HeWKH BblCOKOCKOpOCTHblX WAN-yCTpOMCTB, C03A3HHblX H3 OC- 

HOBe coTOBbix HunceTOB) nMetoT BCTpoeHHbie ApaMBepw p,nn OC 
Windows; 6yayHM noAKnioHeHHbiMM k KOMnbioTepy b nepBbifi 
pa3, ohh BeAyT ce6a ksk USB-cpneuj-HSKonnTenn n HannHaraT 
ycTSHOBKy CBoero nporpsMMHoro o6ecneHeHMfl. no okohhshhh 
ycTSHOBKM (m npn Bcex nocneAytOLunx noAKntoseHMflx) Aps^sep 
nepeKJiioHseT pe>KMM r3A>neT3, H3KonuTenb ncne33eT, n mo>kho 
yBHAeTb HOBoe ycTpowcTBO (Hsnpuwep, USB-MOAeM). 

no MHeHura o6u4ecTBeHHocTn [7], t3kom Mex3HH3M nepe- 
KnioHeHMfl ycTpowcTB nonynnH H33BaHne «ZeroCD(TM)» 
TaK KaK oh no3BonfleT oSowTucb 6e3 OTAeribHoro HocnTenn 
c ApaPiBepaMM. 3HanoK (TM) npnH3Ane>KHT d3npMe-npon3- 



PwcyHOK 2. BHyipeHHee $yHKUHOHanhHoe ycTpoiicTBO USB-MoneMa coioboh cbs)3h 
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KonaeM rny6>Ke 



3aMenaHne 1 1 

flnfl nepexBaTa KOMaHfl n cooSiuem-m. npoxoaam.i>ix no USB-tunHaM kom- 
nbWTepa b OC Windows mowho ncnonb30BaTb nporpaMMbi USBPcap 
n Wireshark [12], yBuneTb pe3ynbTaT mowho, nanpuMep. 3anycTHB m KOHConn 
cneayioujue KbMaHAMI 

cd C:\Program Files\USBPcap 
USBPcapCMD.exe -d \\.\USBPcap2 -o - I J 

"C:\Program Files\Wireshark\Wireshark.exe" -k -i - 

BOflHTento MOfleMOB Option, npHAyMaBweii flaHHbiPi tspmhh 
h HasaBiuei/i ncnonb30BaTb AaHHyio cpyHKquio b cbohx ycTpoii- 

CTBaX. 

noAAep)KKa ycTpoiiCTB b OC Linux 

KaK Bbi noHUMaeie. roBopnTb hh o KaKOw AOKyMeHTau,nM o noA- 
flepxKe co CTopoHbi OC Linux noHasany He npuxoflnnocb. 

C flPyrOM CTOpOHbl, SonblDMHCTBO USB-COTOBblX MOfleMOB Mor- 

nn HopwaribHO pa6oiaTb b o6owx pewHMax (npn noAAepwKe 
co CTopoHbi AApa OC Linux). 

flna noflAep>KKn nepBoro pe>KHMa (HaKonmenb) AOCTaTon- 
ho co6paTb aApo, BKntOMHB onqnio CONFIG_USB_STORAGE. 
3a BTopow pewHM OTBsnaiOT CONFIG_USB_SERIAL_GENERIC, 
CONFIG_USB_SERIAL_PL2303, CONFIG_USB_SERIAL_PL2303, 
CONFIG_USB_SERIAL_OPTION (ynymueHHbi* ApawBep nocne- 
AOBaienbHoro nopia. craHAapT Linux Ana CKopocTHbix 3G/4G 

MOAeMOB) n AP- 

TaKUM o6pa30M, rhk paboTbi «cneuncpnHHbix» USB-ycT- 
poPiCTB, npeACTaBnaioLMux co6ow «KOTa b Mei±iKe», npn nepBOM 
(m nocneAyiOLunx, 6e3 nporpaMMHOH noAAepwKH co CTopoHbi 
OC) noAKmoneHUM HeobxoAHMO Sbino nnujb peujuTb npobne- 
My nepeKntoneHUfl nx pe>KHMa pa6oTbi m pe>KMMa HaKonnTenq 
b pewuM MOAeMa. To ecTb Heo6xoAHMO 6bino Haym-iTb OC Linux 
nepeKnioHHTb ycTpowcTBa TaK >Ke. kbk sto AenaeT nporpaMMa 
(Apa^Bep MOAeMa) b OC Windows. K cnacTbio, Aa>ne npu oTcyT- 
ctbhh ncxoAHbix koaob Ana nponpneTapHoro ApaviBepa o6MeH 
AaHHbiMn Me>KAy no Ha crapoHe OC n annapaTHbiM ycTpoi/i- 
ctbom no ujUHe USB v\Rer b oTKpbiTOM BHAe. 

Mcnonb3yn 6n6nnoTeKy H3biKa Cm Ana oraHAapTHbix cpyHK- 
UMM USB-ycTpoPicTB libusb [8] n nporpaMMbi MOHmopuHra 
USB-ujuHbi [9-12], bo3Mo>kho 3anncaTb b TeKCTOBbiM cpafin 
see npoineALune «BbicoKoypoBHeBbie coo6meHHfl», nocbi/ia- 
eMbie ycTpoMCTBy, a nocne BM3yanbHO conocTaBWb momcht 
nepeKHK)HeHHfl ycTpoi/icTBa c nepexBaneHHbiMn AaHHbiMn. 
y 6onbiunHCTBa nporpaMMHCTOB, Aawe noBepxHOCTHo 3H3KO- 
mwx c USB-npoTOKonoM, 3aAasa BbiAenmb KOMaHAy nnn Aei/icT- 
Bue, nepeKnionaioaiee pewwM. He coct3bmt TpyAa. 

riocneAyKDUjee Bocnpon3BeAeHne noAo6Horo cueHapun 
nepeKntoneHUfl no npasnnaM OC Linux (nnn OC UNIX) He npo- 
6neMa. 

Flo onbuy flew3a ( Josua Dietze) [ 1 3] nepeKnioseHue Maine Bce- 
ro nponcxoAUT KOMaHAOw eject Ann SCSI-ycipoMCTB, hto to we 
caMoe ecTb nocneAOBaTenbHOCTb bafrroB «55 53 42 43 12 
34 56 78 00 00 00 00 00 00 06 1b 00 00 00 02 00 00 00 00 00 
00 00 00 00 00 00- , xoth MoryT 6biTb w Apyrne nocneAOBaienb- 

HOCTH. 

KawAbiw pa3 <'nepeKTiK3HaTb'> ycTportcTBO BpyHHyto Aawe ca- 
MbiM ynopHbiM nonb30BaTennM HaAoecT, noaTOMy paccMOTpuM, 

KaK MO>KHO aBTOMaTH3WpOBaTb AaHHbM npoqeCC C nOMOLAbK) 

USB_ModeSwitch. 



YcTaHOBKa usb_modeswitch 

FlporpaMMa nocTOflHHO obHOBnaeTCfl (aKTyanbHaa 1.1.0), 
TaK hto ee aBTop HacTOfrrenbHO peKOMeHAyeT y6eAHTbca 
b oTcyTCTBMM cTaport BepcHH, KOTopyio cneAyeT yAannTb nepeA 
ycTaHOBKOM hobom. rj/in ycTaHOBKH b Red Hat Linux (n coBMe- 
CTMMbix) CKanaPiTe naKeTbi RepoForge n ycTaHOBUTe nx KOMaH- 
A3mh: 

# rpm -ihv usb_modeswitch- 1 . 2 . 3 - 1 . el6 . rf . x86_64 . rpm 

# rpm -ihv usb_modeswitch-data-20120120-l . el6 . rf . noarch.rpm 

flrm ycTaHOBKH H3 ncxoAHbix TeKCTOB noTpe6yeTcn Hannsne 
CKpunTosoro fi3biKa tel. 
flanee: 

S wget http://www.draisberghof.de/usb_raodeswitch/ J 

usb-modeswitch-2 .1.1. tar .bz2 
$ tar -xvf usb-modeswitch-2 . 1 . 1 .tar .bz2 
$ cd usb - modeswitch -2.1.1 

# make install 

riocneAHflfl KOMaHAa ycT3H0BHT: shell-CKpunT obonoHKn, He- 
SonbixioM tclsh-cKpunT p,m udev (nnn Hero m Hy>KeH tel nn6o 
jimsh), KOHCpurypauwoHHbitf cpawn, man-CTpaHnqy AOKyMeHTa- 
UMM w CKOMnnnnpoBaHHbiM ncnonHfieMbiti cpa^n. 

3aMeHaHne. Ecu. n Apyrne cnoco6bi ycTaHOBKH, He TpeSyio- 
mne ^3biKa tel (noApo6Hee cm. dpafin README BHyTpn apxuBa). 

AHanornMHbiM o6pa30M cTasuTcn naKeT usb-modeswitch- 
data c AaHHbiMn o pa3nnHHbix USB-ycTponcTBax. 

B npouecce ycTaHOBKH KOHCpwrypaunoHHbie cpaiinbi Konn- 
pyioTCfl b /usr/share/usb_modeswitch. a cpakin npaBun udev - 
b /lib/udev/rules.d. KaTanor /etc/usb_modeswitch.d. wcnonb30- 
BaBLUHi/icfl b 6onee paHH^x Bepcuax, cefiMac 3ape3epBnpoBaH 
rhr nonb30BaTenbCKnx KOHcpurypaqnoHHbix cpatirioB. 

riocne ycTaHOBKH nporpaMMbi n ee 6a3bi ycTpoPicTB Bee ro- 
tobo a^i^ paSoTbi; ecnn Baw USB-MOAeM ecTb b 6a3e AaHHbix, 
to CMO>KeTe ncnonb30BaTb ero cpa3y nocne noAKmoseHMfl. 
Ecnn >ne ycTpowcTBo He pa6oTaeT, KaK cneAyeT, to ecTb -noA- 
KnioMMn n pa6oTart» He nonynnnocb, He paccTpanBaiiTecb, 
Hnwe npuBOAHTcn HecKonbKo coBeroB no BbiflsneHwo npwMHH 
B03HHKHOBeHHfl npo6neMbi n coBeTbi no ee ycTpaHeHMto. 

Ecnn «nuflKJinOHnn m He pa6oTaeT» 

flna pa6oTbi b pyHHOM pe>KMMe noTpe6yeTC9 3anycK usb- 
modeswitch. flna nonyseHna nonowHTenbHoro pe3ynbTaTa 
mo>kho ABuraTbCfi no AByM HanpaBneHnaM: BBOAHTb KOMaHAbi 
HenocpeACTBeHHO H3 KOMaHAHoPi ctpokm nn6o peAaKTupo- 
BaTb KOHcpurypaunoHHbiPi cpafin. B KanecTBe OTnpaBHoti tohkh 
Ana co3AaHHA co6cTBeHHoPi KOHqbnrypau,uu Mo>KeTe B3RTb npH- 
Mepw M3 cpatina device.reference. Oh coAep>KHT Mnoro none3- 

HblX KOMMeHTapHeB H nOACK330K. 

rionb30BaTenbCKHH KOHCpnrypai4MOHHbiH cpann MWKeT HMeTb 
nK)6oe AonycTHMoe OC hmr ia pacnonaraTbCfl b jiio6om KaTano- 
re, KOTopbiH AOCTyneH aha sTeHMH. PynHow pe>KHM npeAna3Ha- 
neH Ana TecTHpoBaHHH h HccneAOBaHHii. FloApoSHee 06 3tom 
HanncaHO Hn>Ke. 

BHyTpeHHHe npoueccbi 

EcnH USB-MOAeM noAAep>KHBaeTCfi, ho He pa6oTaeT, nepBbiM 
AenoM BKnioHHTe >KypHannpoBaHne, KaK sto onwcaHo b pa3Ae- 
ne "JHnarHocTHKa (3KcnepnMeHTbi)», Aanee no TeKCTy. 
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flna TecTupoBaHMfl, quarHOCTHKM v\ «npnpyseHMfl» HOBoro 
«raA>*<eTa» 6onee neM AooraTOHHO cymecTBytomeki cpyHKqu- 
OHaJibHocTH nporpaMMbi USB_ModeSwitch npn ee 3anycKe 
b pyHHOM pewwMe. ByayT nn napaMeTpw 3anycKa 3aflaBaTbCfl 
KOHCpurypaunoHHbiM cpawioM nnn HenocpeflCTBeHHO H3 ko- 

MaHflHOPi CTpOKH, HeB3>KH0. 

HroSbi nonynnTb cnwcoK B03MO>KHbix napaMeipos KOMaHflbi, 
aanycwe: 

usb-modeswitch -h 

KoHcpurypaunoHHbiii cpaPin 3aflaeTCfi napaMeTpoM -c. Cne- 
flyeT MMeTb b Buoy, hto OTcyTCTBue nrin Hannnne pflfla apyrux 
onqnw MoweT Bnn$m> Ha Ae^cTBue Kniosa -c (noflpoSHee o na- 
paMeipax 3anycKa cm. [6] nnn AOKyMeHTauwo k nporpaMMe). 

KoHCpurypaunoHHbiM cpatin npouje co3flaBaTb He c Hynfl, 
a B3fiTb hk>6o\a roTOBbiti H3 /usr/share/usb_modeswitch n oipe- 
flaKTupoBaTb. B cpawne device_reference.txt HMeiOTCfl noflCKa3- 
kh no pa3nnHHbiM ceMewcTBaM MoaeMOB c oSbflCHeHneM pqfla 
nx napaMeipos. 

3aMewaHne. KoMaHAy usb_modeswitch, kbk h Bee nporpaM- 
Mbi, Mcnonb3yroLune libusb. cneAyeT 3anycKaTb b KOMaHAHOti 
dpoKe ot MMeHu cynepnonb30BaTena (win nepe3 sudo). 

ripn paSoTe b aBTOMaTusecKOM pe>KHMe AencTByioT cnenyio- 
mne KOMnoHeHTbi, nepenncneHHbie b nopflflKe Bbi30Ba: 

/lib/udev/rules.d/40-usb modeswitch. rules - udev-npaBM- 
na. 3anycKaiou4ne oSonoHKy npn noflK/iioHeHnn ycTpoi/iCTBa 
c yKa3aHHbiM ID (vendor/product). Ecnn ycTpoficTBO nocne 
nepeK^toneHna pe>KHMa C03AaeT nocneAOBaTeribHbie nopTbi, 
BTopoe npaBuno CHOBa 3anycKaeT obononKy n co3AaeT cum- 
BonnnecKyHD ccbinKy Ha npaBnnbHbii/i nopT (cm. nnwe). 
/lib/udev/usb_modeswitch - shell-CKpunT, 3anycKaeMbii/i 
nporpaMMOM. HaHMHan c Bepcnn 1 1 .6 oh nonHOdbio coBMe- 
ctmm c dash, npuMeHneMbiM b Ubuntu, TaK >Ke Kan n c 6onee 
dapbiMn BepcunMn bash. 

/usr/sbin/usb modeswitch dispatcher - npoBOAm ao- 
nonHHTenbHyro npoBepny ycTpoi/iCTBa n HenocpeACTBen- 
ho nepeKnioHaeT pe>KHM, pyKOBOACTByacb KOHCpnrypauH- 
OHHbiM cpawnoM nnn KOHKpeTHbix vendorlD n productID 
USB-ycTpokicTBa. Ecnn nocne nepeKmoseHnp, pe>KMMa 
He Hamnocb MOAyna (koab b HApe) a<™ oSecneHeHun pa6o- 
Tbi ycTpoMCTBa, to AHcneTnep nonbiTaeTca ncnonb30BaTb 
koa flApa, BKnioHeHHbiw npn KOHCpurypupoBaHMH onqnei/i 
CONFIG_USB_SERIAL_OPTION. 

/etc/usb modeswitch. conf - oSmnn KOHdpnrypaMMOHHbin 
cpai/m aha BK/iKDHeHUfl cpyHKu.nn >KypHannpoBaHM« (npw Ana- 
mocTUKe) win Rm 3anpeia nepeKHraneHUfi pe>KHMOB (obbiM- 
ho Ana Toro, HTo6bi nonyHHTb AOdyn k BnpTyanbHOMy cpneiu- 
HaKonnTenro). 

/usr/share/usb modeswitch - KaTanor, coAepwamnii hh- 
AMBHAyaribHbie cpawibi Ana «a>KAoro USB-ycTponcTBa, nMe- 

HOBaHHbie B COOTBeTCTBHH C HX ID (WW APyrHMM HA6HTHCDH- 

KaTopaMM b cnynae coBnaAeHUA ID). Ecnn 8 HeM nMeeicfi 
cpann, coBnaAaiomnn no hmchh c HAeHTncpnioTopaMH Ba- 
wero yorponcTBa (Koropbie MO>KeTe onpeAenmb no >Kyp- 
Hany /var/log/messages nn6o yTMnmofi Isusb), Bee LuaHCbi 
3a to, hto oho noAAepwnsaeTCfi, Aa>xe ecnn ero MOAenb 
(yKa3aHHafi b KOMMeHTapunx dpama) He coBnaAaeT. 
/usr/sbin/usb modeswitch - co6cTBeHHO abohhhwm ncnon- 
HfleMbiw cpaPin. npon3BOAfiU4nw nepeKnioneHne pewnMOB. 



3aMesaHMe 2 

Ecnn k KOMnbioTepy c OC Linux noflKniOMHTb USB-MoaeM, n3o6pax<eHHbiM 
na puc 1 . to nocne noflK/iioweHMfl b 4>aPine /var/log/messages mojkho yanfleTb. 

May 19 21:34:42 kernel: usb 2-1.2: new high speed USB device 
number 5 using ehci_hcd 

May 19 21:34:42 kernel: usb 2-1.2: New USB device found, 
idVendor=19d2, idProduct-1514 

May 19 21.-34:42 kernel: usb 2-1.2: New USB device strings: Mfr=2, 
Producc=l, SerialNumber=3 

May 19 21:34:42 kernel: usb 2-1.2: Product: MF192 
May 19 21:34:42 kernel: usb 2-1.2: Manufacturer: ZTE 
May 19 21:34:42 kernel: usb 2-1.2: SerialNumber : 

May 19 21:34:42 kernel: usb 2-1.2: configuration #1 chosen from 1 
choice 

May 19 21:34:42 kernel: Initializing USB Mass Storage driver... 

May 19 21:34:42 kernel: scsi5 : SCSI emulation for USB Mass 
Storage devices 

May 19 21.-34:42 kernel: usbcore: registered new interface driver 
usb-storage 

May 19 21:34:42 kernel: USB Mass Storage support registered. 

May 19 21:34:43 kernel: scsi 5:0:0:0: CD-BOM ZTE 
Datacard CD-ROM 0001 PQ: 0 ANSI : 0 

May 19 21:34:43 kernel: scsi 5:0:0:0: Attached scsi generic sgl 
type 5 

May 19 21:34:43 kernel: srO: scsi3-nmc drive: Ox/Ox caddy 

May 19 21:34:43 kernel: Uniform CD-ROM driver Revision: 3.20 

May 19 21:34:43 kernel: srO: CDROM (ioctl) error, command: 

Xpwrite, Read disk info 51 00 00 00 00 00 00 00 02 00 

CoBer nn« npocMOTpa (fcawia >«ypHana "Bxuibvio- mowho OTKpbiTb eme 
oflHy KOHConb n b HePi Ha6paTb KowaHay 

tail -f /var/log/messages 

flnpoM OC fibino oSHapyweHO Hosoe USB-ycipoPicTBO c nfleHTtKfcwKaTo- 
paMn npon3BOflHTenn 19d2 n Monenbio ycTpoiicTBa 1514. flanee npn yciaHOB- 
neHHOM, ho He paooTacuieM naKeTe usb_modeswitch nepeKmosenne pe>KMMa 
pa60Tw ycTpoPiCTBa mojkho BbinonHMTb spyHHyio, nnn BbinoriHUM KOManay 

4 usb_modeswitch -W -v 19d2 -p 1514 -M J 

"5553424312345678000000000000061b000000020000000000000000000000" 

rtpouecc nepeKntoneHMfl pe>KHMa paSoTbt ycTpoticTBa b >KypHane CMCTeMbi 
(/var/log/messages) momho o6Hapy>KMTb no nonBneHura ycTpoMCTBa c hobwm 
USB-nueHTudpuKaTopoM n noflwiioHeHnio flnpoM nceBAodpa^inoB-ycTpoMCTB 
(/dev/ttyACMO m np.) nnw pa6on>i c nocnefloeaTenbHbiM nopTOM MOfleMa 

May 19 21:38:03 kernel: usb 2-1.2: new high speed USB device 
number 9 using ehci_hcd 

May 19 21:38:03 kernel: usb 2-1.2: New USB device found, 
idVendor=19d2, idProduct=1515 

May 19 21:38:03 kernel: usb 2-1.2: New USB device strings: Mfr=2, 
Product=l, SerialNumber=3 

May 19 21:38:03 kernel: usb 2-1.2: Product: MF192 
May 19 21:38:03 kernel: usb 2-1.2: Manufacturer: ZTE 
May 19 21:38:03 kernel: usb 2-1.2: SerialNumber: 

May 19 21:38:03 kernel: usb 2-1.2: configuration #1 chosen from 1 
choice 

May 19 21:38:03 kernel: cdc_aca 2-1.2:1.0: ttyACMO: USB ACM device 
May 19 21:38:03 kernel: cdc_acm 2-1.2:1.2: ttyACMl: USB ACM device 
May 19 21:38:03 kernel: scsi9 : SCSI emulation for USB Mass 
Storage devices 

May 19 21:38:03 kernel: cdc_acai 2-1.2:1.5: ttyACM2: USB ACM device 
May 19 21:38:03 localhost modem -manager : (ttyACMO) opening serial 
device . . . 

nocne mo>kho ncnonb30BaTb CTaHflapTHoe nporpaMMHoe o6ecneneHne 
una KOMMyrnpyeMoro (dial-up) nocTyna (nanpuMep, KOHConbHyra yTunnTy 
wvdial), k3k ecnn 6bi y Bac 6wn npMBbiHHbiPi hayes-coBwecTHMbiti MOfleM, Ha- 
npMMep. na nopiy /dev/ttyACMO (no ananorMn c COM-nopTOM - /dev/ttySO) 
(Ann pa3Hbix Monenefi moocmob m Bepcuii flflpa nMenosaHne ncesnocpaPina 
nocneaoBaienbHoro nopta ycTpoMCTBa mow oTnuMaTbcn.) 
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KonaeM rny6>t<e 



C/ieAyioiMMM war 3a OC 

llocne Toro ksk pewuM paCoTbi USB-ycTportcTB3 nepeKnioseH 
h flpatiBep nocneflOBaienbHoro nopia 3anyu4eH, HacTynaeT 
osepeflb onepaunoHHoPi cucieMbi o6H3py>*nTb HOBoe yd- 

POMCTBO. CoSCTBeHHO, 3T0 y>Ke He OTHOCHTCfl K TeMe CTaTbM, 

ho CKOpee Bcero noHaAo6irrcfl HUTSTenaM, TaK k3k no 6onb- 
wert nacTn ncno/ib30BaHne USB.ModeSwitch - nnuib oahh 
H3 LuaroB k flocTuweHHK) 6onee BbicoKort qenn - noAKnioHeHMio 
k ceTM coTOBoro onepaTopa. 

Ha cneflyiomeM Luare B03Mo>KHbi npoSneMbi y nporpaMMbi 
NetworkManager (nnn ero KOMnoHewbi ModemManager), koto- 
pafl ao cmx nop nacTO OLiin6aeTCfl npn onpeAeneHnw npaBunb- 
Horo nopia. B cba3m c stum mowho peKOMeHflosaTb ncnorib- 
30BaTb Apyme nporpaMMbi, Hbfl HacTpoi/iKa npome. HanpuMep, 
wvdial, UMTSmon, KaK h o6ecneHMBaiou4ne rpscpuHecKwrt hh- 
Tepcpertc Rnn 3anycKa PPP, HsnpuMep, kppp; npaBAa, ohh Tpe- 
6yiOT HeKOTopbix 3H3Hwrt. 

Sakis3G 

OTAenbHO xoneTCfi oTMeTHTb xopowyio n caMOAOdaTOHHyio 
nporpaMMy Sakis3G. KOTopaa coKpsmans no/ib30B3Te/iflM yro- 
MMTenbHbiM nyTb HSCTportKn pa3nuHHbix KOMnoHeHTOB Arm noA- 
KHfoneHUfl 6ecnpoBOAHOw cba3h h coAepwana b cboSm cocts- 
Be, cpeA^ nponero. nocneAHioio c6opKy USB_ModeSwitch. 
K coaoneHwo, Ha MOMem" H3nnc3Hna CT3Tbn, csrtT noAAepwKn 
nporpaMMbi y*e neAOCTynen. v\ bpha hm ctoht ownAaTb BbixoAa 
HOBbix sepcHrt. 

03HaKOMHTbCfl ksk co dapbiMn BepcufiMn nporpaMMbi (ko- 
Topwe cpyHKLinoHaribHbi m no cert AOHb), TaK h c 6biBUJHM cart- 
tom npoeKTa mo>kho b apxuBe MHTepHeia [14], HeKOTopwe kom- 

nOHeHTbl MO)KHO H3rt™ b [15]. 

OTKy/ia 6epyTcn npo6/ieMbi? 

TnaBHoe npenfrrcTBwe nonHOdbK) aBTOMaTunecKoro 3anycKa 
BHOBb noAKntoneHHoro MOAeMa nporpaMMort NetworkManager 
n nwe c hum - 3to onpeAeneHHe npsBH/ibHoro nopTa. 3ana- 
CTyio. nocne nepeKjuoneHMfl pewHMa, C03AaeTCfl 6onee OAHoro 
nopia. 

Ha Bpe3Ke Bbiuie KpacHbiM BbiAeneHbi Tpn nopTa ttyACMO, 
ttyACMI , ttyACM2. a b p^Ae ycTportcTB nx MO>KeT 6biTb ao nam 
K co>KaneHMio, He Bee ohh HBnaioTCfl AertCTBHTenbHo nocneAO- 
BaienbHbiMM nopTSMw. ripo6neMa b tom, hto nporpaMMa, we- 
naiomafl ycTSHOBHTb coeAMHeHne nepe3 MooeM, He MoweT no- 
HHTb, KaKne H3 nopTOB ecTb npaBH/ibHbie, npoorort nepeSop 
nopTOB b naAe>KAe coeAHHUTbcn xoth 6bi sepe3 oahh H3 hmx, 
k cowaneHwo, He AaeT 100% BepHbirt pe3ynbT3T, TaK KaK «no>K- 
Hbie» nopTbi pa6oTaioT, KaK HacTOfliune, u Aawe oTBesaioT 
Ha HeKoropbie hayes-coBMecTHMbie AT-KOMaHAbi, ho npn otom 
He MHnunnpyioT coeAHHeHne, TonbKo np3BnnbHbirt nopT HB/ifl- 
eTCH tomkom nepeAann AaHHbix. 

KaK AOCTOBepHO y3HaTb, KaKort m co3AaHHbix nopTOB 
ecTb npaBunbHbiPi n 3aneM npon3BOAHTenn npHAyManu «noa<- 
Hbie», aBTopy Hen3BecTHo. (Ecnn Bbi 3HaeTe oTBeT - Ao6po no- 
wanoBaTb Ha cpopyM >KypHana.) riepeSpaTb Bee nopTbi n HaPi™ 
BepHbirt Hecno>KHO. ho, k co>KaneHnio, NetworkManager pyKo- 
BOACTByeTCfl cbohmh KpnTepusMn npoBepKn n nooTOMy BpeMe- 
HaMn OLun6aeTCfl, 3aio ynoMflHyTbiii Bbiuie Sakis3G, HaxoAm 
ncTHHHbiM nopT nrpawHu. 

HTo6bi He pa36npaTbcn Ka>KAbiM pa3, KaKoPi nopT BepHbifi: 
ttyACM2, ttyACM3 unn Apyrow, HannHafl c Bepcun 1,1.2 usb_ 



modeswitch Ao6aBnfleT MnrKyio (cMMBonnnecKyio) ccbinKy 
Ha nepBUHHO npasnnbHO onpeAeneHHbiw nopT. oSecneHUBato- 
murt nepeAany AaHHbix, ecnn ycTpotiCTBo co3AaeT nocneAOBa- 
TenbHbie nopTbi. 3Ta ccbinKa hocht hmsr /dev/gsmmodem (c co- 
OTBeTCTByiOLUMM HOMepoM, b cnyHae noAKnioseHUfl HecKonbKMX 

yCTpOWCTB). 

To ecTb nonb30BaienbCKne nporpaMMbi MoryT BcerAa 06- 
pamaTbca k Heo6xoAHMOMy ycTportCTBy no oahom h tom >Ke 
ccbinKe /dev/gsmmodem, Aa>Ke ecnn Bbi BApyr noMeH^eTe ceoti 
USB-coTOBbirt MOAeM c OAHoro Ha coBceM APyroii. Bbi MO>Ke- 
Te nonb30BaTbCfi ccbinKoii npn HacTpofiKe nporpaMM A03B0Ha 
Tuna wvdial n Apyrnx. 

He flan re HacTynMTb Ha eaujn rpa6/iM ApyroMy 

Ecnn Bam USB-MOAeM nnn HHoe ycTportcTBo He noAA©P>*<M- 
Banncb M3HasanbHO, a BaM yAanocb ero 3anycTHTb BpysHyio, 
nepeKnioHMB pe>KHM, He noneHHTecb nponncaTb cooTBeTCTBy- 
lOLuee udev-npaBuno, KOHcpnrypaunoHHbiPi cpafin m cooSmnTb 
06 otom pa3pa6oT4HKaM USB_ModeSwitch, HTo6bi ohh nonon- 
Hwnn 6a3y n3BecTHbix USB-ycTportcTB n Apyrne nonb30BaTenn 
Mornn ne HacTynaTb Ha Baiun rpaSnn noBTopHO. 

llocKonbKy npoeKT usb_modeswitch HeKOMMepsecKUM, 

TO Ha3H3HHTb KOrO-TO OTBeTCTBeHHbIM 3a )KeCTKOe TecTMpoBa- 

Hue Bcex npucnaHHbix npaBun HeB03MO>KHO. MHbiMn cnoBaMU, 
b 6a3e ycTportcTB MoryT coAep>KaTbCfi oluh6km h hotohhocth. 
He yAHBrifltiTecb, ecnn Banie ycTpotiCTBO c k3khmm-to KOHKpeT- 
HbiMn vendorlD n productID coAep^nTCR b cnncKe noAAepwu- 
BaeMbix. ho He nepeKntonaeTCfi. riocTapafiTecb Hart™ ouindKy, 
nepeKntonafl ycTportcTBO b pynHOM pe>KMMe. Ppn Han6onee 
npoABunyTbix nonb30BaTenert HH>Ke npuBOAMTCfl necKoribKO co- 

BeTOB. 

Xopoujurt npuMep HacTportKn MOAeMa Alltel UM175AL USB 
EVDO noA OC Linux ony6nnKOBan MapK 3neceMep (Mark A. 
Ziesemer) b [16]. 

0 APymx cnoco6ax nepeKjitoseHHA pemnMa 

KpoMe paccMOTpeHHoro paHee cnoco6a nepeK/noHeHun ycT- 
portcTBa LUTaTHort KOMaHAort eject— M3BneHb-> (oTBeTCTBeH- 
HyKD 3a AaHHyio KOMaHAy nocneAoaaTenbHocTb m npuMep 
ncnonb30saHHfl cm. Bbiwe bo Bpe3Ke), MoryT 6biTb m Apyrne 
BapuaHTbi, 

TaK, Ha ycTportcTBO mo>kho nocnaTb oAHy M3 «BeHAop-cnei4- 
ncpHHHbix» ynpaBHRtOLqux KOMaHA. K coxaneHnto, ee HaAO nn6o 
3HaTb 3apanee, nn6o MCKaTb nocneAOBaTenbHocTn hs cpopy- 
Max, nn6o ncnonb30B3Tb USB-CHncpcpep noA OC Windows, 
Ana KOToport ecTb ApartBep ycTportcTBS, nn6o 33HHTbCH Henep- 
cneKTHBHbiM nepeGopoM. 

B HeKOTOpblX yCTportCTBSX MO>KHO HSCUHbHO 0TKTll043Tb MO- 

Aynb noAAep>KKM HSKonnTenn, hto pscueHUBseTca ksk komshas 
eject, psccMOTpeHHsa Bbiiue. 

HsKOHeu, o6HOBHTe 633y noAAep>KMBaeMbix ycTportcTB, 33- 
rtAUTe H3 cpopyM [17]. Mo>KeT, ycTportcTBO c bsujmmh vendorlD 
n productID yxe kto-to npoTecTupoBsn n BHec b cnncoK noA- 

Aep>KHB3eMblX, nOK3 Bbi HUTSeTe 3TH CTpOKM? 

M3BecTHbie npob/ieMbi 

CymecTByeT p»a M3BecTHbix sBTopy npoeKTs USB_ModeSwitch 
npo6neM: c ycTportcTBSMH c ID 05c6:1000 n 19d2:2000, c RApa- 

MM AO 2.6.26, C HeKOTOpblMM MOAeMaMU ZTE M CO CTSpblMH OC. 

TaK ksk ohh 33Tp3rnBaioT numb y3Knrt Kpyr HUTSTenert, no3H3- 
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KOMHTbca c hwmh Bbi MoweTe Ha cafrre npoeKTa mhm Ha 0opy- 
Me[17]. 

B paMKax aaHHoPi CTaTbH Mbi noBepxHOdHo no3HaKOMnnncb 

C BHyTpeHHUM yCTpOMCTBOM 6o/lblDHHCTBa C0Bp6M6HHblX CO- 

TOBbix MOfleMOB, c npo6neMoPi nepeKJiKDHennfl pewHMa pa6oTbi 
ycTpodcTB n c TeM, KaK c new cnpaBnfieTCfl nporpaMMa usb_ 
modeswitch b OC Linux. 

Maiepwan mokst 6biTb none3eH cucieMHbiM aflMUHncipa- 
TopaM, Tan K3K yKa3aHHbie ycTpoPiCTBa Motyr ncnonb30BaTb- 
ch id Ha cepsepHow o6opyflOBaHnn fl/ia pa3/in4Hbix SMS- 
yBeflOMneHufi, b KanecTBe Lunio3a fina TenecpOHUM, a TaKwe 
flna oSecneseHUfl pe3epBHoro MHTepHeT-KaHana Es9 



1 . FAQ for Huawei 3G USB modem and Asterisk - http://wiki.e1 550. 
mobi . 

2. ileTO, omycK, asterisk, uni-i CaM ce6e VolP-onepaiop - rtttp:// 
habrahabr.ru/post/185250 . 

3. SMS Server Tools 3 - http://smstools3.kekekasvi.com , 

4. Josua Dietze USB_ModeSwitch: Handling Mode-Switching 
USB Devices on Linux - http://www.draisberghof,de/usb 
m odeswitch, 

5. RepoForge - anbTepHaTMBHbiti peno3HTopuii (none3Hbie RPM- 
naKeTbi) - http://rePQforge.prg. 

6. ynpaBneHne 6ncTa6nnbHbiMH USB-ycTpoiiCTBaMM non Linux./riep. 
c aHrn.[l ] Anexcen flMmpneBa. 



7. 0 pe*MMe ZeroCD (TM) - http://en wikipedia.org/wiki/Virtual CD- 
RQM switching utility. h tt p; //www.hu b,ru/wiki/ZerQCD- 

8. 5n6/iuoTeKa H3bwa Cn libusb, flaioman npunoKeHnnM aocTyn 
k USB-ycTpo^CTBaM b pa3Hbix OC - http://www.libusb.org . 

9. USB-CHncpcpep USBPcap - USB Packet capture for Windows 
http://dgsQvwn.Qrg/usppcap- 

10. USB-CHncpcbep usbsnoop - http://usbsnoop.sourceforge.net . 
ht t p ^ / benoit. p ap iii ault f ree.fr/u sbsn oQ p. 

11. KoMMepMecKMi/i USB-CHncpcpep USBIyzer, TecTOBan Bepcun 
Ha 33 flHH - http://www.usblvzer.ogm/dQwnload.htm . 

1 2. HacTpoMKa Wireshark ana aHann3a USB - http://wiki.wireshark.org/ 
CaptureSetup/USB. 

13. Josua peKOMeHflyeT wcnonb30BaTb KOMaHfly eiect - http://www 
drais p erg h of.de /usb m pd eswit ch/bb /vi ewtopic.p h p?f=3&t =1 39 3& 
p=9353&hiht=eject. 

14. Apxus caiVra Sakis3G - https://web.archive.org/ 
w eb /2Q13Q5H 2Q 23Q5/h ttp://www.sa ki s3 g .prg . 

15. KoMnoHeHTbi Sakis3G - https://aur.archlinux.org/Dackages/ 
sakis3g . 

16. HacTpoPiKa MoneMa Alltel UM175AL USB EVDO nofl OC Linux 
Ubuntu - http://blogger.ziesemer.com/2008/10/alltel-um175al-usb- 
evdo-ubuntu.html. 

17. ©opyM npoeKTa usb_modeswitch - http://www.draisberghof del 
usb modeswitch/bb . 

KiiK>HeBbie cjiOBa: USB, MOfleM. Linux. ycTaHOBKa flpaiteepa, usb_ 
modeswitch. 
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MOHI/ITOpi/IHr 



ropHOfio6bWd>ometf npoMbimneHHOcw. sheltoncd'sheltonsoil.iv 



EonbiuoM BpaT bhamt Te6n 



llporpaMMbi p,nn CKpbiToro HadnrofleHUH 3a nonb30BaTenervi, no3BormK)mne nepexBaTbiBaTb 
ero noHTy v\ CHMBonbi, BBOflwvibie c KnaBi/iaTypbi, KOHTponi/ipyHmni/ie uicnonb30BaHne 
CMeHHbix HocnTenew n ABnaiomne cKpi/imuoTbi ero SKpaHa, 3anncbiBaHDinne neperoBopbi 
no CKai/iny, - OTHKDflb He yTonnnecKafl c|DaHTa3Mfl b CTune «1984», a cypoBan peanbHOCTb 



Hepe3 TpMAuaTb neT noc/ie Opyawia 

B flaHHOii CTaTbe He paccMaTpuBaioTCfl aTunecKne npo6neMbi 
BefleHUfl HaSniofleHUfi 3a nonb30BaTenflMn n Bonpocbi. cBA3aH- 
Hbie c hhmh. B AaHHoPi daTbe paccMaTpuBatOTca cyry6o Tex- 
HunecKne acneKTbi flaHHbix nporpaMM, KaK 6bi sto hh 3ByHano. 
flK>6oPi WHCTpyMeHT, HannHafl c Ho>Ka, mowho ncnonb30BaTb 
KaK bo 6naro. TaK n bo Bpefl. 

Ka^AbiPi paSoTOAaTenb xoneT 3HaTb. neM cei/inac 3aHATbi 
ero coTpynHMKM. (loKa TexHUKa HapamnBana cbom bo3mow- 
hoctm. an« 3Toro npuMeHsnncb yxwmpeHUfl flpyroro por^a - Ha- 
npuMep. nnaHnpoBaHne ocpucoB Open Space. CoBpeMem-ibie 
TexHMMecKne peweHUA no3BonflioT oto AenaTb ropa3flo 60/iee 
yaoSHbiM cnoco6oM. 

KoHuenqufi TaKan - Ha KOMnbioTep nonb30BaTena, 3a koto- 
Pwm seaeTCfl Ha6niofleHMe. ycTaHaBnuBaeTca cneuna/ibHbM 
areHT, KOTopbiw n nepeaaeT Bee Heo6xoflHMbie flaHHbie Ha cep- 
Bep, rfle nepe3 nporpaMMy npocMOTpa onepaTop npocMaTpn- 
BaeT aaHHbie. Oneparapos Mo>KeT 6biTb HecKO/ibKO, c pa3HbiMn 
npnBnnern5iMH, oflHH H3 hux ABnfieTcn aflM hh ncTpaTopo m cuc- 
TeMbi. 06biHHo npucyTCTByeT h nporpaMMa aAMHHncTpnpoBa- 
hhh. KOTopaa no3BormeT ycTaHOBHTb unu yAannTb areHTa. 

B o63ope 6yflyT ynacTBOBaTb cneAyiOLflne nporpaMMbi: 

> StaffCop Standart 5.6 



PucyHOK 1. MHTeptjwHC LanAgenl Server 



j LanAgent Enterprise S«rviceM»n»ger | cj | E) 

OCmon c arerrrflr^i Ceccac onoeeuir*** 

copshc ocraHoanoH cepeuc ccraHcenev* 



[ha 



> LanAgent Enterprise 4.5.6 

> CTax@HOBeu 4.70 

Kawaafl H3 hux npeflnaraeT CTaHflapTHyro Ana nporpaMM Ta- 
Koro Knacca cpyHKunoHanbHOCTb: 

> nHcpopMaqufi o 3anycKaeMbix, ycTaHaBm-iBaeMbix n yfla/ifl- 
eMbix Ha KOMnbioTepe nporpaMMax; 

> 3anncb TeKCTa, BBOflMMoro c KnaBi/iaTypbi; 

> HHdpopMaunfl o nocemaeMbix Be6-cTpaHUMax; 

> chumkh 3KpaHa nonb30BaTenfl: 

> OTcne>KHBaHne KOMMyHUKauHrt no ICQ m Skype; 

> 0Tcne>KHBaHMe BKnoseHMfl m BbiKmoneHUH KOMnbKrrepa; 

> 3anncb TeKCTa, nocTynaiomero b oycpep o6MeHa; 

> KOHTponb sneKTpoHHort noHTbi; 

> KOHTponb CMeHHbix HocnTenew; 

> KOHTponb flOKyMeHTOB. BbiBOAWMbix Ha nenaTb; 

> aKTHBHoe onoBemeHne o BBOfle Hepa3peiueHHoro TeKCTa. 
KaK BHAUTe, nepeneHb AOBonbHO SonbwoPi. flosTOMy pac- 

CMaTpuBaTbcn 6yaeT He ranbKo TexHunecKaa CTopoHa npo- 
rpaMMbi. ho n opraHH3aunfl cucTeMbi ncnonb30BaHHfi nonyneH- 

HblX flaHHblX. 

Mto TaKoe «>aKTMBHoe onoBeineHne»? Korna nonb30BaTenb 
Ha6npaeT Ha KnaBnaType 3aflaHHbiPi TeKCT, HanpuMep, °flnpeK- 
Top», nnn Korfla y Hero b OKHe OTo6pa>KaeTCfl 3aflaHHbiw TeKCT, 
HanpuMep, «3apnnaTa», oneparapy npuxoflMT yBeflOMneHne 

06 3T0M. 

StaffCop 

nporpaMMa StaffCop pa3pa6aTbiBaeTca H0B0cn6npcK0iri 
KOMnaHHeti «Atom Be3onacHocTb» [1], CymecTByoT Bepcun 
Standart n Home - nocneflHflfl OTnunaeTca ot Standart TeM, 
hto paccHMTaHa Ha Ha6ntofleHne 3a oahum KOMnbioTepoM. 
CTonMOCTb nni4eH3nn Ha Home-Bepcuio cocTaBnjieT 990 py6., 
Ha Standart b 3aBncnMOCTH ot nucna naSnioflaeMbix KOMnbioTe- 
POB-ot 850 AO 1300 py6. 

nporpaMMa ycTaHaBnuBaeTcn Ha KOMnbioTep aAMUHMCTpa- 
Topa, Ha HeM >«e pa3BopaHHBaeTCfl 6a3a AaHHbix. KaKoro-nn6o 
pa3AenfleMoro flocTyna k 6a3e He npeflycMOTpeHO. Bee, aflMn- 
HMCTpupoBaHne m npocMOTp oTHeTOB, flenaeTcn H3 oahom npo- 
rpaMMbi, nosTOMy pa3AennTb npaBa Ha npocMOTp pa3nnMHbix 
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Be3onacHOCTb 



Ha6^ioflaeMbix nonb30BaTenetf HeB03MO>KHo. xota Bee TunoBbie 
qbyHKqun nporpaMM HaSniofleHMfl npeACTasneHbi nonHOCTbio. 

K cowaneHmo, StaffCop He npeflnaraeT Enterprise-sepcuio, 
paccMHTaHHyio Ha oflHOBpeweHHyio paSoTy HecKonbKnx one- 
paTopoB - npeflnonaraeTCfl. hto b ce™ ecTb eAUHCTBeHHbiw 
onepaTop. TaKan KOHuenqnH xapaKTepHa Ann HeSonbwux kom- 
naHiw. ho cno>KHOCTb (aha pa3pa6oTHMKOB) coctoht b tom, 
hto o6bNHO KOMnaHnn Tararo oSbeMa He HywAaioTca b cnei4M- 
ann3npoBaHHOM cocpTe p,m Ha6niofleHWfl 3a nonb30BaTennMn. 
riocKO/ibKy TecTuposaHne npoBOflnnocb Ann BHeflpeHMfl b ao- 
CTaTOMHo 6onbiuofi cem StaffCop, HecMOTpn Ha AOCTaraHHo 
nHTepecHyio peann3ai4wo, TecTupoBancfi no coKpameHHotf 
nporpaMMe. 

LanAgent 

nporpaMMa LanAgent pa3pa6aTbiBaeTca KOMnaHneii «HeTBopK 
npocpH" [2] n opueHTupyercfl Ha AOdaTOHHO KpynHbie ce™ - 
npncyTCTByioT sepcua Standart. Bepcua Enterprise, cnequanb- 
Hafl BepcMfl Ana TepMMHanbHbix cepBepoB n OTAenbHbM MOAynb 
LanAgent NetworkFilter. riocneAHMM. npaBAa, MoryT ncnonb30- 
BaTb TonbKO Te, kto flOBepun iunio3 b MHTepHeie onepaqnoH- 
hoPi cudeMe Windows. 

Bepcufl Standart noxo>Ka Ha StaffCop - MOHonnTHbifi MOAynb, 

KOTOpbM OAHOBpeMeHHO M CepBep, H KOHCOHb aAMUHUdpaTopa, 

n nporpaMMa Ana npocMOTpa othctob. B OTHOCHTenbHO Kpyn- 
hom ceTM 3to Heyao6HO. nooTOMy TecTuposanacb Enterprise- 
Bepcufl, KOTopan HMeeT oTAenbHbie cepBep (LanAgent Server), 
KOHconb aflMUHMCTpaTopa (LanAgent Administrator) n nporpaM- 
My Ann npocMOTpa OTneTOB (LanAgent Viewer). KaK n aoh>kho 
6biTb b nporpaMMax TaKoro «nacca, Viewer HenocpeACTBeHHO 
He co6npaeT AaHHbie - otmm 3aHHMaeTCfl cepBep. Viewer ToribKO 
noAKntonaeTCfi k cepBepy n OTo6pa>KaeT HaKonneHHbie AaHHbie. 

LanAgent ucnonb3yeT Bfl Firebird, KOTopyio Heo6xoAHMO 
ycTaHOBMTb ao ycTaHOBKM caMoro cepBepa LanAgent. HeAO- 



paSoTKOw, Ha KOTopyio mhoi/i ywe 6bino yKa3aHO, ABnaeTCfl to, 
hto b HacTpoi/iKax LanAgent Server nyTb k Bfl Hywno yKa3bi- 
BaTb BpynHyto. 3aTO oto no3BonaeT flep>KaTb Bfl Ha OTflenbHOM 
KOMnbiOTepe. BHeiiiHe LanAgent Server - cKpoMHan naHenbKa, 
KOTopan no3BonneT TonbKO npoBepMTb cocTOHHue u nepe3any- 
CTHTb b cnynae hco6xoahmocth cboh cepBHCbi fla yKa3aTb nyTb 
k Bfl (cm. puc. 1). 

LanAgent Admin - sro ocHOBHaa nporpaMMa qna aAMUHH- 
CTpaTopa. MMeHHo 3Aecb ocymecTBnflioTCfl ycTaHOBKa n yAa- 
nenwe areHTOB Ha6ntoneHnq Ha KOMnbKrrepbi nonb30BaTenew, 
a TatoKe HacTpoPiKa napaMeTpoB Ha6moAeHHfl, Ka^bitf kom- 
nbioTep nMeeT csoii Ha6op napaMeTpoB, Koropbie KonnpyioTca 
H3 napaMeTpoB no yMonnaHwo (KOTopwe Towe mowho npaBHTb). 
HacTpoeK aoct3tohho MHoro. ohh crpynnnpoBaHbi no 3aKnaA- 
KaM (cm. puc. 2). 

Bee HacTpoMKn nepenncnuTb TpyAHO, Rrm Ka>KAoro MOAyna 
cymecTByeT co6cTBeHHbiii Ha6op. HTo6bi nonynnTb npeACTaBne- 
Hwe 060 BceM 3aaBrmeMOM cpyHKquoHane LanAgent, AOCTaraHHo 
ero npocMOTpeTb — TyT n CKpuHiuoTbi, n nepexBaT KnaBnaTypHo- 
ro BBOAa, n KOHTponb 3kthbhocth nporpaMM, m TeHesoe Konn- 
poBaHne cpafinoB, BbiBOAHMbix Ha cbeMHbie HocnTenn, h MHoroe 
Apyroe. rioneMy ?i roBopio «3amn9\eMbM cbyHKL(noHan»? lloTOMy 
hto nacTb ero npn TecTupoBaHnn OKa3anacb Hepa6oTocnoco6- 
hom. a eme nacTb cpyHKquoHnpoBana He TaK, KaK o>KMAanocb. 
06 3tom 6yAeT paccKa3aH0 b KOHqe OTneTa no LanAgent. 

AKTMBHoe onoBemeHne HacTpanBaeTcn Ha coceAHert 3a- 
KnaAKe -TaM mo>kho BBec™ nw6o uma nporpaMMbi, nn6o tckct. 
CpaSaTbiBaeT oho nn6o npn 3anycKe yKa3aHH0ki nporpaMMbi, 
nn6o npn BBOAe/oTo6pa>«eHMn yKa3aHHoro TeKCTa. 

OTAenbHO cneAyeT paccKa3aTb 06 ycTaHOBKe areHTOB Ha- 
6nHDAeHHH, nx yAaneHUH n npoBepKe cocTOAHUfl. noneMy- 
to b LanAgent 3to mo>kho CAenaTb TonbKO H3 A^anora Ao6aB- 
nenMfl nonb30BaTenq. 8bi6paB cKaHnpoBaHne anana30Ha. TorAa 
noflBnfleTCfl okho, noKa3aHHoe Ha puc. 3, rAe mo>kho ycTaHOBMTb 
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n/in yAanmb areHTa, a TatoKe flo6aBHTb unw yflannTb KOMnbtcrrep 
H3 cnncKa MOHmopMHra, 3to flBe pa3Hbie onepau.nn: nepBas 
ydaHaBnuBaeT Ha KOMnbioTep onpefleneHHbie cpai/inbi w 3any- 
CKaeT onpefleneHHbie cny>K6bi, BTopaa floSaBnaeT KOMnbioTep 
b Bfl. HtviePue b BUfly, hto, Korfla KOMnbKrrep yflanaeTcn H3 cnn- 
CKa MOHHTopuHra, Bee ero flaHHbie b Bfl TaKwe yflanatoTCfl! 

LanAgent Viewer - sto nocneAHflfl nporpaMMa KOMnneKca, 
npeflHa3HaHeHHafl nnfl npocMOTpaflaHHbix MOHmopuHra. Opra- 
HH30B3Ha flOBonbHO norHHHo: cnpaBa - cnncoK KOMnbioTepoB, 
cneBa pacnpefleneHbi no 3at<naflKaM rpynnbi flaHHbix, KOTopbie 

MO^KHO npOCMOTpeTb. CKpHHWOTbl nOKa3blBaiOTCfi B BUfle H6- 

Sonbiuoro preview, flnn npocMOTpa b nonHOM pa3Mepe cneflyeT 
menKHyTb no HeMy flBa pa3a (cm, puc. 4). 

3HawoK b cnncKe B03ne nMeHu KOMnbioTepa o6o3HasaeT 
TeKymee cocTOAHHe nepeflasn flaHHbix. (lepeflana flaHHbix 
MO>KeT 6biTb odaHOBneHa no pa3HbiM npunnHaM. b tom nwcne 
m n3-3a npoTHBOfletfcTBHH nonb30BaTenfl, a oho, hto 6w tbm 
Ha cawTe [2] hh nucann, bo3mo>kho. 

HoBbie flaHHbie Ha 3aKnaflKax oTMesatoTCH cooTBeTCTBy- 
KDiflUM 3H3HKOM. flaHHbie o6HOBnflK)TCfl aBTOMaTMHecKH (eonn 
3to 3aflaHo b HacTpotiKax), ho TeM He MeHee npn ycTaHOBKe 
co 3HaHeHHflMM no yMonnaHnio npoxoflm nopyiflKa ceMW MMHyT, 
npexfle sew flewcTBue, coBepweHHoe nonb30BaTeneM, oto- 
6pa3HTcn b nporpaMMe. 

Ecnn KOMnbioTep no KaKofi-nn6o npunuHe Bflpyr nepecTan 
nepeflaBaTb flaHHbie, to 3aHOBO 3anycTHTb npouecc o6MeHa 
mo>kho, Bbi6paB nyHKT weHio «<t>opMnpoBaHne 3aflas» (c Moei/i 
tohkh 3peHna, Ha3BaHne KpatiHe HeyflaHHoe). B stom nyHKTe 
mo>kho o6HOBHTb norn, ocTaHOBHTb nnn 3anycTHTb areHTa, Cfle- 
naTb CKpuHUJOT unw OTnpaBHTb coo6weHne (cm. puc. 5). 

OTflenbHo cneflyeT TaKwe OTMeTHTb nnoxyio nepeHocuMOCTb 
LanAgent aHTMBupycaMn. Ha cai/iTe [2] ecTb flawe qenan hh- 
CTpyKunfl, KaK HacTpanBaTb itcKntoneHHfl Ana AHTHBupyca Kac- 
nepcKoro, 3am,nTHHKa Windows n HeKOTopbix flpyrux 3hthbh- 
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pycoB. noaTOMy, ecnn flaHHbie c KOMnbioTepa nepnoflnnecKn 
nepecTaiOT hath, npoBepbTe cnncoK HCKmoneHW/i aHTWBupy- 
ca - Bnonne bo3mo>kho, oh npocro yAanun nacTb LanAgent. 

14, HaKOHeu-To, 06 otun6Kax cpyHKU,noHnpoB3HHfl. TecTn- 
poBaHne LanAgen npoBOAnnocb AOBonbHO Aonro, noTOMy 
hto nporpaMMa o6naAaeT npwsrmbiM HHTepcpewcoM, n MHe xo- 
Tenocb ee ncnonb30B3Tb. Ho b npouecce TecTnpoB3Hna o6hs- 
py>Knnncb HeKOTopwe npeHenpuflTHePinine ocoSeHHOCTn: 

> nonHOCTbio He pa6oTaeT MOflynb Komponn nesaTu; 

> KOHTponb 3a noceifleHHbiMn cswtsmh nepnoflMHecKH 
nepecTaeT pa6oTaTb n He B03o6HOBnaeT paooTy BnnoTb 
AO nepe3anycKa 6pay3epa; 

> npn nepexBaTe BBOAa b KasecTBe 3aronoBKa okhs, b koto- 
Pom BBOAnncfi TeKCT, noACTaBnweTCfl coBepujeHHo npon3- 
BonbHbiPi 3aronoBOK M3 nucna OTKpbiTbix b ASHHbiw momcht; 

> MOAynn nepexBaTa coo6u4eHnw ICQ n Be6-nonTbi He pa- 
6ot3kdt; 

> MOAynb nepexsaTa neperoBopoB no Skype BnonHe cnoco- 
6eH BMecTe c hobwm pa3roBopoM AOCTaTb 0TKyAa-T0 eme 
n Kyny CTapbix; 

> MOAynn nepexBaTa noHTbi n KOHTpona coquanbHbix ceTew 
He paSoTaioT. 

Mrar: nporpaMMa c 6onbujnM cpyHKUHOHsnoM n yAo6HbiM mh- 
TepcpeticoM, ho b 3H3HHTenbH0i/i cTeneHu «cbipafl», HecMOTpn 

Ha A0CT3T0HH0 nOHTeHHblM B03paCT, MMeeT MHOWeCTBO HeAOpa- 

6otok, npuneM oneHb cymecTBeHHbix, HMeeT npo6neMbi c shth- 
BHpycoM u AOCTaTOHHo nen<o HeMTpann3yeTCfl 6onee-MeHee 
rpaMOTHbiMn nonb30BaTensMM (b HHTepHeTe nonHO coBeTOB 
o npOTMBOAei/icTBuw LanAgent - ot BecbMa rnynwx ao BnonHe 
AetfcTBeHHbix). 

CTOHMocTb - ot 2100 py6. 3a opy\H KOMnbioTep. flpn stom 
cneAyeT ynecTb tot cpaKT, hto Enterprise-Bepcusi nnqeH3npyeT- 
cfl He MeHee neM Ha 21 KOMnbraTep. 

CTaX@H0B6U 

MMeHHO TaK, nepe3 @, nuaieTCfl ero Ha3BaHne. riporpaMMHbiw 
KOMnneKc CTax@HOBeu pa3pa6aTbiBaeTCfl yKpanHCKow kom- 
naHnePi «Bn3Hec-Jla6opaTopnfi» [3]. (1poAa>KM b Pocchu ocy- 
mecTBnfieT Atlex Distribution [4]. CymecTByeT TaK>Ke cneunann- 
3npoBaHHbiii caiiT, nocBflineHHbiM KOMnneKcy [5], 

(Ipn ero pa3pa6oTKe fibho 6binn ynTeHbi MHorne oljjh6kh 
n TexHonornnecKne HeAopa6oTKn nponux nporpaMM. 3to bma- 
ho xoTfl 6bi no TOMy, hto b HacTOflmuM MOMeHT I~1K CTax@HOBeq 
He o6Hapy>Ki/iBaeTCfl hh AHTHBupycoM KacnepcKoro, hh 3amnT- 
hhkom Windows. M, Aa>Ke MMea nepeA rna3aMH cnncoK 3any- 
meHHbix cnyxfj Windows, He TaK-To npocTo Hav\iv\ cpeAH hux 
areHTa Ha6nioAeHMfl CTax@HOBua - aBTopaMn npuMeHeH Becb- 
Ma rpaMOTHbiw noAXOA- 

y CTax@HOBu,a MMeeTca TonbKO Enterprise-Bepcufl, KOTopan, 
KaK m nono^eHo. pa36nTa Ha Tpn KOMnoHeHTa: CTax@HOBeq 
AflMUHMCTparap, CTax@HOBeu Cepsep n... Bee! KnueHTa HeT- 
BMecTO Hero oSbinnbiM 6pay3ep. TaK mm o6pa30M, ycTpaHneTca 
HeoSxoflUMocTb pa3pa6oTKn oTflenbHoro KnueHTa m flocTura- 
eTcn KpoccnnaTcpopMeHHocTb. ripaBfla, sto >Ke nopo>«flaeT 
CTpaniHeHbKUM KopfiBbiM MHTepcpePic - no>Kanyui. caMbiii 6onb- 
iiioPi HeflocTaTOK CTax@HOBLia, 

OrpOMHblM flOCTOUHCTBOM CTaX@HOBUa flBnfleTCfl TO, 

hto oh noflflep>KHBaeT KaK MUHMMyM flBa Tuna Bfl - MS SQL 
m MySQL. ripaBfla, flOKyMeHTaqufl He ynnTbiBaeT tot cpaKT, 
hto MySQL MoxeT cTo^Tb Ha MaiiiMHe, rfle OC - Bosce 
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He Windows, ho oto MenoHM. ycTanaB/iMBaTb ny)KHO b cneoyio- 
meM nocneflOBaTeribHOCTn: 

> Ba3a flaHHbix 

> CTaX@HOBeL| AflMUHMCTpaTOp 

> CTax@HOBeq CepBep 

MMeHHo TaK, a He mane, fleno b tom. mto co3flaHne CTpyK- 
Typbi Bfl h 3arpy3Ka Hana/ibHbix 3HaneHMM b TaSnwubi flena- 
eTCfl AflMUHMCTpaTopoM (nporpaMMa «KoHcpnrypaunfl 6a3bi 
flaHHbix», cm. puc. 6). Ha arane ycianoBKM CepBepa, Bfl ywe 
flonxHa 6biTb nponHnunajiM3npoBaHa, HHane mo>kho yBHAeTb 
omn6Ky «He HaifaeH nonb30Baienb stkh_inl_user», 

llocne 3aflaHn« KOHCpwrypaunn Bfl m ee nHHunann3aunn 3a- 
nycKaeTCfl nporpaMMa CepBepa "HacTpoPiKH cepBepa». MMeH- 
ho b 3tom MecTe BBOflMTCfl nporpaMMHbiM KntoH (ero Haflo nony- 
HMTb 3apaHee - 6e3 Kmona 6yneT flociyneH MOHnropuHr ToribKo 
oflHoro KOMnbiOTepa). yKa3biBaeTca pacnono>KeHne cepBepa 
Bfl m ee Tun (cm. puc. 7). 



nocne 3anncn HacTpoeK cepBepa mowho 3anycKaTb npo- 
rpaMMy »r/io6anbHbie HacTpoi/tKM», b kotopom cocpeaoTOHeHbi 
Bee aflMMHUCTpaTHBHbie cpyHKqun. flnfl 3anycKa noTpe6yeTCfl 
napo/ib, 3aAaHHbiM Ha 3rane HacTpoeK, - He 3a6biBaMTe ero! 

flBa caMbix HywHbix pa3flena m ashhom nporpaMMbi - 
3to «nonb30BaTenn 6a3bi», b kotopom co3AahOTca BHyTpeHHwe 
nonb30BaTenn-onepaTopbi Ciax@HOBi4a (cm. puc. 8). 3flecb a<e 
mm Ha3HaMaK)TCfl npaBa - Ha 3aKnaAxe «flononHMTenbHbie 3a- 
npeTbi» mowho yKa3aTb cnncoK coipyflHUKOB, KOTopbie 6yAyT 
AOCTynHbi AaHHofi yneTHOM 3anncn. 

BropoPi, caMbiki HywHbifi, pa3Aen - oio «HacTpofiKM kom- 
nnei<ca». HacTpoeK 3Aecb mhoto, HMHyTb He MeHbwe. HeM 
b LanAgent. npaBAa, crpynnnpoBaHbi ohm no-ApyroMy - ecTb Ha- 
CTpoMKM cepBepa cepBepa»), ecTb HacTpoMKM nonb30Ba- 

TenbCKMX KOMnbKDTepOB («flnS KOMnbKDTepOB-), eCTb HaCTpOMKM 

co6cTBeHHo nonb30BaTeneM («flnn nonb30BaieneM»). B otjim- 
HMe ot LanAgent 3Aecb Ha Bcex nonb30BaienePi M3HasanbH0 
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pacnpocTpaHfleTCfl oflHH Ha6op HacTpoeK. Htooh co3AaTb ot- 
flenbHbiPi Ha6op HacTpoeK, HywHO co3AaTb rpynny n u3MennTb 
b Hew HacTpoiiKM, TpeSytoinne n3MeHeHna. 

OrpaHnneHHbM o6beM wypHanbHotf oraTbu He no3Bon$ieT 
MHe fla>Ke nepesncnmb TyT Bee HacTpo^Kn, He to, hto onucaTb 
mx. Hx MHoro. Mo>kho Bee™ nocTOflHHyto ayflno3anncb c MUKpo- 
4)ohob KOwnbioTepa, mowho Bbino/iHfiTb n <$wKcnpoBaTb chumkh 
nepe3 Be6-KaMepbi, 6/ioKnpoBaTb 3anncb Ha cbeMHbie HocwTe- 
nn, 3anpemaTb nepeAany Bno>KeHHbix cpaunoB no nosTe, b tom 
Hucne n no Be6-noHTe. - a^r 03HaKOMneHna c nonHbiM cnncKOM 
B03M0>KH0CTeM nynwe Bee nonpoooBaTb caMUM (cm. puc. 9). 

Eme b «rno6aJibHbix HacTpoiwax" edb «flocbe coTpyA- 
hhkob». rAe mo>kho yKa3aTb arm Ka>KAoro nonb30BaTensi 
ero cpaMwiwo, 3aHecTM cpOTorpacfcwo n «>KypHan», rAe oto- 
6pax<aeTCfl, kto m KorAa 3axoAnn b cucieMy m KaKUM MOAyneM 
no/ib30Ba/icfl. OdanbHbie nyHKTbi npeAHa3HaneHbi aih o6cny- 

>KHBaHMfl n He MHTepeCHbl. 

Hy h nocneAHee - sto MOAynb npocMOTpa oTneTOB. KaK TaKO- 
Boro KnueHTa HeT, ero 3aMeHaeT yoraHaBnuBaeMbii/i Ha KOMnbio- 
Tepe, roe 3anymeH Ciax@HOBeu CepBep. Be6-cepBep Apache, 
KOTopbiti n oSecnennBaeT AOdyn k oTneiaM. 



flna AOCTyna k OTneTaM npeAnoxeHbi ABa MOAyna - BOCC- 
OHnafiH w BOCC-OcpcpnaPiH. Ann noAKnfoseHUfi k nraSoMy 
H3 hux Heo6xoAHMO yKa3aTb napo/ib toi/i caMoPi yneTHort 3a- 
nucn, KOTopan co3AaBanacb b nporpaMMe AAMHHUcTparopa. 
BOCC-OnnatiH - sto onepaiop c cpyHKunaMU aAMUHMCTpaTopa, 
HanpuMep, ToribKO b BOCC-OHnafiH bo3mo>kho yqariHTb ycTa- 
HOBneHHoro areHTa. 

Ho ocHOBHafl 3aAasa BOCC-OHnafiH (cm. puc. 10) - onepa- 
TUBHoe Ha6nioAeHne. B neBoii nacTM oKpaHa oToSpawaeTca Ta 
3aAana, KOTopaa BbinonHfleTca Ha Ha6niOAaeMOM Kownbraiepe 
b AaHHbiPi MOMeHT, KoMnbioTepbi pacnonaraioTCH b BHAe cnncKa, 
TaKUM o6pa30M, mo)kho Ha6nioAaTb, seM 3aHATbi Bee norib30Ba- 
Tenn OAHOBpeMeHHO, - TaKoro y LanAgent HeT. B 3aBncnM0CTn 
ot Toro, Ha KaKyio orpoKy ycTaHOBneH Kypcop - Ha KOMnbioiep 
nnn Ha noAKfiKDHeHHoro k 3T0My KOMnbioiepy nonb30BaTens, 
b npaBou BepxHeii sac™ AOdynHbi pa3nnsHbie HHcrpyMeHTbi. 
flna KOMnbioTepa B03M0>KHa pa6oia c Be6-KaMepaMn n mhkpo- 
dpOHawn, oSHOBneHwe nriw yAaneHne areHTa, a p,m nonb30BaTe- 
nn - HeMeAneHHbiM ckpuhluot nrin HenpepbiBHoe Ha6nioAeHne 
3a OKpaHOM (pa6oTaeT TonbKO b Internet Explorer) unn ompaB- 
Ka cooSixieHUfi. 



PwcyHOK 6. nK Crax@H0Beu llHnunann3amiH 6a3bi 
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MK>Hb2014 CUCTeMHblM aflMUHUCTpaTOp 



MOHHTOpi/lHr 



Be3onacHOCTb 



B npaBoPi HH>KHe£i sac™ bwboahtca cnncoK onoBemeHW/i 
no KnioHeBbiM c/ioBaM, 3aflasaeMbiM b nporpaMMe [~no6anbHbix 
HacTpoeK - Tarae 3Aecb aKTHBHoe onoBemeHne. Akthbhog ono- 
BemeHne mo>kho CAenaTb Ha nomy unu no FTP, Ha caMOM nene 
npoAywaHo AOdaTOHHo mhoto. Ho ocHOBHaa pa6oia Bee >Ke 
nponcxoflMT b MOflyne EOCC-Ocpcpnai/iH, KOTopbiti oToSpawa- 
eT oTseTbi, ccpopMnpoBaHHbie no flaHHbiM, HaKonneHHbiM b Efl. 

EflMHCTBeHHOe, HTO nopTUT BMA. - 3TO CTpatUHeHbKHkl MHTep- 

cpetic - Hy HTML we. 

3Aecb b nonHOM Mepe npoflBnfleTCfl to npeuMymecTso, 
KOToporo HeT y LanAgent, - B03M0>KH0CTb nocTpoeHWfl rpyn- 
noBbix OTHeTOB, b ocoSeHHOCTM rpynnoBoro CBOAnoro OTMeia 
no BceM coTpyAHUKaM (cm. puc. 11). B otom OTseTe OTo6pa- 
waeTCfl Bee paSonee BpeMfl coTpyAHMKa ot BxoAa b cucieMy 
AO BbixoAa, npuneM cHUTaioTCfl Bee BXOAbi-BbixoAbi b TeneHHe 
aha. BpeMfl, npoBeAeHHoe hm b nporpaMMax, m BpeMfl. npoBe- 
AeHHoe b HHTepHeie, n 3Aecb >Ke OToCpawaioTCfl Han6onee no- 
nynapnbie Anfl nero b otot Aenb nporpaMMbi n HHTepHeT-catfTbi. 
flna aHanmnKa 3to caMbifi noAxoAflmw/i othgt, KorAa Hy>KHO 
6bidpo oueHHTb. kto pa6oTan, a kto cuAen b HHTepHeTe n pa3- 
mHAbiBan coMHmenbHbie KapTUHKn, 

OdanbHbie OTneTbi no3BonflfOT BbmcHHTb, neM 3aHHMancfl 
nonb30BaTe/ib 6onee AeTanbHO. OrneT «rionb30BaTenbCKoe 
BpeMfl •> (cm. puc. 12) noKa3biBaeT pacnpeAeneHne BpeMeHU 
b TeMeHne aha - KorAa senoBeK aKTHBHO pa6oTan, a KorAa ot- 

CyTCTBOBa/l 3a KOMnblOTepOM. 

OTneT « nporpaMMbi" OTo6pax<aeT Bee 3anymeHHbie 
3a OTHeTHbifi nepnoA nporpaMMbi, npuseM ohm oTcopinpoBa- 
hw no sacTOTe ncnonb30BaHHfl. Ecnn b nporpaMMe BBOAnncfl 

TeKCT. TO BHH3y nOflBHTCfl nyHKT «(10Ka3aTb/CKpblTb BBOAHMbll/l 

TeKCT". 

K co>KaneHnio, nepexBaTHHK TeKCTa AOBonbHO sacro c6oht, 
h TeKCT oTo6pax<aeTCfl He b nopflAKe bboa3. a b KaKOM-To co- 
BepiueHHO npon3BonbHOM nopflAKe h npeBpamaeTcn b coBep- 
iiieHHo HeHMTaeMyro syajb. 

Oth eT -CaCiTbi" OTo6pa>*aeT see nocemeHHbie cawrbi. npn- 
neM toh ho TaK we ohh 6yqyT oTcopTupoBaHbi no HaCTOTe nc- 
nonb30BaHHFi, n, ecnw npn nx noceiAeHnn BBOAHncfl KaKoti-nn- 
6o TeKCT, Hn>Ke nyHKTa no AaHHOMy caiiTy noflBHTcn CTpoHKa 
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«riOKa3aTb/CKpblTb BBOAHMblM TeKCT". rio yMOHHaHHK) Cai^Tbl 

rpynnnpytOTCfi. ho momho rpynnnpoBKy OTMeHMTb. 

OTseT «Bycpep o6MeHa» noKa3biBaeT coAep>KHMoe 6ycpepa 
o6MeHa, OTMesafl BpeMfl, KorAa b Hero nocTynun AaHHbiCi eppar- 

MeHT. 

Othct «MHTepHeT-3anpocbi» noKa3biBaeT BBOAHMbie nonc- 
KOBbie 3anpocbi. TapaHTupoBaHHO OTo6pa>KaiOTCfl TonbKO no- 
ncKOBbie 3anpocbi b Google, ocTanbHbie mo>kho nepexBawb 
b OTHeTax •• nporpaMMbi" nnn no chhmk3m. 

OTneT --Chumkh 3KpaH0B» noKa3biBaeT chumkm 3KpaHa nonb- 
30BaTena, npuseM AenaioTCfl ohh h b to BpeMfl, KorAa nonb30- 
BaTenb 3a6noKnpoBan KOMnbioTep n yiuen. CpeAn MHo>KecTBa 
HacTpoeK y Oax@H0Bi4a OTcyTCTByeT HacTpo^Ka He Ae^aTb 
CKpwHLUOTbi, KorAa KOMnbKDTep 3a6noKnpoBaH unu BbiKnioneH. 

OTneT -nenaTb Ha npnHTepe» (cm, puc. 13) OToSpaxaeT 
cnncoK cpaiinoB, BbiBeAeHHbix na nenaTb. Konnn pacnenaTaH- 
hwx cpaMnoB coxpaHflioTCfl, OTo6pa>KaeTCfl BpeMfl, o6beM cpaPi- 
na h KonmecTBO CTpaHnu. 

OTneT «cDaPinoBbie onepaunn» OTo6pa>KaeT onepaunn 
c cpaPinaMM. K cowaneHwo, pa6oTaeT stot OTneT TonbKO 
Ann cpawnoB Ha A^CKe C, xota MHorAa cpa6aTbiBaeT n aia Apy- 
rnx auckob m OTcne>KHBaeT TonbKO HeKOTopbie cpawnoBbie one- 
pauHw. noaTOMy oh oTHOcnTenbHO 6ecnone3eH. 

OTneT «OTnpaBKa cpafinoB» oTo6pa>KaeT Bee cpai/mbi. nepe- 
AaHHbie b KasecTBe Bno>KeHHM b coo6u4eHHflx aneKTpoHHow 

nOHTbl. 

OTneT «noMTa» oToSpaxaeT bckd nepenncKy nonb30BaTe/ifl 
3a OTneTHbiM nepnoA- OTo6pa>KaioTCfl Bee BXOAfliAne n hcxoaa- 
LAne nucbMa. Konnn nuceM coxpaHAWTCfl BMecTe c Bno>KeHHfl- 
mm. OTneT pa6oTaeT KaK c noHToPi IMAP/POP3, TaK n c MAPI (MS 
Exchange), b OTnuHne ot LanAgent, rAe nepenncKa no MAPI 
He KOHTponnpyeTCfl. 

OTneT «HaTbi/3BOHKM" oTo6pa>KaeT nepenncKy no ICQ 
n Skype. 

OTneT «Co6biTnfl: nonb30BaTenb» oTo6pa>KaeT coSbiTHA 
b AeflTenbHOCTM nonb30BaTenfl - nesaTb Ha npuHTepe. bhboa 
cpaPinoB Ha CMeHHbiii HocnTenb, OTnpaBKa cpawnoB no MHTep- 
HeTy, bboa cnoBa, Ha Koropoe HacTpoeHO aKTHBHoe onoBeme- 
HHe. 
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Be3onacHOCTb 



MOHI/ITOpi/lHr 



Oth eT «06opyAOBaHwe/cocpT» OTo6pawaeT MHCpopMaunio 
06 annapaTHoPi n nporpaMMHoPi KOHCpurypaqnH KOMnbKrrepa. 
OTo6pa>«aeTc?i OHa b cTpawHo HeyflofiHOM bha© - neM-TO Ha- 
noMUHaeT omaflKy CKpuma Ha PHP. 

C Moei/i tohkm 3peHnn, JiyHiueM nporpaMwofi flBnaeTca CTax@ 
HOBeu. fla, y Hero He nyniunPi HHTepcpePic. 3aT0 oh nutueH Tex 
npo6neM, hto 3anacTyio npocTO He AaioT pa6oTaTb LanAgent, - 
6ecnpn4MHHoe nponaAaHHe cbh3m c Ha6nfOAaeMbiM KOMnbtoTe- 
poM, hto npuBOflnno k Heo6xoflMMOCTH nocTOflHHO nepecTaB- 
nflTb arenTa. Hy h, KpoMe raro, rpynnoBbie OTseTbi CTax@HOBqa 
no3BonnioT flaTb 6bicTpyio oueHKy cuTyaunu, y LanAgent we 



noTpe6yeTc?i 3anycK MacTepa nocTpoeHna oTneTOB. rio/ib30Ba- 
Te/ib, noMHn: Bonbiuow BpaT bhaut Te6«! EES 



1 . Cai/rr nporpaMMbi StaffCop - www.slaficop.ru . 

2. CatiT nporpaMMbi LanAgent - http://www.lanagent.ru . 

3. CatiT pa3pa6oTMMKa nporpaMMbi CTax@HOBeu - http:// 
probusinesslab.com . 

4. npeflCTaBMTenb pa3pa60THMKa nporpaMMbi CTax@Hoeeu b Poc- 
cwm - http://www.aflex.ru . 

5. CaPiT nporpaMMbi CTax@HOBeu - http://stakhanoyets.ru . 

KiitoMeebie cnoBa: KOHTpOJlb paooTbi coTpyflHWKOB. aHann3 ncno/ib30- 

BaHUfl flK. MOHHTOpMHr. 



PlICyHOK 11 [IK CT3X@H0BeU. CBOflHblii OTHeT no COTpyflHtlKaM 
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MK)Hb2014 CUCTeMHbW aflMUHUCTpaTOp 



naynaervi « 1 C» 



Ea3t>l flaHHblX 



MFOPb HYQAPOB, 000 «KbimibiMCnm oweynopHbM 3dB0ff". 

Haianbmm l/IT-omena. igorchufarov&mail.rv 




Kan M36e)KaTb ouim6ok yneTa b «1C» 

HacTb 11. Hajior Ha Ao6aBJieHHyra CTOMMOCTb 

YneT Hanora Ha flo6aBneHHyio CTOHMOCTb pernaivieHTupyeTCfl 3aK0H0,qaTenbHbiMi/i 
flOKyMemaMM. flo3TOMy b3>kho oSecneni/iBaTb KoppeKTHOCTb onepaqi/ii/i 



BaM CTOMMOCTb fl06aBMTb? 

KaK n b paHee ony6nw<OBaHHbix oraTbSix [1-11.14], ooroBopwM- 
Cfl, hto npuBeaeHHbie npuMepbi ncnonb3yiOT KOHCpwrypaunto 
«ynpaBneHne npon3BOACTBeHHbiM npeflnpufuneM 1.3» Ha 6a3e 
nnaTcpopMbi «1C:(1peflnpnflTne 8.2» (flanee no TeKdy ynn). 
KpoMe Toro, BKnraneH pewuM paciunpeHHOki aHanmnKH yneia 
3anacoB n 3aTpaT (PAy3), npewMymecTBa n HeAOdaTKn koto- 
poro 6binn noflpoOHO onucaHbi b [12-13]. 

Hanor Ha noSaBneHHyio CTOMMOCTb (Aanee no TeKdy 
HflC) - 3to ocoSbiti KocBeHHbii/i Hanor, KOTopwii no3Borm- 
eT n3bfiTb b 6iofl)KeT rocyAapcTBa sacTb ctoumocth TOBapa, 
paooTbi nnn ycnyrn. noflBnafomyiocfl Ha «a>KAOM H3 OTanoB 
npupoda ee ctohmocth. HflC bhochtch b 6tOA>*<eT no Mepe 
peann3au,nn. 

EcnH CMOTpGTb Ha MexaHM3M B LjenOM, CTaHOBHTCfl OHeBHA- 

hwm. hto Hanor co Bcetf ctommocth npno6peiaeMoro TOBapa, 
pa6oTbi nnn ycnyrn b more ynnannsaeT npoAaBqy KOHenHbii/i 
noTpe6nTenb. OAHaKo b 6rOA>*eT sra cyMMa HannHaeT noory- 
naTb paHbixie, neM ocymecTBneHa nocneAHfw peann3aunfl. 

Ka>KAbiPi, kto ynacTByeT b npon3BOACTBe TOBapa. pa6oTbi 
nnn ycnyrw, Ha pa3Hbix CTaflwix ee totobhoctm ynnanHBaeT Ha- 



nor C TO* HaCTH CTOMMOCTH, KOTOpafl AOSaBnfieTCfl K CTOHMOCTH 

npno6peieHHoro cbipbfi, pa6oT n ycnyr, Heo6xoAHMbix Ana Bbi- 
nycKa Ha AaHHOM npon3BOACTBeHHOM srane. 

3BywnT AOCTaTOHHO cno>KHO n 3anyTaHHO, ho CMbicn othoch- 
TenbHO npocT. Ecnn npeAnpnaTue 3aKynaeT Ana npon3BOACTBa 
npoAyKUMM MaTepnanbi, pa6oTbi h ycnyrn. a 3aTeM npoAaeT 
pe3ynbTaT TpyAa c HaneHKoii, to nocneAHflfl n ecTb Ta caMaa 
npecnoByTaa «Ao6aBneHHaa CTOMMOCTb", KOTopaa HBnaeTCfl 
o&beKTOM Hanoroo6no>KeHHH. 

B Poccnn HanoroBan CTaBKa HflC cocTasnFieT 18%. OHa 
npuMeHfieTcn b 6onbiunHCTBe cnysaeB, 3a wcKntoneHneM one- 
paquPi M3 nepenHfl o6naraeMbix no CTaBKe 10% unw nepeHH* 

CO CTaBKOM 0%. 

YseT HflC BKntosaeT b ce6a Tpn eTana: 

> BbiAeneHwe HflC npn nonynKe TOBapoB unw ycnyr; 

> HanncneHne HflC npn npoAawe TOBapoB nnn ycnyr; 

> npwHfiTue HflC k BbineTy. 

riapaMeTpw yneTa HflC Ana opraHH3aunu HacTpanBaiOTCfl 
b yneTHoti nonnTUKe Ha 3aKnaA*e «HflC». ripw otom, ecnu, Ha- 
npuMep, opraHH3aunfl ncnonb3yeT ynpomeHHyio cucTeMy Ha- 
noroo6no>KeHHfl, to ecTb He mnneicn nnaTenbinnKOM HflC. 



PwcyHOK 1. flna Kawfloii TOBapHOM no3imnn b flOKyMenre "nocTymieHMe TOBapoB h ycnyr- HywHO yKa3WBaTb ciasny HflC 
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Ea3b)i flaHHbix 



nayHaetvi « 1 C» 



pa3«en «HflC» b cpopMe yneTHofi nonmnKn npocTo He OTo6pa- 
>KaeTc?i. 

Ha 3aK/iaAKe «Hanor Ha floSaBneHHyio CTOHMOdb (HflC)» 
Bbi6npaeTCfl nopaAOK pacseTOB c noKynaTenflMn TOBapoB 
npn sacTHHHOM onnaTe AOKyMeHTa, b kotopom n p HcyTCTByiOT 

pa3Hbie CT3BKH HflC. 

> Ecnn 3apaHee w3BecTHO. hto Ana nacTn TOBapoB H3 AOKy- 
MeHTa HflC HeB03M0>KH0 npuHATb k BbineTy, a apyrne, Ha- 
o6opoT. SyayT npuH^Tbi k BbineTy co 100% BepoflTHocTbio, 
to mowho yKa3aTb, KaKne M3 hux npn3naiOTCfl onnaneHHbi- 
mh b nepByio o-nepeflb. 

> Ecnu b flcmyMeHTe nepenncneHbi TOBapw, o6naraeMbie 
HflC no pa3JiMHHbiM CTaBKaM, to mowho 3aAaTb nop^AOK 
onnaTbi, HanpwMep, TaK, hto nepBbiMH cnnTaiOTCfl onna- 
neHHbiMM TOBapbi no cTaBKe 0% nnn we ohh, HaoSopoT, 
HflyT b nocneflHioKD osepeAb. 

> llopflAOK cpopMnpoBaHU^ cneTOB-cpaKTyp m yneTa HflC 
no cyMMOBbiw pa3HnqaM yKa3bisaeTCf) Ha 3aKnaAKe «Pac- 
neTbi b ycnoBHbix eAunnuax (y.e.)->. 

flnn Toro HTo6bi cyMMOBbie pa3Hnu,bi ynnTbiBanncb 
KaK cyMMbi, CB«3aHHbie c pacneTaMM no onnaTe comacHO CTa- 



Tbe 162 HK PCD, Heo6xoAHMO ycTaHOBHTb cpnar «cDopMnpoBaTb 
cneTa-cpaKTypbi Ha cyMMOBbie pa3Hwubi». Bo3MO>KeH yseTTonb- 
ko nonowMTenbHbix cyMMOBbix pa3HML(. 

HenocpeACTBeHHo HaHncneHne HflC no cyMMosoi/i pa3Hn- 
ue npoM3BOAHTcn b MOMeHT npoBeAenun AonyMeHTOB onnaTbi. 
Ana npaBunbHoro OTpaweHna b yseTe no HaHHcneHHbiM cyMMaM 
HywHO ccpopMnpoBaTb cneTa-cpaKTypbi c noMombio o6pa6oTKn 
"PerncTpaqufl cneTOB-cpaKTyp Ha cyMMOBbie pa3Hnqbi». B no- 
cneAyomeM cywMbi Hanncnennfl oTpawaioTCfl b CTpoKax 160- 
170 pa3Aena 3 AeKnapau.nn no HflC. 

Ecnn opraHH3au.nn ocymecTBnaeT peann3aunK) c HflC 0% 
nnn 6e3 HflC, to Ha 3aKnaAKe «Pea/in3aunfl 6e3 HflC nnn 
c HflC 0%» Heo6xoAHMO ycTaHOBHTb cpnar «OpraHH3au,Hn 
ocyiuecTBnaeT peanH3au,Hio 6e3 HflC nnn c HflC 0%». riocne 
ycTaHOBKn cpnara Ann opraHH3auHH 6yAeT AOCTyneH yseT nap- 
thh b qennx Komponfl coctorhhh HflC, npeAbHBneHHoro no- 
CTaBLUHKaMM TOBapoB. npe>KAe Bcero sro 03HanaeT BKntoHeHne 
HflC b cTonMOCTb MaTepnanbHo-npon3BOACTBeHHoro 3anaca 
h b cocTas pacxoAOB npn peann3aunn 6e3 HflC nnn c HflC 0% 
h npuHHTue HflC k BbineTy nocne noATBepwAeHHH HyneBOH 

CT3BKH. 



PiicyHOK 2. Ba*HbiM ycnoBweM koppbkihocth yneia HflC aenseTCfi ocpopMneHMe CHeTa-$aKiypw Ha nocTynneHHe 
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HH3Hb2014 CUCTeMHbW aflMUHUCTpaTOp 



H3ynaeM « 1 C» 



Ba3bi flaHHbDix 



BbiAeneHne. HaHMcneHHe m npuHATue 

flpn ocpopMneHnw nocTynneHwn TOBapoB unu ycnyr ecTb B03- 
MOKHOCTb yKa3aTb, no KaKOM CTaBKe HflC ysnTbiBaeTcn Kaw- 
Aan M3 no3MMnii. HanpuMep. Ha puc. 1 TOBapHan no3niinn 
-MaTepnan Nv1» nociynaeT c HflC 18% (cyMMa HflC paB- 
Ha 85 423,73 py6.). a «MaTepnan No2» - c HflC 0%. 

OneHb Ba>KHO. hto arm KOppeKTHoro yseia HflC, KpoMe AO- 
KyMeHTa nocTynneHwn, AonweH 6biTb ocpopMneH cooTBeTCTBy- 
iom.wi/i cseT-cpaKTypa (cm. puc. 2). 

B cooTBeTCTBMn c 3aKOHOAaTeribCTBOM (maBa 21 HK Pd>) 
cyLqecTByeT pnA co6biTnft, KOTopbie npusoflflT k o6n3aHHocTn 
HanoronnaTenbmnKa HanwcnuTb HQC k ynnaie b SiOAweT. 

OCHOBHbIM C06blTMeM, npM KOTOpOM B03HMKa6T 06fl3aH- 

HocTb HasMcneHMfl HflC, nBnneTcn peann3aunn TOBapoB, pa6oT 
n ycnyr Ha Teppmopnn Pd> (cTaTbn 146 HK P(D). 

B HanoroByro 6a3y TaKwe BKntonatOTCfl nponne cyMMbi, no- 
CTynuBwue b cseT peanw3aunn TOBapoB, pa6oT wnn ycnyr, Ha- 
npuMep, aBaHcoBbie nnaie>KH b cneT SyAymux nociaBOK. 

KpoMe Toro, oco6bii/i nopnAOK npeflycMOTpeH Ann OTpawe- 
HUfl onepaunPi co CTaBKoPi HflC 0% (rnasa 21 HK P<D). BbipyMKa 
no TaKUM cflenKaM nonaAaeT b AeKnapaqwo TonbKo nocne noA- 
TBep>KA6HH5i unu HenoATBepwAeHUH npaBa npHMeHeHun Hyne- 

BO\A npOUeHTHOM CTaBKM. 

HaKOHeu, ecTb cneuncpunecKne cnysan HaHwcneHwn HflC: 
ncnonHeHwe o6n3aHHOCTew HanoroBoro areHTa, BbinonHenwe 
CTponTGnbHO-MOHTa>KHbix pa6oT n/in co6cTBeHHoro noTpe6- 
neHMfl BHyTpM opraHH3auwn. B to >Ke BpeMn ocnoBHbiMn AOKy- 
MeHTaMn, npn npoBeASHUH KOTopbix cpopMHpyioTcn Syxramep- 
CKue npoBOAKM no AeSeTy cneTa yneTa HflC no peann3aunn 
u KpeAHTy cneia 68,02 «Hanor Ha AoSaBneHHyio CTOHMOCTb-, 
nBnniOTcn: 

> peann3aunfl TOBapoB m ycnyr; 

> peann3aunn ycnyr no nepepa6o™e; 

> oTHeT KOMnccnoHepa o npoAa>Kax; 

> OTHeT KOMMTeHTy o npoAawax TOBapoB; 



> OTHeT o p03HHHHbix npoAawax; 

> nepeAana OC; 

> nepeAana HMA. 

ripn 3anonHeHnn AOKyMeHTa «Peann3aijnn TOBapoB n yc- 
nyr", T3K we K3K n npn ocpopMneHMn nocTynneHHn, b Ta6nnn- 
Hoii nacTn yKa3bisaeTcn CTaBKa HflC Ann KawAoPi npoAaBaeMOki 
TOBapHOfi eAUHHubi (cm. puc. 3). flnn KOppeKTHOCTM yseTa HflC 
Ha peann3aunio TaKwe bboahtch cneT-cpaKTypa (cm. puc. 4), 

MyAO-KHMrw 

flnn uenew KoppeKTHoro BeAeHun yseTa HflC b ynn npeAy- 
CMOTpeHbi ABa AOKyMeHTa: "(DopMnpoBaHwe 3annceii khutm 
noKynoK- n «cDopMnpoBaHne 3anncei?i khmth npoAa>K». 

floKyMeHT «OopMnpoBaHne 3anncefi khuth noKynoK» npeA- 
Ha3H3HeH Ann perncTpaqMu BbineTOB cyMM HflC (cm. puc. 5, 
CBepxy). 

Ta6nnHHbie nacTH AOKyMeHTa AOCTynHbi Ann peAaKTMpoBa- 
HUfl. y AOKyMeHTa ecTb ABa pe>KMMa 3anonHeHnn: 

> npHHATue HflC k BbineTy no ueHHOCTAM, ncnonb3yeMbiM 
Ann «o6biHHbix» onepaunCi, o6naraeMbix HflC no nio6ofi 

H3 CT3BOK, KpoMe 0%; 

> npuHfiTue HflC k BbweTy no ueHHOCTHM, ncnonb30BaHHbiM 
Ann onepauni^, o6naraeMbix HflC no CTaBKe 0%. 

BbiSop pe>KMMa b Ka>KAOM KOHKpeTHOM AOKyMeHTe ocymecT- 
BnneTcn c noMombio cpnara «ripeAb?iBneH HflC k BbineTy 0%». 
Ta6nnHHan sacTb «BbNeT HflC no npno6peTeHHbiM ueHHO- 
CTflM- no3BonneT perucTpuposaTb b KHure noKynoK cyMMbi 
HQC, ynnaneHHbie nocTasmnKaM npno6peTeHHbix ueHHocTefi. 

flnn npuHATMfl k BbineTy <-o6biHHbix» onepaufiPi npoBepneTcn 
BbinonHeHne cneAyKDinnx o6?i3aTenbHbix ycnoBnii: 

> nannHMe cneTa-cpaKTypbi (TonbKo Ann HflC ot nocTaB-LAH- 
kob); 

> onnaTa (TonbKo Ann HflC ot nocTaBtunKOB); 

> npeAtnaneHne cyMMbi HflC nocTaBLAMKOM (nnn ynnaTa 
HflC Ha TaMOMHe); 
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Ba3b>i flaHHbix 



n3ynaeM « 1 C» 



> OTCyTCTBMe BKHKDHeHUfl HflC B CTOHMOCTb; 

> OTcyTCTBue CBH3H c npuMeHeHweM ctsbkh HflC 0%; 

> OTcyTCTBue ywe cocroflBiuerocfi cpaKTa npuHHTHfl HflC 

K BblHeTy. 

flnn ocHOBHbix cpefldB w CTpoMTenbHO-MOHTawHbix pa6oT 
npoBepneTcn, BBefleHbi nn ohm b OKcnnyaTanwo. flna npuHfunn 
k BbineTy no onepauuRM c HflC 0% npoBepaeTca: 

> HariMMne cneTa-cpaKTypbi (TonbKo nnn HflC ot nocTaB- 
luhkob); 

> onnaTa (TonbKo p,nn HflC ot nocTaBinnKOB); 

> npeflbflBneHne cyMMbi HflC nocTaBinnKOM (win yn/iaia 
HflC Ha TaMOWHe): 

> noflTBep>KfleHne win HenoflTBep>KfleHne npaBa npuMeHe- 

HHfl CT3BKH 0%; 

> OTcyTCTBue cocTOflBoierocfl cpaKTa npuHHTHH HflC 0%. 
Ilpn nposeAeHnn AOKyMeHTa cpopMnpyioTCfl 3anncn no pe- 

rucTpaM yneTa HflC. 

B 6yxrariTepcKOM yneie cpopMnpycTCfl 3anncM no Kpeflmy 
cneia 19 «Hanor Ha Ao6aBneHHyio cTOMMocTb no npno6peieH- 
HbiM ueHHOCTfiM" m no Ae6eTy cneia 68.02 «Ha/ior Ha flo6aB- 
neHHyK) cTonMocTb-. KoHKpeTHbie cyScneTa onpeAenarorofl 
BMflOM npnoCpeieHHOii qeHHOc™ no AaHHbiM perncTpa -HflC 
noKyn«u». Ta6nnHHan nacTb «BbneT HflC c aBaHCOB- npeAHa- 
3HaHeHa p,nn aBTOMaTH3npoBaHHoro npeAbflBneHUfl k Bbiseiy 
cyMM Hanora Ha AoSasneHHyio cronMocTb, paHee ncHwc/ieHHbix 
c nonynenHbix aBaHCOB. 

KoppeKTHbie pe3ynbTaTbi MoryT 6biTb nonyneHbi TonbKo noc- 
ne perHCTpauMn b cncTeMe HanoroBoro yneTa cneTOB-cpaKTyp 
Ha nonyseHHbie aaaHCbi. 

(Ipn npoBeAeHHn AOKyMeHTa cpopMnpyioTCfl 3anncn no pe- 
rHCTpaM yneia HflC n CyxramepcKne npoBOAKu no xpeAHTy 
cseTa 76.AB <-HflC no aBaHcaM n npeAonnaiaM- n Ae6eiy cne- 
Ta 68.02 «<Hanor Ha Ao6aBneHHyio crowMOCTb», 



floKyMeHT «'OopMMpoBaHne 3annce£i khuth npoAa>K» npeA- 
Ha3HaseH am perwcTpaunn cyMM HflC. KOTopbie HanpflMyio 
CBfl3aHbi c HaHncneHMGM HflC k ynnaie b 6iOA>KeT (cm. puc. 5, 
CHH3y). 

y AOKyMeHTa cymecTByeT ABa a/ibTepHaTWBHbix pewHMa: 

> HflC no peann3aqnn, o6naraeMOM no o6biHHbiM cTaBKaM 
HflC (18%. 10% n T.n., KpOMe CTaBKw 0%): 

> HflC no peann3aunH no CTaBKe 0%. 

ripn nspeKfiKDHOHnn pe>KHMa cHUTaeroa, hto Hanaro 3anon- 
HeHne HOBoro AOKyMeHTa, n Bee 3anonHeHHbie Aannwe OHnina- 
iotca. Ta6nkiMHbie sac™ AOKyMeHTa Moryr 6biTb 3anonHeHbi ae- 
TOMaTunecKn no KHonKe <'3anoriHHTb», oah3ko ohh AOCTynHbi 
n Ann peAaKTMposaHun BpynHyio. 

ripn npoBeAeHnn AOKyMeHTa cpopMnpytoTca 3anncn b pern- 
CTpax yneTa HflC. 

Ta6nnHHan nacTb «HflC no peann3aunn» no3BonneT pe- 
rncTpnpoBaTb b KHure npoAaw cyMMbi HflC. HasncneHHbie 
npw peann3aunn qeHHOcroM. 

Ilpn aBTO3anonHeHMn b TaSnnsHyto sacTb nonaAaiOT A3H- 
Hbie no pea/in3aunflM c pa3nnHHbiMM cTaBKaMM HflC. ripn stom 
npoBepfleTcn Hannnne onnaTbi no cseTy-cpaKType, m b Ta6nnn- 
Hyio nacTb nonaAaeT ronbKO onnaneHHafl cyMMa (nnn nonnTMKW 
HanoroBoro yneTa b sac™ HflC >>no onnaTe-). Ecnn onnaTa 
no cneTy-cpaKType 6bina nacTUHHofi, to b AOKyMeHTe noflBSTca 
ABe CTpoKw - cyMMa onnaTbi c yKa3aHneM AOKyMeHTa n ocTaroK 
(npn nonnTUKe «no OTrpy3Ke»). 

B oTseT «KHnra npoAa>K" ohh nonaAyT oahom CTpoKofi. 

(Ipn ycTaHOBneHHOM cpnare "llo peann3aunn co cTaB- 
KoCi 0%» b Ta6nnHHyto nacTb nonaAaiOT ronbKO ctpokm peann- 

3aUHH CO CTaBKOfl 0%, no KOTOpbIM 6bl/l ccpopMnpoBaH AOKy- 
MeHT «l~loATBep>KAeHMe HyneBofi ctbbkh HflC». 

KpoMe 3anncew b perncTpax yneTa HflC, cpopMnpyioT- 
cfl 6yxrariTepcKne npoBOAKM no KpeAHTy cneTa 68.02 «Hanor 
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MK)Hb2014 CUCTeMHblPl aflMUHUCTpaTOp 



H3ynaeM « 1 C» 



Ba3bi flaHHbDix 



Ha ao6aB/ieHHyio cTOMMocTb- w no fle6eiy cneia 76. H «Pac- 
neTbi no HflC, OTnoxeHHOMy Ana ynnaTbi b 6toA>i<eT». 

TaSnnHHaa nacTb «HflC c aBaHCOB» no3BonneT perncTpM- 
poBaTb b KHure npoAaw cyMMbi HflC no aBaHcaM, nonyneHHbiM 
ot noKynaTenew. OHa He OToSpawaeTCfl npM Bbi6paHHOM 3Ha- 
neHnn «("lo peann3aunn co ct3bkom 0%»>. ripn aBT03anonHeHnn 
b Ta6nnsHyto nacTb nonaflaioT AaHHbie no aBaHcaM, p,m koto- 
pbix BbinncaHbi cneia-cpaKTypbi. 

Ta6nnHHafl nacTb «HflC HanncneH k ynnaTe- no3BormeT pe- 
rncTpnpoBaTb cywMbi HflC, HaHHcneHHbie k ynnaie b 6hOA>t<eT 
no CTponTenbHO-MOHTawHbiM pa6oTaM, BbinonHeHHbiM xo3cno- 
co6om, nnn no floroBopaM HanoroBoro arem-a. 

Ta6nnHHafl wacTb «He OTpa>KaeTCfl b KHure npoAa>K>. npeA- 
Ha3HaneHa Ann BbiBOAa onepaunti, He Tpedyiomux oTpaweHna 
b KHure npoAa>K- 

Pa36npaeM owm6km 

riocKonbKy yneT HflC npeACTaBnneT co6ort MHorooianHbiti npo- 
uecc, Ha Kax<AOM M3 waroB bo3mo>kho B03HHKH0BeHne pa3nun- 
hwx oluh6ok, KOTopbie Hy>KHo CBoeBpeMeHHO ycTpaHATb. Hn>Ke 
6yAyT pa3o6paHbi Haw6onee TunuHHbie oluh6kh npw yneie 
HflC. 

He cjDopMupyhOTCfl CHeTa-tjiaiaypbi Ha aBaHC 

npn paSoTe c HflC b ynn oseHb Ba>KHO 3HaTb, hto cymecTBy- 
iot HeKOTopbie pemaMeHTHbie onepaunn Ann o6ecneHeHns 
KoppeKTHocTM yneTa. B HacTHoc™, MoweT noKa3aTbcn own6- 
KOki, hto aBTOwaTunecKn He cpopMnpyioTCfl cneia-cpaKTypbi 
Ha aBaHC. 

Oah3ko na caMOM Aene npocro Heo6xoAHMO nepnoAn- 
necKH BbinonHHTb o6pa6oTKy «PerncTpai4Mfl cneTOB-cpaKTyp 
Ha aBaHC-, KOTopaa no3BonaeT c<t>opMnpoBaTb n 3aperncipn- 
posaTb b noACMdeMe HanoroBoro yneTa aBTOMaTM3npoBaHHbiM 
MeTOAOM cHeTa-43aKTypbi Ha aeaHCbi, nonyneHHbie 3a HeKOTo- 
pbiPi onpeAeneHHbiM nepnoA BpeMeHM (cm. puc. 6). llepnoA, 
3a KOTopbiii 6yAyT ccpopMnpoBaHbi cneTa-cpaKTypbi. BbiSnpaeT- 
ch b cooTBeTCTBytomux nonflx. 

MexaHH3M cpyHKunoHnpoBaHUfi o6pa6oTKn cneAy»omwi/i: 
CHanana onpeAennioTCfl oct3tkh aBaHCOB Ha KawAyio AaTy 
nepMOAa. 3aTeM b cooTBeTCTBuw c nopfiAKOM perncipauwn 
cneTOB-cpaKTypbi Ha asaHCbi, yKa3aHHbiM b yneTHOi/i nonmnKe 



nnn AoroBope c KOHTpareHTOM, p,nn Ka*Aoro H3 asaHcoB onpe- 
Aen?ieTCfl. TpeSyeTCfl m BbinncaTb cseT-cpaKTypy c yneTOM 
AaTbi nodynneHHfl aBaHca. 

OneHb BaxHo, hto CTaBKH HflC yKa3biBaioTCfl Ana Ka>KAoro 
H3 aBaHcoa OTAenbHo. Ecnn ncnonb3yeTc« aBTOMaTMsecKoe 3a- 
nonHeHne TacViuHHOfi nac™. no ywonHaHwo j\m asaHca yKa- 
3biBaeTca pacneTHan CTasKa, cooTBeTCTByioinafl daBKe HflC 
H3 nnaTe>KHoro AOKyMewa. flpn otom mowho yKa3aTb «pyKa- 
mm» m mo6yio Apyryto CTaBKy. CyMMa HflC b t3kom cnynae aB- 
TOMaTHHecKH nepecHMTbiBaeTCR ncxoAf H3 BHOBb yKa3aHHoPi 

CT3BKH. 

KpoMe Toro. ecriM ecTb TaKan Heo6xoAHMOCTb. mo>kho BBec- 
™ pa3Hbie ctpokh c yK33aHneM pa3nnHHbix ciaBOK HflC BMe- 
cto OAHofi cTpoKM, KOTopan npeAnaraeTCfl aBTOMainsecKn, 
a TaKwe BHec™ nioSbie Apyrne Heo6xoAHMbie pynHbie npaBKn 
nepeA npoBeAeHneM. 

3anycK o6pa6oTKM CTapTyeT no Ha>KaTMK) Ha KHonKy «Bbi- 
nonHHTb». ripn 3-tom ocyLqecTBnflioTCfl cneAyioaine Remi&m: 

> co3AaiOTCfl cneia-cfiaKTypbi Ha aBaHC (oTnunnTenbHbiM 
mx npn3H3KOM ABnqeTcn HOMep, HasnHaiomniicfl c nmepbi 
«A»); 

> co3AaHHbie cneia-cpaKTypbi aBTOMaTunecKH perncipupy- 
kdtch b yneTe (npoBOAflTCfi), b pe3ynbTaie cpopMnpytOTca: 
» 3anncn b pervicTpe «HflC HaHwcneHHbii/i» Ha cyMMy 

HflC, HanncneHHoro c aBaHca; 
» 3anncn b perHCTpe «HflC c aBaHCOB- ann uenew ot- 
cne>KMBaHMH BbineTOB HflC c asaHca. 

OneBMAHO, HTO MO>KeT CnOKHTbCfl CMTyaUHfl, npn KOTOpOil 

3a 3aAaHHbiw nepnoA paHee y>Ke 6binn ccfcopMnpoBaHbi cneTa- 
cpaKTypbi Ha asaHC. riporpaMMa 0Tcne>KHBaeT TaKne MOMeH- 
Tbi n npeAnaraeT o6noBHTb nx nnn noBTopHO ncnorib30BaTb 
Ann APyrux asaHCOB bo M36e>t<aHne abomhom perMCTpaunn cne- 
TOB-cpaKTyp n c6oa HyMepaunn. Mo>kho Tatoxe n BOBce oTMe- 
HMTb cpopMnpoBaHue 3thx cseTOB-cpaKTyp Ha asaHC. 

Ha 3tom cepBuc OTcne>KHBaHHfl Konnn3HM npn perncTpaunn 
He 3aKaHHHBaeTcn: b momoht cpopMuposaHUA cneTOB-cpaKTyp 
Ha aBaHC nposepneTCfl B03Mo>KHOCTb nx BbinncKn. 

3to none3HO b cnysae, KorAa no yKa3aHHOMy AOKyMeHTy 
y>ne 6bin paHee ccpopMnpoBaH cneT-cpaKTypa Ha aBanc c non- 
HocTbio HAeHTMHHbiMn peKBH3MTaMM. riocKonbKy npn BbinonHe- 
hum o6pa6oTKn BBeAeHHbie paHee cneTa-cpaKTypbi Ha aBaHC 



PiicyHOK 6. CneTa-4)aKTypbi Ha aeaHC pemcTpHpyioTCH c noMombio cneijHanbHOM onpa6oTKn 
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5 0CO , 'Hau;ncic'aBii < W rtoroooo 335 000.00 18". 60300.00 

6 OOO "Haiu nocTaeuj«t ' Horoaoo 200 000 DO 13'. 36 COO 00 


nnareiooe nop,M 
nnaTe»ce nopy^ 
■ - . ■ ,- ■ ■ | . 
~r3-e».-:e rep. t 


3a«a= 

3*183 


24 032014 ofi 1 30000 
21 04 2014 ofi 412 00000 
10052014 oft 335000 00 
12 05 2014 ofi 200 000 00 




7 000 "Haui nocMBiu*" Qwobop 200 000 00 18 1 -. 36 000 00 

8 COO 'MaujnocraouiMK" Dorooop 200000.00 0% 


; . 

-:-c» -: i ■ 


3a«ss 


1205 2014 pyo 20000000 
12052014 pyS. 20000000 




9 COO "Ham nocTaauiMK" floroeop 200 000 00 UX 3600000 
10 OOO "Mau, noeiaeuwf' floroeop 200 000 00 Bi 36000.00 


ririTexwje nopyi 

- -.- - ; . 


3aca 


12 052014 ofi 200 000.00 
12 05 2014 pyS 200 000 00 
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Ba3b)i flaHHbix 



nayHaetvi « 1 C» 



He ynanaioTCfi. a B03MO>KHoe Ay6nnpoBaHne OTcnewHBaeTca, 
to HOBbM cneT-c^iaKTypa co3AaH He 6yaeT. 

B xoAe BbinonHeHun o6pa6oTKH b Ka>KAOi/i U3 ctpok mowho 
BMfleTb npn3HaK perncTpaunn KOHKpeTHoro cneia-cpaKTypbi 
Ha aeaHc 

YBHAeTb Bee cneia-cpaKTypbi Ha asaHc. 3aperncTpnpoBaH- 
Hbie no Bbi6paHHOti opraHH3ai4Mn 3a 3aflaHHbM nepnoA mokho, 
HaxaB KHoriKy -CnncoK cneTOB-cfcaKTyp (Bbiq.)». flaHHbiii cnn- 
cok none3Ho Bn^eTb KaK ao BbinonHeHun o6pa6oTKn perncTpa- 
Uhm (BUflHO, mto y>Ke ecTb), t3k n nocne - aha Toro hto6w ot- 
cneflHTb, KaKne flOKyMeHTbi 6binn ccpopMnpoBaHbi. 

HecM0Tp9 Ha to mto rpynnoBan nesaTb CHeroB-cpaKTyp 
Ha aBaHC b oaHHOii o6pa6oTKe He npeaycMOTpeHa, sto Bcerfla 
wo>kho cflenaTb c noMombio yHUBepcanbHow o6pa6oTKu «Tpyn- 
noBafl o6pa6oTKa cnpaBOHHUKOB n flOKyweHTOB- . KaK h flnn Bcex 
ocTa^bHbix flOKyMeHTOB. 

<DopMnpyioTCfl cneTa-tpaKTypbi He co Bcex aBaHcoB 

B xoAe paSoTbi b nporpaMMe MoweT 0Ka3aTbca. mto cpopMn- 
pytOTca cneTa-cpaKTypbi He co Bcex aBaHCOB. ripn stom pe- 
maMeHTHaa onepaqufl 3anyc«a o6pa6oTKn -<PerncTpaijnfl 
cneTOB-cpaKTyp Ha aBaHC- BbinonHfleTca He BbiflaeT oujmSok, 
ho pe3y/ibTaT Bee paBHO HenpaBwnbHbii/i. 

B 3T0M cnysae HywHO HacTpoMTb nopflflOK perncTpaunn cne- 
tob cpaKTyp Ha aBaHCbi. MexaHH3M 3flecb cneflyramnii: npn no- 
nysennu npeflBapHTenbHow onnaTbi ot noKynaTena nocTaBinHK 
o6fl3aH BbicTaBMTb cneT-cpaKTypy Ha aBaHC. flpn stom comac- 
ho 3aKOHOflaTenbCTBy BbinncbiBaTb cHeTa-ct>aKTypbi Ha aBaH- 
Cbi HeMeflneHHO BOBce He o6a3aTenbHO. Mo>kho sto CflenaTb 
He cpa3y, a no npowecTBun HeKoraporo BpeMeHu c MOMeHTa 
nonyneHUfl asaHca, b TeneHHe KOToporo He HacTynuT ncnonHe- 
Hue o6fl3aTenbCTB no aoroBopy (0Trpy3Ka TOBapos, OKa3aHne 
ycnyr). 

OnncaHHbiM BapnaHT BbicTaBneHna cneTOB-cpaKTyp Ha aBaH- 
cbi no3BonneT n36aBHTbca ot Heo6xoonMocTn cpopMnpoBaHun 
AOKyMeHTOB Ha nnaTewn. KOTopwe 3aKpbisaioTCfi b TeseHne Me- 

CHLia, 

flnn HacTpOMKM anropnTMa b VTin HeoSxoflUMO bowth b mh- 
Tepcpei/ic «3aBeflyiomMM yneTOM», BbifipaTb nyHKT MeHio «Ha- 
CTpofiKa yneTa -> YneTHafi nonwTWKa -» HflC» (cm. puc. 7). 
KpoMe Toro, nonacTb cro,qa mo>kho np«Mo H3 o6pa6oTKn -<Pe- 



PucyHOK 7. OcHOBHbie napaMeTpbi yteia HflC 3aflaiorc(i b yieiHcw nofimwKe opramrcauwi 
Ha C00TB6TCTByiOm6M 3a»oiaflKe 



- □ X 





OOhm 


Ha/ior Ha Ao6aB/ieHHyK> cronMOCTb (HflC) 




Bkk napTwa*** r«* HflC a wsu era* n ibp«ki>cw 


CWUM MHXM 







rucTpaunfl cneTOB-cpaKTyp Ha aBaHC», Ha>KaB Ha cooTBeTCTBy- 
toinyra ccwnKy c Ha3BaHneM TeKymero 3HaHeHHfl. BapnaHT nofl- 
nucn y ccbinKM 3asncnT ot Toro, KaKoi/i nop?iflOK perncTpaunn 

Bbl6paH Ha flaHHbIM MOMeHT. 

Bcero nacTpowKa no3BonfleT yKa3aTb nop^AOK perncTpaunn 
cneTOB cpaKTyp Ha asaHCbi, npuH^TbiPi b opraHH3aunn H3 c^e- 
flytoLuero cnncKa: 

> perncTpupoBaTb cneTa-cpaKTypbi Ha aBaHCbi Bcerfla 
npn nonyneHnn aBaHca; 

> He perncTpupOBaTb cneTa-cpaKTypbi Ha aBaHCbi, 3aHTeH- 
Hbie b TeneHne naTu KaneHflapHbix flHetf ; 

> He perncTpupoBaTb cneTa-cpaKTypbi Ha aBaHCbi, 3aHTeH- 
Hbie flo KOHqa Mecflqa; 

> He perncTpupoBaTb cneTa-cpaKTypbi Ha aBaHCbi, 3aHTeH- 
Hbie flo KOHqa HanoroBoro nepno^a (riocTaHOBneHne (Ipe- 
3HflnyMa BAC PO ot 10.03.2009 Nv1 0022/08); 

> ne perncTpupoBaTb cneTa-cpaKTypbi Ha aBaHCbi 
(n.13cT.167 HK PO). 

CooTBeTCTBeHHo, ecnM Bbi6paH nopnflOK perncTpaqnn aBaH- 
cob, oT/iMHHbiiTi ot Toro, mto 3aKpenneH b 6yMa>KHOfi yseTHort 
nonnTUKe opraHM3aunn, B03HMKHyT pacxwKfleHun b onpeflene- 

HMM, MTO AB^fleTCfl aBaHCOM, a HTO HeT. 3to BefleT K np^MblM 
OLUH6KaM. 

He nonaAaiOT 3anncn b khmtm 

06pa6oTKa «npoBeaeHne flOKyMeHTOB no perncTpaM HflC" 
ncnonb3yeTCfl A^fl nepenpoBefleHUfl flOKyMeHTOB no perncTpaM 
yseTa HflC. 

(Ipn 3tom 3afleMCTBOBaHbi c/ieflyKDinne perncTpbi: 

> "HflC. BKHIOHeHHblCl B CTOHMOCTb»; 

> «HflC no KocBeHHbiM pacxo,qaM» . 

> «HflC HaHMcneHHbiki»; 

> «HflC no He3aBepiueHHOMy npon3BOflCTBy»; 

> «HflC no napTMAM 3anacoB»; 

> «HflC npeflb9B/ieHHbii/i»; 

> "HflC npeflbflBneHHbM, peann3aMnn 0%»; 

> -HflC no pea/iM3aunn 0%»; 

> «HflC c aBaHCOB-; 

> «HflC noOC, HMA-. 

B xofle ncnonHeHUfl o6pa6oTKa coBepiuaeT cneAyioLnne 
AewcTBMfl: 

> npoBeaeHne flOKyMeHTOB no onepaTHBHbiM perncTpaM 
HflC, aHanornHHoe TOMy. Koropoe BbinonHfleTCfl npw npo- 
BeAeHnn caMux AOKyMeHTOB; 

> npoBeAeHwe AOKyMeHTOB no perncTpaM napTHM Ann ueneiTi 
HflC; 

> OTpa>KeHne cyMMOBbix n KypcoBbix pa3HHM Ann uenew 
HflC. 

ripn Bbino/iHeHnn o6pa6oTKn mo>kho Bbi6paTb, 6yAeT nn 
ocymecTBneHo npoBeAeHne no BceM ynacTKaM nn6o TonbKo 
no sac™ H3 hhx. 

Hpe3BbinaMHO Ba>KHbiM fiBnaeTCfl tot cpaKT, hto npn ncnonb- 
30BaHnu pe>KMMa pacLunpeHHow aHannTHKn yseTa w 3aTpaT 
3anycK o6pa6oTKM flBfifleTcn o6fl3aTenbHOM k BbinonHeHnio pe- 
maMeHTHOii onepaqneti. ec/in b yneTe ecTb onepaqnn npuna- 
tmh k yneTy ocHOBHbix cpeACTB, KoppeKTupoBKM nocTynneHMfl 
nnn peann3aunn, a TaKxe npn BeAeHnn cno>KHoro yneTa HflC 
(b yneTHoti nonuTUKe Ana 6yxranTepcKoro n HanoroBoro yseTa 
ycTaHOBneH cpna>KOK «OpraHH3aunfl ocymecTBnneT peann3a- 
Uhkd 6e3 HflC nnn c HflC 0%»). 
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H3ynaeM « 1 C» 



Ba3tDi flaHHbDix 



Ecnn npoBeAeHne flOKyMemoB no perncTpaM HflC He Bbi- 
nonHHTb, nonysnTCH cmyaunH, Koraa khutm ccpopMnpoeaHbi 
HenpaBH/ibHO n KoppeKTHocTb yneia HapyweHa. Bee sto npw- 
BOflm k own6KaM. Bo n36e>KaHne noflo6Hbix npo6neM AOCTa- 
tohho BbinonHHTb o6pa6oTKy c ycT3H0BneHHbiM cpnaroM «ripo- 
BOAHTb AOKyMeHTbi no perncTpaM napTufi» (cm. puc. 8). 

0ujm6km npH eeaeHMM c/iomHoro yneia HflC 

[1po6neMaTHKa cno>KHoro yneia HflC aKTyanbHa p,nn npon3BOA- 
CTBeHHbix npeAnpuflTHM. 3aHHMaiomnxcH npofla>Kei/i kbk naTep- 
pnTopnn Pocchu (no CTaBKe HflC 18%), tsk m Toprytomux 
Ha SKcnopT (cTaBKa HflC 0%). cDyHKquoHan c/io>KHoro yneia 
HflC - sto, mo>kho CKa3aTb, 6onbHoe Mecro Koncpurypaunn 
ynn b pewuMe PAy3. M6o npeAenbHo KoppeKTHo padoiaeT 
oh TonbKO b cnynae Kynnn-npoAawn TOBapoB nnn MaiepwanoB. 
Ecnn >Ke Aeno KacaeTCfl peann3aunn npoAyKUnn co6cTBeHHoro 
npon3BOACTBa. to cpa3y B03HWKaeT Bopox oneHb cepbe3Hbix 
npo6neM, n npuxoAmcfl MCKaTb odxoAHbie nym 

Bonee noApo6Ho o tom, KaKne orpaHnneHHfl 3Aecb HaKna- 
AbiBaeT ynn n KaK hx mo>kho o6omtm, 6yAeT paccKa3aHO b cne- 
AyiOLneii CTaTbe, nocBflineHHOM cnowHOMy yneiy HflC. 

fl/ia o6ecneHeHHH KoppeKTHOCTn yseia Hanora Ha Ao6aBneH- 
Hyio CTOHMocTb Heo6xoAHMO Aep>KaTb b ronoBe n ysnTbiBaTb 
MHOWeCTBO CpaKTOpOB. Bo MHOTOM aBTOMaTH3ai|Hfl c ncnonb30- 

BaHneM ynn oSnersaeT stot TpyAoeMKwii npouecc. 

nocKonbKy HopMbi BeAeHun yneia HflC pemaMeHTupyioTCfl 
3aKOHOAaTenbHO, Sonbwoui BapnaTHBHOCTui HeT, ho h npocToe 
o6ecneHeHne npaBn/ibHOCTn yneia - cepbe3Haa 3aAana caMa 
no ce6e BsS 



1 . HycpapoB H. napaflOKcw yseia b 1 C. //«CncTeMHbiPt aflMUHMCTpa- 
Top». Nb11, 2012 r.-C. 68-71. 
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PwcyHOK 8. flpoBefleHHe flOKyMeHTOB no perwcTpaM WJ\Z flsnneTCfl o6fi3aTenbHoii pernaMeHTHOM npoueaypoti npw bk^iohehhom pewMMe PAY3 



i HpoBena**; nMsyneiiioe no perwcipdM HflC 


_ □ X 






flotC^MO » 41 Jjk 1 & 






B npoeOflMTb AMCyMBHIbl IDflbKO Bb"8p*1Kiro n«3MOfla 

riepwac 010120M g no H*ai!iE & 

1 ripooo»«ib flOKyr-tewibi no onepanv^iM perncipaM 

V flposooiTb awyMdHTbi no perHCipaM naonill 

!_ OipasnTb cyMMOBcue n Kypcoewe pax*** e pemcipax HflC 

OpramsaL**! 
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Ea3b>i flaHHbix 



n3ynaeM « 1 C» 



onEr QwmnnoB, aht-Hhqopm. 

33Mecwre/?b HaiaiibHMKa oTpgna pBUpBBOmi, comoKdmail.tv 



1C:ERP 2.0. 4to Hosoro? 

HacTb 3. lloflCMCTeMbi cf0MHaHCbi» m «EiOA)KeTMpoBaHiie» 

B KOHqe 2013 rofla Ha pbiHOK Bbiwno HOBoe cjDnariviaHCKoe peiueHne ot 1C - «ERP 2.0», 
KOTopoe npuLiino Ha 3aivieHy «1C:ynn». B npeflbiAyuuei/i CTaTbe [1] 6bini/i paccMOTpeHbi 
noflcucTBMbi «3aKynKH» n «CKnafl» 



noACMCTeMa «OMHaHCbi» 

Ha nepBbiM B3iriflA noflcucTeMa cpMHaHCOBoro yneia b ERP 2 
6bina nepepa6oTaHa oTHocnienbHo ynn 1.3. HannHaioTCfl M3- 
MeHeHUfl, HaBepHoe, c Toro, hto noACMCTewbi «OnHaHCbi>' 
b VTin He 6bino, MHTepcpefic Ha3biBancfl «ynpaBneHne AeHew- 

HblMH CpeflCTBaMH», npH 3TOM OH BKntOHa/l B Ce6fl flOCTaTOHHO 

orpaHUHeHHbiu HaSop cpyHKMMii, KOTopbie b ERP 2 BK/noneHbi 
b noflCMCTeMy cpuHaHCOB. Ha mom B3mflA. AaHHoe BbiAeneHMe 
4)yHKi4MOHana b ynn 1 .3 6bino He coBceM npaBMnbHO. no Kpatf- 
HeM Mepe MHe peAKO npMxoAM/iocb BCTpenaTb nojib30BaTenen, 
KOTopbie pa6oTanM 6bi To/ibKo b MHTepcpeMce «ynpaBneHMe Ae- 
He^HbiMM cpeACTBaMM», Bee MHTepcpeMCbi, KOTopwe AOdynHbi 
nonb30Baienio pr\n nepeK/iioseHMfl M3 ynn 1 .3 coBMecTHO c noA- 
CMdeMaMM M3 ERP 2, npMBeAeHbi Ha pmc. 1 A^a cpaBHeHMfl. 

CpaBHMBaTb noACMdeMbi c MHTepcpeMcaMM, bo3mo>kho, 
He coBceM KoppeKTHo, ho. c tohkm 3peHM?i nonb30BaTenfl, Ha- 
3HaneHMe AaHHbix aneMeHTOB npMMepHO cxo>Kee. KoHesHO, 
0MHaHCOBbiM 6jiok Aon>neH «npoHM3bi8aTb» bcio ERP-CMCTeMy 



PiicyHOK 1. rioflCHCTeMbi ERP 2 m nepeK/uonaeMbie Hwepiiewcbi ynn 1.3 




M npMCyTCTBOBaTb B TOM MflM MHOM BMAe npaKTMHeCKM B K3)KA0M 

yneTHOM KOHType. 

B ERP 2. Ha mom B3rma, cocTas noACMdeMbi cpMHaHCOB 6o- 
nee npaBMnbHbiM (cm. pmc. 2). B new npucyTCTBytOT k3k nnaTew- 
Hbie (pacseTHbie) onepauMM, TaK m AOKyMeHTbi bo3hmkhob6hmh 
npM6binM/y6bUKa mhm Ae6MTopcKOM/KpeAMTopcKOM 3aAon>KeH- 
hoctm. noAo6HbiM noAXOA npM6riM>KaeT norMKy 1C k 6onbiiiMH- 
CTBy 3anaAHbix ERP-CMCTeM, Ha KOTopbie Mbi npMBbiKHM opM- 
eHTMpoBaTbca KaK Ha mmpobom Best practice npM peuieHMM 
onpeAeneHHbix 3aAan. K npMMepy. b SAP noACMCTeMa cpMHaHCOB 
(Fl) BKnioHaeT b ce6a nto6bie onepauMM, KOTopbie oTpawaioTca 
Ha cweiax 6yxra/iTepcKoro yneia. TpaAMUMOHHO b nonynapHbix 
ERP-cMdeMax HeT wecTKoro pa3AeneHM« Ha 6yxranTepcKMM 
m ynpaBneHHecKMM yneT, kbk sto cno>KM/iocb b npaKTMKe BeAe- 
hmh poccMMCKoro 6yxrariTepcKoro yseTa. CooTBercTBeHHO cpM- 
HaHCOBbiM m 6yxranTepcKMM 6hok b hmx oaho m to we. no sto- 
My nyTM Tenepb noiuna m 1C. C pa3BMTMeM cTaHAapTOB PCEy 
m nepexoAOM nacTM KOMnaHMM Ha CAasy OTneTHOCTM no MCOO 
AaHHbifi npoqecc CTan B03MO>KeH m Aawe Heo6xoAMM. 

HeCMOTpfl Ha 3TO, M3MeHeHMM B OTAenbHblX CpyHKUMflX 

He TaK MHoro, kbk KaweTca Ha nepBbiM B3mnA- B noACMCTeMe 

"OHHaHCbl " MO>KHO 06H3py>KMTb CpyHKUMOHan «3aKpbiTMe Me- 

cni4a», KOTopbiM Mbi npMBbiK/iM cHMTaTb «6yxranTepcKMM» . 

M3 COBCeM HOBOrO. 4T0 nOflBMnOCb B A3HH0M nOACMCTeMe, 
CTOMT OTMeTMTb OTAeflbHblM MeX3HM3M HaHMC/ieHMfl npoqeHTOB 

no KpeAMTaM m 3aPiMaM. CDyHKUMOHanbHo oh oneHb none3eH: 
nonpoSyMTe xota 6bi oamh pa3 BpynHyro nocHMTaTb cnowHbiM 
npouew c nepMOAMnecKMMM nnaTewaMM m oqeHMTe bc\o npe- 
necTb HOBOBBeAeHMM. Xota, kohohho, 3a roAbi pa6oTbi Ha cmc- 
TeMax 1C Bee y«e npMBbiKDM, hto KpeAMTHbiM Aorosop - sto ao- 
roBop c TMnoM «npOHee», pacneTbi no HeMy nposoAflTcn b Excel 
mtim 3anpaixiMBaK)Tcn y 6aHKa, a b 1C ohm BHocflTcn pynHbiMM 
onepauMAMM. Tenepb oto He TaK, hto He MoweT He paAosaTb. 

nepepa6oTaH MexaHM3M 3aflBOK Ha pacxoA AeHewHbix 
cpeACTB c Mcnonb30BaHMeM HOBbix B03Mo>KHOCTeM ynpaBnyie- 

MblX CpOpM. B 33HBKe M RSMe B CnMCKe 3aflBOK HaKOHei4-TO (!) 

b LUTaTHoM 1C mo>kho yBMAeTb, onnaseHa OHa mhm HeT. TaKwe 

HeManOBa>KHblM CpyHKUMOHa/l - 3T0 B03MO>KHOCTb comacoBbi- 
BaTb (MHM OTKJlOHflTb) 3aflBKM npflMO M3 cpopMbi cnMCKa, a TaK- 
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naynaeM « 1 C» 



5a3bi /qaHHbix 



we oTAenbHbiii cnncoK HenoATsepwAeHHbix 3aflB0K. Tenepb 
flePiCTBUTenbHO mojkho nonb30BaTbca urraTHbiM MexaHW3M0M 
nnaHnpoBaHMfi AeHewHbix cpefldB. no Kpamefi Mepe b ao- 
CTaTOMHo npodbix cuTyaqunx. KpoMe Toro, He ctout 3a6biBaTb, 
hto 3aflBKn Ha pacxoflOBaHwe AeHewHbix cpefldB - sto wHorpy- 
MeHTapnw, KOTopbM flon>KeH SbiTb npaKTunecKM y Bcex coTpyq- 
hhkob KOMnaHMM. Aax<e y Tex. kto He paSoTaeT HenocpeACTBeH- 
ho b 1C:ERP. PyKOBOflCTByacb othmh we coobpaweHUHMn, 
mowho eme 6onbUJUM nnrocoM b AaHHOM Bonpoce Ha3BaTb toh- 
khi/i n oco6eHHO Be6-KnneHT. 

C AOKyMeHTaMM no Kacce n oaHKy cymecTBeHHbix n3Me- 
neum He npon30iuno, ToribKO nepeAenann Ha ynpaBnaeMbie 
cpopMbi. fla n Bpsifl nn b 3-tom 6noKe Mornw noipe6oBaTbCfl cy- 
mecTBeHHbie nepefleiiKM. 

3aKpbune Mecflqa b ERP 2 6onbine noxowe Ha cxoflHyio one- 
paunK) b 6yxranTepnn, neM Ha cnowHbiii v\ 3anyraHHbiM HHorpy- 
MeHT ynn 1.3. Moe nwHHoe MHeHwe. hto ynpomeHWH, KOTopwe 
6binw npe^npuHflTbi b ERP 2, notiRyr Ha nonb3y nporpaMMHo- 
My npoflyKTy TaKoro Knacca. BHeiuHHPi bha 3aKpbiTnn Mecflua 
b ERP 2 npeflCTaBneH Ha puc. 3. 

noACMCTeMa «El€A)K8TlipOBaHHe» 

noACucTewy «EioA>KeTwpoBaHne» b ERP 2 mowho b uenoM Ha3- 
BaTb «nonHOCTbto hoboPI". C TeM, hto 6bino b VTin 1 .3. AaHHbii/i 



cpyHKunoHan MMeeT Mano o6mero. 9\ huhho cmibHO OTOMy no- 
paAOBancfl. Te HHTaTenw, kto xoTb pa3 nbiTancsi win Aawe BHe- 
Apun 6ioA>KeTMpoBaHne Ha 6a3e ynn 1 .3, MeHH notiMyT. Tenepb 
mowho CKa3aTb, hto ERP no cpyHKLinoHany KOHTypa 6ioA>KeTn- 
poBaHUH npaKTunecKH BnnoTHyio npn6nn3nnacb k «nnAepaM» 
AaHHoro pbiHKa cpeAn cucTeM Ha nnaTcpopMe 1C b Poccuh - 
k «1C:MHTaneB » m «EnT:OnHaHC». A ecnn ynecTb noriHOCTbio 

OTKpblTblPl KOA. OTCyTCTBUe AOnO/lHUTe/lbHblX KOMnOHeHT 3a- 

muTbi n TpaAnunoHHo 6onee KanecTBeHHyto TexHonornsecKyKO 
npopa6oTKy peweHna (oTHOcnTenbHO peiueHuPi napTHepoB), 
to ywe cemac MHorne, HaBepHoe. npeAnonnn 6u ERP 2 b Ka- 
necTBe cucTeMbi SioAweTupoBaHHfl. CocTas noAcucTeMbi 6hda- 
>KeTnpoBaHH9 He cdulukom o6ninpHbiPi (cm. puc. 4). 

rioflBunacb cyiiiHOCTb «MOAenb» - oto, no cy™ CBoePi, 
Bee HacTpoPiKH noAcwcTeMbi 6ioA>«eTnpoBaHHfi, KOTopwe Bbi mo- 
weTe CAenaTb. CKB03Han aHannTMKa. MoAenb HywHa nnn Toro, 

HT06bl 06beAHHflTb yCUHMfl pa3HblX KOHCynbTaHTOB OAHOM cuc- 

TeMbi wnn, HaoSopoT, pa3beAHHHTb... Ho caMa cpopMa MOAenn 
He oco6eHHO HHTepecna, 3aTo ecTb runepccbinKa, U3 kotopoi/i 
nonaAaeM b Apyrort MexaHM3M -warn 6iOA>KeTHoro npouecca-, 
KOTopbiM y>ne 3aAaioTCfl HeKOTopbie MapmpyTbi. flaHHas Hac- 
TpoMKa npoqecca oneHb sa>KHa- 

cDopMa waroB 6roA>KeTHbix npoueccos npeACTaeneHa 
Ha puc. 5. 



PwcyHOK 2. Cocrae no/jCHCTeMw -(DMHaHCbi" ERP 2 PwcyHOK 3 Bhciuhmm bma 3aKpbirn?i Mecsua b ERP 2 




PwcyHOK 4. CooaB noflCMCTeMw 6wfl)KeTnpoBaHM5i PwcyHOK 5. OopMa HactpoiiKH maroB 6iofl)KeTHoro npouecca 



.MM fmi/tmiMHIdX H|M»HlMfOH 
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Ba3b)i flaHHbix 



n3ynaeM « 1 C» 



rioflBunacb b ERP 2 HaKOHeu TaKafl cymHOdb. KaK «Bha 
6iofl>KeTa», cyLUHocTb, KOTopaa ecTb. no-MoeMy, bo Bcex cmc- 
TeMax 6ioA>KeTnpoBaHHfl HapaBHe co «crraTbfiMn 6ioA>KeTa» - 
He BMflenH Mbi ee, no-MoeMy, ranbKo b ERP. Ho «Bha 6toA>*<e- 
Ta» - He npocTo aHannrnsecKufi pa3pe3. B cpopMy flaHHoro 
cnpasoHHUKa kbk pa3 3aHOCflTca npaBuna nonyneHUfl AaHHbix, 
hx nepecseia w HopManu3ai4nn. BHeiiiHe nHdpyMeHT npon3- 



PMcyHOK 6. ynpaBneHne 6KW«eTHbiM npoyeccoM 



vnprtBneHMe omjawpthwh npoueccoM 


3rannpou0cca I 


VM 


1«20U 2 o 2014 3a 


am. mm. mmc [mmv >■» «• « 


B Ozf:* ca'-c "k-i "<>-t-: 




El _ tlnaNtvoHMMe rpncs» »a roa tOm/xpame. 




0 — ''T9*V*jm*m r\n« npQQBM «• roa 5*Ty 


■ 

1 


Q i nnaM«OM>w swynw *e roc (OjkOMM'HO 








S -* yteepxzww nnana 3«yno« -a fee &ai> 
S - raoDBoft&TLQC BytauMwHAMTin^a 


1 

1 


JtaOHMM 

0 Vcci^B^OopLeTw (E*eiiaciM-o, 


1 


qj _ n,14» njCOflu *a inam KocipoM Bros 


1 1 1 1 1 1 1 



BOflm BecbMa nono>KHTe/ibHoe BnenaTneHue. Ho Bonpoc: no- 
nyHMTCfl nn oSynmb noAoSHbiM HacTpoPiKaM paflOBoro no/ib- 
30Baienfl? Oco6eHHo «Bha 6ioA>KeTa» HHTepecHo cMOTpeTb 
npn oTKpbiTnn cpopMbi aneMewa. Ha puc. 7 npeflCTaBneH 

BHeUJHMpl BUfl CpOpMbl «Bnflbl 6KDfl>KeT0B». 

Co6cTBeHHO, cymHOCTb «Bufl 6iOA>KeTa» b tom nucne hc- 
norib3yeTCfl n b OTHeTax. npaKTunecKn tot >Ke caMbiw cpyHKuno- 
Han flna 6onee wnpoKoro Kpyra 3aflan, seM npocro TpaHcnauwfl 
cpaKTa. no cyTM, b HacTpoi/wax Ana bhab 6ioA>KeTa 3aAaioTCfl 
anropMTM ero cpopMnpoBaHUfi, anropnTM TpaHcriflqun cpaKTa 
m anropnTM nnaH-cpaKTHoro aHann3a, 

CyiAHOCTb «3K3eMnriflpbi 6iOA>KeTOB» (cm. puc. 8) - AOKy- 
MeHT, KOTopbiM bboahtct npuBbiHHbie nnaHOBbie AaHHbie. flo- 
KyMeHT AOCTaTOHHo HHTepecHbiii ia 3acny>KHBaeT oTAenbHoro 
BHnMaHUfl. flo OToro pemeHUfl (penb o ERP 2) 1C CTapaTenbHo 
H36erana ncnonb30BaHna Ta6/inHHoro AOKyMeHTa b pe*nMe 
BBOAa AaHHbix, noAo6Horo Mbi He BHAenn Aawe b peweHn- 
5ix «"lC:CoBMecTHMo», ne roBopa ywe o TunoBbix. BnpoHeM, 
b «lC:CoBMecTMMo» CKopee Bcero npocTo He npoiunn 6bi 

npOAyKTbl C T3K0M CpyHKUMOHanbHOCTblO. TaSnUHHbtM AOKy- 

MeHT b pe>KHMe BBOAa AaHHbix ncnonb30Bancfl b peuieHnnx 
Ha 1C 7.7. Ho TaM npocTo He 6bino aribTepHaTMB BBHAy CKyAHO- 
cth cpyHKUMOHana TafinnHHoro nonfl. Tenepb, noxowe, MCTopun 
noaina no cnnpann. TpaAHMHOHHO Tfl>Kenbii?i cpyHKLinoHan BBOAa 
AaHHbix 6tOA>»<e™poBaHHfl peujeno 6bino CAenaTb nweHHO tbk. 



PucyHOK 7. BHeiUHiw bha cpopMbi "Bhdu DioflweroB" 




PncyH0K 8. flOKyMem -3K3eMnn«pbi 6K3jjweTOB» 



3K3eMnnnp 6toa>NeTa 000000009 ot 01.01.2013 0:00:00 

Homw 00O0COCO9 m 01 012013 0 00 00 0 n«vcoc 01012013 C no 31 122013 6 (-) 
&«4 6o4«eT4 nn»*MN»no« ■ 



ri/iaH 3aKynoK 
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H3ynaeM « 1 C» 



Ba3bi flaHHbDix 



B03M0)KH0, B 3T0M eCTb CBOH n/llOCbl. flaHHblPl flOKyMeHT 

(BepHee, ero Ta6nnHHafl sacTb) MoweT nonHOCTbto n3MeHHTb 

CBOW BHGLLIHUCi BUfl B 3aBHCMMOCTH OT BHfla 6fOfl>KeTa. B HeM Bbl- 

SpaHHoro. Bbi6npaTb, kohghho, mowho TonbKO U3 Tex 6iofl>Ke- 
tob, ann KOTopbix ycTaHOBneH cfrnar «Mcnonb3yeTCfl flna BBOfla 
nnaHa», to ecTb rhh nepsnsHbix flaHHbix. Ho caMoe MHTepec- 
Hoe, hto BHeniHuti Bufl flOKyMeHTa u npaBuna nepecseTa ofl- 
hux flneeK ot flpyrux nonHOCTbio HacTpanBaeMbi. B nacTHOCTn, 
nrm hux nePiCTByKDT Bee Te we npaBuna HacTpotiKi/i, mto h flna hkd- 
6oro opyroro BHfla 6iofl>KeTa (cm. puc. 7), ho sacTb flaHHbix 
npki 3tom mwkho BBec™ BpyHHyio. l~Io cpaBHeHwo c ynn, rfle 
Bee 3tm flanHbie BBOflnnncb AOKyMeHTaMU «Biofl>t<eTHafl onepa- 
i4M9». 3to He npocTO luar. a uenwii 6onbwoM npwjKOK Bnepefl. 

[loflcucTeMa «5fOfl>KeTwpoBaHne» b ERP npocTO n3o6wny- 
eT «KpacnBbiMn» aneMeHTaMn. 3to HecKoribKO HecTaHflapTHo 
Ann TunoBbix KOHct)nrypaunM 1C. KaK npasuno, peanw3auna no- 
floSHbix cpyHKUHM Jio>KMnacb Ha nnenn napTHepoB. 

OTHOCMTenbHO ynn noflBHncfi KpacuBbii/i n yfloSHbifi MHCTpy- 
MeHT «ynpaBnenne 6iofl>KeTHbiM npoueccoM-. Oh npeflCTaBrm- 
eT co6oPi fluarpaMMy TaHTa c 3aflawaMn, KOTopwe othochtcb 

K 6lOfl>KeTHpOBaHHKD. BeCTH 3TM 3aflaHH B CUCTeMe, B Korapotf 

ohh HenocpeflCTBeHHO ncnonHHioTCfi. HasepHoe, npaBunbHO 
n nornHHO. B nio6oM cnynae, nocMOTpeTb (cm. puc. 6) Ha stot 
nHCTpyMeHT, HaBepHoe, nHTepecHo. 

I/I, HasepHoe, caMoe BawHoe n caMoe cnopHoe (Ha mom 
B3mnfl) HOBiuecTBO ERP 2 OTHOcnTenbHo ynn. B ERP 2 HeT 
nnaHa cneTOB SioflweTkipoBaHWA n HeT perucTpa 6yxra/iTepnn 
Ann 6iOfl>KeTnpoB3Hi/ifl. Bee SioflweTHbie flaHHbie flon>KHbi co- 
6npaTbCfl H3 onepaTHBHoro KOHTypa. Otbbt Ha Bonpoc, none- 



My, npocToii - pa3pa6oTHMKn He nio6flT perncTp 6yxranTepww. 
Cjimlukom mhoto npoSneM Bbi3biBaeT Heo6xoflHMOCTb 3anwcn 
b Hero onepaTHBHbix flaHHbix. ohh peuiHnu, hto ada Sioflwe™- 
poBaHun oh 6yfleT huluhum. Ho, Ha mom B3r/iflfl, sto He coBceM 
BepHO. HacTo b KOHType 6iofl>KeTnpoBaHMfl KOMnaHun BeflyT TaK- 
>Ke ynpaBneHHecKnii yneT, noTOMy KaK oh MO>xeT cymecTBeHHO 
He coBnaflaTb c 6yxranTepcKMM b poccmPickhx KOMnaHnax. Kpo- 
Me Toro. 3to 3HasnTenbHO ynpomaeT nnaH-cpaKTHbifi aHann3. 
OnepaTHBHO stu flaHHbie He oco6o Hyxwbi. Ohh CKopee aHann- 
TunecKne. noaTOMy MexaHH3Ma TpaHcn^MMn 6bino 6bi flocTaTOH- 
ho, A caM HHCTpyMeHT npoBOflOK HyweH ana Toro, HTo6bi yao6- 
ho n KoppeKTHO OTpa3HTb flBOMHyio 3anncb n b MTore co6paTb 
6anaHC. Tenepb we 3Ta npoqeflypa cymecTBeHHo ycnowHHTcn. 

MToro, noflCMCTeMa cpuHaHCOB flOpaSoTaHa He cjiulukom cunb- 
ho. ho npn 3tom Bee n3MeHeHH« Hy>KHbie h oneHb none3Hbie. 
noflcucTeMa «6iofl>KeTi/ipoBaHne'> HanncaHa 3aHOBo. cDyH«uno- 
Han oneHb MOiAHbii/i, HHTepecHbiPi, yflo6Hbi£i. EcTb TonbKO oflHH 
maBHbifi n cymecTBeHHbiw Mwnyc - OTcyTCTBue nnaHa cseTOB 
b KOHType 6roA>Ke™poBaHMfl. B cneAyKDUjefi cTaTbe 6yAyT pac- 
CMOTpeHbi noflcucTeMbi «3apnnaTa», «Kaflpbi», -<BHeo6opoT- 
Hbie aKTHBbi". «PemaMeHTnpoBaHHbiM yneT» ESS 



1. 0nnnnnoBO. 1C:ERP2.0. Hto hoboto? MacTb 2. rioACMCTeMbi -3a- 
KynKH- m "CKnafl-. //-CucTeMHbiii aflMUHncTpaTop-, N^5. 2014 r - 
C. 37-39 (h tI p: / /sam a g.r u / archive /a rt iCle/2689). 

K/ifOMeBbie cnoBa: 1C:ERP, yseT. cpMHaHCbi, 6iOfl>KeTnpoBaHne. 



Bbi6npai/iTe np^MOM nyTb! 
rioAni/iCbiBaftTecb b peAaKL4i/ii/i! 

Hto bn BbinrpbmaeTe? 

1 . Bbi aKOHOMUTe fleHbrn - peflaKLtnoHHafl noflnncKa caMan fleweBafl 

M3 B03MO>KHblX BapnaHTOB 

2. Bbi 3KOHOMMTe BpeMA - noflnncKa oc|>opMJifleTCfl b pe>KMMe OH-nai?iH 

3. >KypHa/l Mbl OTnpaB/lHeM 3aKa3HblMH nUCbMaMU, MTO CBOflUT pMCK 

HenonyqeHMH flo MUHi/iMyMa. B cnyMae noiepn nucbMa noMTOM 
Mbi HanpaBUM BaM HOMep noBTopHO 

CTOHMOCTb peflaKquoHHOM noflnncKn: 

CMeiiiaHHan Bepcun (nenaTHa« +3neKTpoHHa«) 
Ha rofl - 5040 p, Ha nonrofla - 2520 p 

rieMaTHaa Bepcwa 

Ha rofl - 4080 p, Ha no/irofla - 2040 p 

3/ieKTpoHHaa Bepcufl 
Ha rofl - 1 500 p, Ha nonrofla - 750 p 

E-mail: sa(5>samag.ru Tel.: (499) 277-1 2-41 Fax: (499) 277-1 2-45 
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Pa3pa6oTKa 



HHCTpyMeHTbl 




&Pmwmm, r. Tyna. OKKm I 

WMiHiACTpaiop m ywrenb m$apuiamifi. sergtl68avmBil.iv 



nporpaMMMpoBaHMe USB b Android 

Hcnoiib3yeM fljifl cbsi3m MHTept|)6wc USB 

nonbuaeMCfl pa3o6paTbCH b tom, ksk opraHM30BaTb oSrvieH i/iHrjpopMaLii/iei/i Me^fly 

pa3flHHHblMH [B TOM HMCJie M CaMOCTOflTeflbHO pa3pa60TaHHblMH] SfieKTpOHHblMH 

ydpoMCTBaMM \a annapaTaMM (nnaHUjeTaMM mjim TenecfJOHaMn), pa6oTaiomi/iMn 
noA ynpaBneHHeM onepau,noHHOi/i CHCTervibi (OC) Android c ncnonb30BaHneM USB 



flna Toro HTo6bi He 3anyTaTb HUTaTena, b CTaTbe nepBbie 6yflyT 
Ha3biBaTbcn npocTo «ycTpoMCTBa», a BTopbie - «Mo6nnbHbie 
ycTpoi/icTBa». 

flaHHaa CTaTbfi aapecoBaHa npewAe Bcero TeM. y koto 
edb KaKoe-/in6o 3/ieKTpoHHoe ycTpoficTBO (pa3pa6oTaHHoe 
caMocTOATenbHo nnn KeM-To eme), npoTOKon o6MeHa flaHHbiMM 
c KOTopbiM xopoujo M3BecTeH (HanpuMep, ywe edb nporpaM- 
Ma, pafioTaiomafl c stum ycTpoiiiCTBOM b OC Windows/Linux), 
n xoTenocb 6bi nMeTb nporpaMMy, pa6oTaiomyio c hum eme 
n b Android. 

USB h Android 

y>Ke cpaBHUTenbHo AaBHo, HasnHas c Android Honeycomb 
(sepcufl 3.1), b OC ot Google noHBHnacb B03MO>KHOCTb mc- 
no/ib30BaTb Mo6nribHoe ycTponcTBO b pewuMe xoora (Host 
mode), b kotopom oho nmaeT iiiHHy n MoweT onpeaenflTb nofl- 
KriKDHeHHbie ycTpoMCTBa c noMombio npuKnaAHoro nporpaMM- 
Horo MHTepcpewca (API) Ha A3biKe Java (cm. [1] h puc. 1). 

YcTpoficTBO. paSoTaiomee b xocT-pe>KHMe, AB/ifleTca hhh- 
UnaTopoM nepeflann AaHHbix h ynpaBrmeT npoueccoM o6MeHa 
nHcpopMaunePi no KaHany cbh3h. 



PiicyHOK 1. MnniocTpauHH paSorbi Android-ycTpoiicTBa b peatHMax USB Host M Accessary 
(pncyHOK c cawTa hllp://develo 



Ard'Oid-powered 



^ Data Transtet ^ 



< ^ Data Transler ^ 



Anoioio-oowetec 



USB Host API nofiBUJica b Android b cepeflMHe 2011 roAa, 
oflHaKO nHCpopMau.nn no ero ncnonb30BaHwo Ha pyccKOM «3bi- 
Ke b ceTH flo cnx nop oneHb Mano. MHTepec k OTOMy Bonpocy 
noAorpeBaeT Hannnne Ha pbiHKe Mo6nnbHbix ycrpoMCTB, Ha ko- 
Topbix pa6oTaeT stot API, crawMOCTbio MeHee 3000 py6. (cm., 
HanpuMep, TecTupoBaHne b [2]). 

OTMeTMM, HTO USB - He eflMHCTBeHHbM CnOC06 CBA3H 

c TeM we caMOflenbHbiM ycTpouiCTBOM. Android no3BonaeT hc- 
no^b30BaTb eme Bluetooth, NFC, Wi-Fi P2P, SIP, a TatOKe ct3h- 
flapTHoe ceieBoe noflKmoneHne [3]. TaK hto b apceHane pa3- 
pa6oTHHKa flocTaTOHHo B03Mox<HocTei/i Ann ocyuaecTBneHUfl 
cboux caMbix cMenbix 3aMbicnoB. 

flpyruM pacnpocTpaHeHHbiM BapnaHTOM cbh3m c pa3ni/in- 
HbiMn ydpoPiCTBaMM flo cnx nop HBnneTC* ncnonb30saHne 
nepexoAHUKa USB-COM. MaTepnan b ceiw no npuMeHeHnio 
nepexoflHUKa USB-COM b Android edb - cm.. HanpuMep, [4]. 
riony^npHOCTb TaKoro noAKfiiOHeHMfl oSycnoBneHa HannnneM 
6onbiuoro KonunecTBa ywe pa3pa6oTaHHbix c ncnonb30BaHneM 

pa3HHHHblX MUKpOKOHTpO/l/iepOB yCTpoflCTB, CBH3b C KOTOpblMH 

ocyLuecTBnneTCfl c noMombio COM-nopia (nocneAOBaTenbHo- 
ro nopia), hto 10 neT Ha3aA flBnanocb noHTu CTaHAapTHbiM cno- 
co6om nepeAaTb AaHHbie ot KOMnbKjrepa k caMOAenbHOM xe- 
ne3Ke, 

B cpaBHeHUM c COM-nopTOM ncnonb30BaHne USB no3Bons- 
eT cymecTBeHHo noBbicnTb CKopocTb nepeAasn AaHHbix n cAe- 
naTb aw npouecc yAo6HbiM Ann no/ib30BaTerm. CKopocTb ne- 
peAann. KOTopafl Aawe b cnynae HH3KOCKopocTHbix ycTpowcTB 
(K/iaBnaTypbi, Mbitun, a>kouicthkm) cocTasnfleT 10-1500 K6ht/c, 
npocTOTa n HeBbicoKan cTOHMOCTb Ka6enbHOM cncTeMbi h noA- 

K/lKDHeHMkl, CaMOHAeHTUCpMKaUHfl yCTpofiCTB C aBTOMaTHHeCKUM 

KOHd3nrypnpoBaHneM. CKpbiTue noAPoSHOCTefi aneKTpune- 
CKoro noAKnioHeHHn ot KOHeHHoro nonb30BaTens (nntoc B03- 

MO>KHOCTb OTKflKDHeHUR Ka6enfl 6e3 BblKHtOHeHUn yCTpOMCTB), 
KOHTpOflb OLUHSOK H HX BOCCTaHOBHeHHe Ha ypoBHe npOTOKO- 

na - bot HeocnopMMbie npenMyoiecTBa AaHHOfi TexHonornn 
(cm. [4], c. 12). 

BooSine, roBopa 06 ncnonb30BaHnn USB Ana nepeAann 
AaHHbix, He nuiiiHUM 6yAeT ynoMPHyTb KHury n.ArypoBa «Mh- 
TepcpePic USB» [5]. 
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OHa. xoTfl nacTO n KpmnKyeTCfl b cein m BbinymeHa no- 
cneAHnPi pa3 b 2006 roAy, He pa3 noMoma HaPiTH BepHoe pe- 
nieHne npn noncKe HHijpopMaunn no pa3nnHHbiM acneKTaM 
npMMeHeHWH stoPi TexHonornn. B KHure paccMOTpeHbi Bonpo- 
cw ot BbiSopa MHKpocxeMbi n cxeMOTexHMKM Ana KOHTponnepa 
AO HanncaHun nporpaMMbi MUKpoKOHTponnepa n npuMepoB 
nporpaMMnpoBaHH^ nepeflann flaHHbix no nporoKO/iy USB 
co CTopoHbi KOMnbtoTepa. 

He/ib3fl He yKa3aTb w nepBoncTOHHHK flaHHbix no sroMy 
Bonpocy - caPiT HeKOMMepHecKoPi opraHH3aqnn USB IF (USB 
Implemented Forum), saHMMaioiiiePicfl pa3paooTKoPi cneu- 
ncjDMKaqnii aToro HHTepqbePica [6], npaBfla, flaHHbiPi Maiepnan 
Ha aHrnnwcKOM fi3biKe. OflHaKO nMeHHO TaM Bbi HaPifleTe wc- 
nepnbiBatoLflne CBefleHna 06 yorpoPicTBe nHTepcpePica USB. 
EcTb HennoxoPi nepeBOfl nacTePi cneuncpuKaq^n [7]. 1/lHTepe- 
cyiomMMCfl nporpaMMHbiMn penieHUflMH CO CTOpOHbl mukpo- 
KOHTponnepa TaKwe mo>kho nocMOTpeTb ccbinKy [8], 

HeMHoro 0 K/iaccax USB-ycTpoticTB 

Heo6xoflnwo oTMeTHTb, hto pa3pa6o™a nporpaMMHoro o6ecne- 

HeHHfl flHfl 06MeHa AaHHblMH C KOHKpeTHbIM yCTpOPlCTBOM CMnbHO 

3aBMCMT ot ero peann3aqnn Ha ypoBHe MUKpoKOHTponnepa. 
ripuBecTM npuMepbi nporpaMM cbh3m flnn scex TunoB USB- 

yCTpOMCTB B paMKaX OflHOM CTaTbM no nOHflTHblM npUHMHaM 

HeB03Mo>KHO (HananbHbie CBefleHna 0 nporpaMMnpoBaHnn 
pa3nnHHbix TunoB yorpoiTiCTB mo>kho nosepnHyTb b [5]). Ofl- 
HaKo Mbi orpaHUHMMCfl TeM. mto npuBeAeM KOfl, peann3ytoiHMfi 
noncK HywHoro ycTpoPicTBa w flOCTyn k ero KOHTponbHbiM toh- 
k3m ana oSMeHa HHCpopMauuePi. 

TaKwe pa36epeM OTnpaBKy flaHHbix Ha npuMepe oflHoro 
H3 TunoB USB-ycTpoPiCTB, a hmchho Knacca yorpoPicTB HID 
(human interface device - Knacc ycrpoPicTB jxm B3anMOAePi- 
CTBUfl c senoBeKOM), 3tot Knacc BKniosaeT b ce6fl «MeflneH- 
Hbie» ycTpoPicTBa, TaKne KaK KnasnaTypa, Mbiujb, awoPicthk, 
n npuMepoB ero peann3aunu c noMombio pa3nnHHbix MUKpo- 
KOHTponnepoB b ce™ flocTaTOHHO (ecTb, HanpitMep, m b [8]). 

rioneMy mmchho Knacc HID TaK nonio6nncfl n3roTOBHTenaM 
pa3nnHHbix caMOflenbHbix ycTpoPiCTB? flpouwTupyeM BuKune- 
flnio [9]: «f1oMMMO fleTaribHbix cneuwqbnKaunPi KnaccHsecKnx 
ycTpoticTB BBOfla (Tuna KnaBnaTyp h MbiuieK), CTaHflapT HID 
onpeflenaeT oco6biPi Knacc yorpoPiCTB 6e3 fleTanbHbix cneun- 
cpuKaunM. 3tot Knacc nMeHyeTca USB HID Consumer Control 
m npefloraBnaeT co6oPi. no cyTn, HepernaMeHTnpoBaHHbiPi Ka- 

Han CBH3H c VCTpOplCTBOM. 

ripn 3tom ycTpoMCTBO nonb3yeTca TeMn we CTaHflapTHbiMn 
Ana onepaunoHHofi cncreMbi ApaPisepaMn, mto h MbiuiKa c Kna- 
BHaTypoPi. TaKUM o6pa30M. mo>kho co3flaTb USB-ycTpowcTBo, 
KOTopoe He Tpe6yeT co3flaHna u WHCTannaunn cneunanbHbix 
ApaPisepoB b 6onbuiMHCTBe pacnpocTpaHeHHbix KOMnbKrrep- 
hwx onepaunoHHbix cncTeM». OcTaeTCfl flo6aBHTb TonbKO, 
hto paSoTaeT 3Ta cneuncbuKauna n b OC Android (He ncKnio- 
nafi npoujuBOK CyanogenMod). 

OflHUM W3 BapnaHTOB o6MeHa flaHHbiMn c HID-ycTpoPiCTBOM 
aBnaeTcn nepeflana no npepbiBaHH^M (interrupt transfer), ko- 
Topaa ncnonb3yeTCfl b tom cnynae, Korfla Heo6xoflHMO nepe- 
flaTb naKeTbi flaHHbix HeSonbworo pa3Mepa (MaKCHManbHbiti 
pa3Mep naKeTa 3aBMCHT ot ckopocth nepeflann m cocTaBnyieT 
ot 64 flo 1024 6artT) nepe3 3aflaHHbM BpeMeHHoPi HHTepBan. 
riaKeT ana nepeflann Ha3biBaeTcyi penopTOM (aHrn. - report, 
cm. [5], c. 71, 95). 



TaKoPi flnnHbi penopTa o6biHHO BnonHe xBaTaeT flna 06- 
MeHa nHqbopMaunePi c cawoflenbHbiM yorpoPicTBOM. Hanpn- 
Mep, 64 SaPiTa HHdpopMaunn b oahom naKeTe - gto flOBonbHO 
MHoro flnq KOHTponnepa, Beflb ann nepeAann cocTOAHnPi cBeTo- 
AnoAa hhh npocTePiLiiero AaTMUKa AOCTaTOHHo 1 6nTa MH0op- 
Maqnn. 

Heo6xoflMMbie HHCTpyMeHTbi 

MTaK, H3M noHaflo6flTCff nnaHoieT unM TeneqboH c Android- 
BepcuePi He Hwwe 3.1 . 3flecb Heo6xoflHMO oTMeTHTb, hto Bbnue- 
yKa3aHHbiPi USB Host API normocTbio peanw30BaH He Ha Bcex 
Mo6nnbHbix ycTpoPicTBax (06 stom ynoMUHaeTC^ m Ha caPiTe 
developer.android.com [1]. 

B HeKOTopbix nnaHUjeTax/TenecpoHax pa3beM USB ncnonb- 
3yeTc?i TonbKO flna 3apFfflKn m cba3h c nepcoHanbHbiM kom- 
nbioTepOM. Eu\e pa3 OTnpaBnio HUTaTenn k cnncKy Mo6nnbHbix 
ycTpoiiCTB. npuroAHbix nnn HenpuroAHbix atia Haujux onw- 

TOB [2]. 

f1oHaAo6flTCfi TaKxe KaKoe-nn6o USB-ycTpoPicTBO (Ann nep- 
Bbix onbiTOB 6yaeT flocTaTOHHO o6biMHoro USB-cpneixi-HaKonn- 
Tenfl), nepexoflHUK OTG (On-The-Go - cm. puc. 2) n/nnn niHyp 
USB flnfl CBA3M c ycTpoPiCTBOM. B BuKuneflnw no noBOfly OTG 
roBopnTca: -flpn noflKmoneHnn nepe3 USB OTG paHr ycT- 
potiCTBa (BeflymnPi nnn BeflOMbiPi) onpeAenfieTCfi HannnneM 
nnn oTcyTCTBHeM nepeMbiHKn Me>KAy KOHTaKTaMn 4 n 5 b ujTe- 
Kepe coeAUHMTenbHoro Ka6enfl. B USB OTG-Ka6ene TaKaa 
nepeMbiHKa ycTaHasnnBaeTCfl nuiub b oahom m3 AByx pa3b- 
eMOB [10)». CooTBeTCTBeHHo hbm HeoSxoAHMa TaKan nepeMbn- 
Ka co CTopoHbi Mo6nnbHoro ycTpoPiCTBa. 

HennoxnM noAcnopbeM b pa6oTe 6yAeT TaK>Ke nporpaMwa 
USB Device Info, ycTaHOBneHHafl H3 xpaHnnnma Google Play 
Market. riporpaMMa yMeeT onpeAen^Tb noAKnKDneHHbie k USB- 
pa3beMy nnaHiueTa/TenecpOHa ycTpoficTBa KaK c noMombio 
Java API. TaK m c noMou(bio flApa Linux. To ecTb ecnn Bauje 
ycTpoPiCTBO He onpeAennnocb c noMOU^bK) Java USB Host API 
b USB Device Info, to c 6onbwotf BeposTmocTbio TmeTHO 6yfleT 
ncnonb30BaTb flna 3Toro Mo6nnbHoro ycTpoPiCTBa KaKyto-nn6o 
(b tom sucne n cboio) Android-nporpaMMy, HanncaHHyra c no- 
MOLUbio Java n USB Host API. 

HHorfla oneHb none3HoPi 6biBaeT nHdpopMaunn, BbiBOflUMafl 
KOMaHfloPi Isusb onepaunoHHoPi cucTeMbi Linux. C KnionaMn 
-v n -d Isusb BbiBOflUT o USB-ycTpoPicTBe Bee, nnn nosTn Bee, 
hto Heo6xoflHMo pa3pa6oTMHKy nporpaMMHoro o6ecneMeHMfl 
Ann ycTpoPicTB 3Toro Knacca. 



PucyHOK 2. Pa3nnHMa b cxeMe ofibiHHoro USB-Ka6ensi « 0TG-Ka6ensi (piicyHOK c caiiTa lech. 
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flanee Heo6xoflHM KOMnbtOTep c yciaHOBneHHbiM Android 
SDK n HHTerpupoBaHHOM cpeAOrt pa3pa6oTKH (IDE) Eclipse 
c n/iarnHOM ADT (xoth mojkho 0601/rrncb n TonbKO SDK). 
KaK co3,qaTb u yciaHOBHTb npHnoweHwe Rnn Android, moxho 
nocMOTpeTb, HanpuMep, b [11, 12] nnn b ce™ HmepHeT. Hy v\, 

KOHGHHO, HeoSxOflUMO XOTfl 6bl MMHMManbHOe 3HaHHe 93blKa 

nporpaMMnpoBaHUA Java, a TaK>Ke rename floSnTbca pe3ynb- 
Taia. 6e3 Hero hhkbk! 

OTMeMy, hto Ha BbincHeHne HeKOTopwx TexHunecKnx Bonpo- 
cob npuMeHeHUfi USB b Android aBTopy noTpe6oBanncb He^e- 
nn KponomMBoro noncKa nHct)opMauMM. 

K/iaccbi Java rm\ pa6oTbi c USB b Android API 

MiaK, KaK roBopwTca Ha came pa3pa6oTHHKOB USB Host API 
Afifl Android [13]. «npe>Kfle MeM HasaTb, b3>kho noHHTb, KaKne 
Knaccbi bw 6yfleie ncnonb30BaTb b pa6oTe». B Tabnwue 1 npn- 
BefleHo onucaHne BawHewwHx KnaccoB aha paboTbi c USB 
Host API. 

ripaKTMHecKM bo Bcex cnyHaax npuMeHeHun USB Host API 
nporpaMMHCT ncnonb3yeT 3th K/iaccbi b CBoei/i paSoie. Anro- 
Phtm mx npuMeHeHHH BbimflflMT npuMepHO TaK: onpeflerifleM 
ycTpowcTBa (qenb - nporpaMMHbii/i flociyn k Knaccy UsbDevice), 
noflKJiiOHeHHbie k xocTy (Mo6n/ibHOMy ycTpoi/tCTBy), c noMO- 
iHbK) UsbManager. Koroa nporpaMMHbii/i flociyn k ycipoPi- 
CTBy nonyneH. HeoSxoAUMO onpeAennTb cooTBeTCTByioLiine 
Usblnterface n UsbEndpoint am obmeHHfi c hum. KaK TonbKo 
Bbi nonynnriM b CBoe pacnopaweHne KOHeMHyio TOHKy, OTKpoi/rre 
UsbDeviceConnection, 4To6bi obmaTbCfl c USB-ycTpouiCTBOM. 

Ecnn KOHeHHan tomkb paboTaeT b pewi/iMe acwHxpoHHow 
nepeflann, ncnonb3yeM Knacc UsbRequest. 



Ta6nnna 1 OmwaiMe KnaccoB nm paCotbi c USB b Android 



Ha3BaHne xnacca 


OfmcmtM 


UsbManager 


(1o3Bons!eT onpenenmb noflK/iiOHeHHoe USB- 
ycTpoPicTBO n o6MeHHBaTbcs c hum naHHbiMn 


UsbDevice 


npeacTasnfleT noawiiOHeHHoe USB- 
ycTpoiiHCTBO n coflepa<nT Meroflbi ana aocTyna 

K ero MfleHTMCjjMKaLlHOHHOkt MHCpOpMaiJUM, 

MHTepcpeiicaM, v KOHenHbiM tohk3m 


Usblnterface 


npencTaBnfleT -nHTepcpeiic- USB-ycTportcTBa, 
KOTopwM onpeAenaeT Ha6op cpyMKunti ana aaHHoro 

yCTDOiiCTBa OflHO yCTpotfCTBO WO>KeT HMeTb 

oauh win HecKoribKo nHTepcpePicoB ann oGMeHa 
MHdpopMaukiePi 


UsbEndpoint 


ripeflCTaBnfleT -KoneHHyio ronKy- HHTepcpetica. 
KOTopan n HBnfleTcn KaHanoM cbh3u ana 3Toro 
MHTepdpe^ica. MHiepcpertc MoweT HMeTb oflHy 
m 6onee KOHesHbix ro^ex u ofiuHHO nMeeT 
KOHeHHbie tohkm ann nonyneHHfl nHcbopMau.nu 
m nnfl ee nepenann 


UsbDeviceConnection 


npenciasnseT -noaK/iiOMeHiie- k aanHOMy 
ycTpoPiCTBy. Heo6xoflMMO arm nepeaann aaHHbix 
B KOHenHyo rosKy 3tot wiacc no3BO/weT 
nonynarb aaHHbie nnn nepeaaBaTb chhxpohho 
nnn acuHxpoHHo 


UsbRequest 


ripeflCTaBnfleT acuHxpoHHbiM 3anpoc 

Ha o6M6H flaHHblMH C yCTpOMCTBOM sepe3 

UsbDeviceConnection 


UsbConstants 


OnpeaenseT KOHdaHTbi, KOTopbie cooTBeTCTByioT 
onpeaeneHHBM b Iinux/usb/ch9 h aapa Linux 



flaBauvre nonpobyeM co BceM othm pa3o6paTbca. co3AaB 
npocToe npnno>KeHne, KOTopoe, ucnonb3yfl stot API, onpe- 
Aenm noflKJitoseHHoe k xociy c OC Android ycipoPicTBO m Bbi- 
BefleT o HeM HeKoropyio HHdpoptviaunK) Ha 3KpaH TenerJpoHa 
urin nnaHineTa. 

Co3AaeM npoeKT 

B Eclipse npoeKT co3naeTCfl c noMombio nyHKTOB MeHto File -> 
New Android Application Project. 3aMeTMM TaK>Ke, mto koa, 
npMBeAeHHbiM HM>Ke. 3anMCTB0BaH M3 npnno>KeHMPi-npMMepoB, 
nocTaBrmeMbix c Android SDK (nanKa android sdk samples/ 
android-N(API Level)/USB), pe^b nAeT o nporpaMMe ynpaBne- 
huh USB-nrpytuKoPi Missile Launcher. 

ripHMepbi npHnoKeHHM 3arpy>KaiOTcn Hepe3 Android SDK 
Manager (Hy>KHo oTMeimb nyHKT Samples for SDK [11]). B nn- 
CTHHrax, npMBeAeHHbix Hn>Ke, npuMepbi koab CHa6>KeHbi kom- 
MeHTapuflMM. KOTopwe obbflCHfiioT cyTb npoMcxoA^ujero. 

Co3AaBa5i npoeKT, He 3a6yAbTe oTMeTHTb HywHbiii API Level 
b onu.un Minimum Requared SDK (API Level 12, cooTBeTCTBy- 
k)U4hh BepcwH Android 3.1 /Honeycomb/ hhh Bbiuie). B npoeK- 
Te 6yAeT oneHb npocTofi HHTepcpePic norib30BaTenfl - rnaBHoe 
okho (Activity) h TextView BbiBOAa MHCpopMaunn. IloAobHbiM 
npoeKT noApo6HO paccMOTpeH b [12]. 

B C03A3HH0M aBTOMaTMHecKH Knacce Ana Activity Haaiero 
npoeKTa HeobxoAHMO onpeAeriHTb cneAyioujMe 3K3eMnnqpbi 
KnaccoB Ann pa6oTbi c USB: 

private TextView lgView; 

private UsbManager raUsbManager ; 

private UsbDevice raDevice; 

private UsbDeviceConnection raConnection; 

private UsbEndpoint raEndpointlntr . 

flanee b o6pa6oTHMKe onCreate() Activity co3AaAHM TextView 
aha 3anncn coobmeHHfi Hatuew nporpaMMbi (TaK>Ke He 3a6biBa- 
eM yKa3aTb 06 stom b xml-dpartne pa3MeTKM b res/layout): 

lgView - (TextView) findViewById(R. id. logTextView) ; 

h nonysaeM AOCTyn k Knaccy UsbManager: 

mUsbManager « (UsbManager) getSystemService ( J 
Context ,USB_SERVICE) j 

Co3A8ahm eaie obpaboTHHK cobbiTMfl onResumef). Hatua 
uenb - HTo6bi MHrjpopMauHfl o noAKnioseHHbix ycTportcTBax 
obHOBfiflnacb npH aKTHBM3aunn OKHa Haiuero npnno>KeHHfl 

(CM. nHCTMHr 1). 

JlMCTHHr 1. 06pa6oTHHK co6binifl onResumeO 

public void onResumeO { 
super . onResume ( ) ; 

//aanojiHHeM KOHTeiiHep cnncxoM ycTpoiicTB 
HashMap<String, UsbDevice> deviceList - J 

mUsbManager . getDeviceList ( ) ; 
Iterator<UsbDevice> devicelterator ■ J 

deviceList . values ( ) . iterator ( ) ; 

lgView . setText ( "Devices Count:" + deviceList .size () ) ; 

while (devicelterator .hasNext () ) { 

UsbDevice device - (UsbDevice) devicelterator . next () ; 
//rrpHMep onpefleneHHS ProductID ycTpoHCTBa 
lgView . setText ( lgView. getText () + "\n" + J 
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"Device ProductlD: " + device. getProductld!) ) ; 

} 

//onpeneJiaeM HaMepeHHe, onHcaHHoe b $HJibTpe 
// HaMepeHHH AndroidManifest . xml 
Intent intent - getlntentO; 
lgView.setText! lgView.getText 0 + "\n" + J 

"intent: " + intent); 
String action - intent .getAct ion () ; 

//ecJiH ycTpoHCTBO noflKJinneHO, nepcaacx ccujixy 
//b $yHXUHO setDevicef) 
UsbDevice device « J 

(DsbDevice) intent. getParcelableExtra ( J 
UsbManager . EXTRA_DEVICE) ; 

if (UsbManager. ACTION_-J 
USB_DEVICE_ATTACHED . equals (action) ) { 
setDevice (device) ; 

lgView.setText! lgView.getText () + "\n" + J 

"UsbManager . ACTION_USB_DEVICE_ATTACHED . 
equals (action) is TRUE"); 

) else if (UsbManager . ACTION_USB_DEVICE_DETACHED. -I 
equals (action) ) { 

if (mDevice !■ null ss mDevice. equals (device) ) { 
setDevice (null) ; 

lgview . setText ( lgview . getText ( ) + "\n" + J 
"UsbManager .ACTI0N_USB_DEVICE_DETACHED . equals ( J 
action) is TRUE") ; 
J 

) 

} 

flanee ,qrm Activity co3fla,qnM cpyHKumo setDevice(), Heo6- 
xc-flUMyio pa6oTbi c HaiuuM ycTpoi/icTBOM (cm. nucTMHr 2). 
B o6pa6oTHMKe onResume() n b cpyHKunn setDevice() mw b tos- 
hoctw BbinonHnnn anropwM npuMeHeHna USB Host API, onu- 
caHHbiPi b npeflbiAymeM pa3flene. 

flucTHHr 2. OyHKiiMB setDevice() 

private void setDevice (UsbDevice device) { 
lgview . setText ( lgView . getText ( ) + J 

"\n" ♦ "setDevice " + device) ; 
//onpenenseM flocTynmje HHTep$eHCbi ycTpoiiCTBa 
if (device. getlnterf aceCount () != 1) { 
lgView.setText) lgview . getText ( ) + J 

"\n" + "could not find interface"); 
return; 

) 

Usblnterface intf - device. getlnterf ace (0) ; 
//onpenenfleM KoneMHue tohxh ycTpoficTBa 
if (intf -getEndpointCountO — 0) { 

lgView.setText ( lgView.getText () + J 
"\n" + "could not find endpoint"); 

return ; 
) else ( 

lgView.setText! lgView.getText!) + *\n" + J 

"Endpoints Count: " + intf .getEndpointCount () ); 

] 

UsbEndpoint epIN - null; 
UsbEndpoint epOUT = null; 

//nmeM KOHeMHue tomkh nnn nepena^H no npepuBaHHUM 
for (int i - 0; i < intf .getEndpointCount () ; i++) ( 
if (intf .getEndpoint(i) .getTypel) « J 
UsbConstants . USB_ENDP 0 INT_XFER_INT ) ( 
if (intf . getEndpoint (i) . J 
getDirectionl) UsbConstants .USB_DIR_IN) { 
epIN » intf .getEndpoint (i) ; 

lgView.setText ( lgView.getText!) + "\n" + -J 

"IN endpoint: " + intf .getEndpoint (i) ); 



else < 

epOUT - intf .getEndpoint (i) ; 
lgView.setText! lgView.getText!) + "\n" + J 
"OUT endpoint: " + intf . getEndpoint (i) ); 

) 

} else { 

lgView.setText! lgView.getText!) + "\n" + J 
"no endpoints for INTERRUPT TRANSFER*) ; ) 

} 

mDevice » device; 
mEndpointlntr = epOUT; 

/ / oTxpuBaeM ycTpoHCTBO ana nepenanH naRHux 
if (device !■ null) ( 

UsbDeviceConnection connection - J 
mUsbManager . openDevice (device) ; 

if (connection !- J 
null SS connection. claimlnterface (intf , true)) ( 
lgView.setText! lgView.getText!) + "\n" + J 

"open device SUCCESS!"); 
mConnection - connection; 

) else f 

lgView.setText! lgView.getText!) + "\n" + J 

"open device FAIL!"); 
mConnection - null; 

) 

» 

) 

) 

B flononHeHne k npnBeaeHHOMy Koay. KOTopbiti, kbk y>Ke 
HaBepHAKa AoraAancfl BHUMaienbHbM HwaTenb. OTKpbiBaeT 
ycTpoPiCTBO Rnn npneMa-nepeAasn AaHHbix, ocTaeTCfl numb 
3aAeiicTB08aTb npoTOKon oSMeHa AaHHbiMM, KOTopbiPi, [~iobto- 
piocb, AonweH 6biTb xopouuo H3BecTeH pa3pa6oTHw<y. 

ripuBeAew nuiub. kqk 6bino o6emaHo, koa, KOTopbiw ompa- 
but HID-ycTpowcTBy HeKOTopwPi naKeT AaHHbix message, nc- 
nonb3yH nepeAany no npepwBaHHAM, Knacc UsbRequest, m co- 

0TBeTCTByiOL14yKD KOHeHHytO TOMKy (CM. JIMCTUHr 3). 

flNcnwr 3. (IpHMep Ko/ia anfl ompaem AaHHbix ycTpowcTBy 

//onpeneneHHe pa3Mepa 6y$epa nnx oTnpaBKH 

//hcxohh H3 MaxcHMaJifaHoro pa3Mepa naxeTa 

int buf f erDataLength - mEndpointlntr .getMaxPacketSize!) ; 

lgView.setText) lgView.getText!) + J 

"\n" + mEndpointlntr . getMaxPacketSize ( ) ); 

ByteBuffer buffer = J 

ByteBuffer. allocate (buff erDataLength + 1); 
UsbRequest request = new UsbRequest () ; 

buf fer .put (message) ; 

request . initialize (mConnection, mEndpointlntr) ; 

request . queue (buf fer , buf ferDataLength) ; 

try 

( 

if (request .equals (mConnection . requestWait () ) ) 
( 

/ /oTnpaBxa npouuia ycnenroo 

//lgView.setText! lgView.getText!) + "\n" + 
//"sending CLEAR' !,!*)■; 

) 

> 

catch (Exception ex) 
I 

//hto-to He Tax. . . 

//lgView.setText ( lgView.getText!) + "\n" + 
//"sending not clear..."); 

} 
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Pa3pa6oT«a 



HHCTpyMeHTbl 



OM/ibTpauMfl ycTpoMCTB b AndroidManifest.xml 

Xotr b HaixieM npnno>KeHHn HeT Hy>Kflbi b noncKe KOHKpeTHo- 
ro ycTpoPiCTBa c n3BecTHbiMn VID (Vendor-ID) n PID (Product- 
ID), HHweHepbi Google He npusoflfiT npuMepoB npnno>KeHHM 
6e3 ceKqun <intent-filter> b MaHHcpecT-cpawne, n aBTopy 
He yflanocb Ao6nTbca pa6oTbi nporpaMMbi 6e3 cpnnbTpau.nn 
ycTpoMCTB b AndroidManifest.xml [13]. 

HanoMHio, hto Vendor-ID n Product-ID - 3-to yHUKanbHbie 
n/ieHTUcpuKaTopbi USB-ycTpoPtcTB. To ecTb, ncnonb3yn cpunb- 
TpaqnK), mowho co3AaTb npunoKeHne, KOTopoe B3anMOAen- 
CTByeT jiMiub c onpeqeneHHbiM ycTportCTBOM hhh k3kmm- 

TO KHaCCOM yCTpOHCTB. OTMeTHM. MTO npOH3BOflHTenH 

ycTpoficTB flon>KHbi cornacoBaTb otm HOMepa c opraHH3au,netf 
USB IF. 

ripwnoweHne, MaHncpecT-cpaMn KOToporo npHBe- 
fleH b nucTMHre 4, a (pawn c ycnoBneM cpnnbTpau.nn - 
b nucTMHre 5, HanpuMep. c ycnexoM pacno3HaeT noflKnto- 
neHHbie k Mo6nnbHOMy ycTpoficTBy USB-cpneiu-HaKonnTenn, 
ho He pacno3HaeT K/iaBnaiypy n MbiwH, nMetomneca y aBTo- 
pa. 3to npnno>KeHne BMecie c hcxoahwm koaom mo>kho CKa- 
saTb no ccbinKe [14], 

JlMcniHr 4. ©awn AndroidManifest.xml 

<?xml version»"l . 0" encoding«"utf -8"?> 
<manifest xmlns:android-J 

"http: //scheraas . android . com/apk/res/android" 

package»"ru . learn2prog . usbhostexaraple" 
android : versionCode-" 1 " 
android:versionName»"l .0" > 

<uses-sdk 

android :rainSdkVersion-" 12" 
android :targetSdkVersion=" 14" /> 

<uses- feature android :narae="android. hardware. usb. host" /> 

opplication 

android : a 1 lowBackup= " t rue " 
android : icon=»" @drawable/ic_launcher " 
android: label"" @string/app_name" 
android : theme= " @ style/AppTheme" > 
<activity 

android: name- J 

"ru . learn2prog .usbhostexample .MainActivity" 

android: label-"8string/app_name" > 
<intent-f ilter> 

<action android:name- . 

"android. intent. action. MAIN" /> 
<category android: name" J 

"android . intent . category . DEFAULT" /> 
<category android : name-J 

"android. intent . category . LAUNCHER" /> 
</intent-£ilter> 

<intent-filter> 

<action android : name- .. 

"android. hardware. usb. action. J 

USB_DEVICE_ATTACHED" /> 
</intent-filter> 

<raeta-data android: name" J 

"android. hardware. usb. action. J 
USB_DEVICE_ATTACHED " 

android: resource="8xml/device_f ilter" /> 

</activity> 
</application> 
</manifest> 



JlHCTMHr 5. (Daiin dpiinbTpa device_lilter.xml (KaTanor /res/xml) 

<?xml version-"l . 0" encoding-"utf -8"?> 
<resources> 

<usb- device /> 
</resources> 

Onepau.Hn no c6op«e m ycTaHOBKe Hawero npnnoweHMH 

HMHeM He OTDMHafOTCfl OT 06blHHblX. XOHy 06paTMTb BHMM3HHe 

Ha oePicTBMfi dpunbTpa HaMepeHMH - npn noAKncneHnn ycT- 
pofiCTBa k xocTy OC 3anpaiuMBaeT nonb30BaTen?i o 3anycKe 
Haiuero npunoweHi-ifl. 

HTaK, b CTaTbe Mbi paccMOTpenn Bonpocw, CBH3aHHbie c no- 
hckom ycTpoMCTB, noflKnioHeHHbix no MHTepcpeiicy USB k mo- 
SunbHOMy ycTpoPicTBy, a TaKwe npuMep KOfla f\m o6MeHa 
flaHHbiMM no npoTOKony USB Mewfly xoctom h flpyruM ycipon- 
ctbom, ncnonb3yfl nepeflasy no npepbiBaHwo h Kfiacc HID. 
npoiiiy ncKyujeHHoro HmaTenfi npodHTb B03MO>KHbie hctoh- 
hocth m oluh6kh b npuMeHeHnn TexHunecKnx TepMMHOB cneu- 
ncpnKaunn USB, tbk Ka« TeopeTusecKne 3HaHHfl b Haiue Bpe- 
mr He BcerAa ycneBaioT 3a npaKTunecKOM noipeSHocTbio, a, 
K3K ywe OTMenanocb, HHCpopMaunn no OTOMy Bonpocy Ha pyc- 

CKOM A3blKe He T3K MHOTO. HanOMHK), CTaTbfl - HaKonneHHbin 

npaKTmecKMM onbiT aBTopa, kotopwm xoienocb noAennTbcn. 
Bbino 6bi HwepecHO y3HaTb, KaK ncnonb3yioT HHTepcpenc USB 
Ann nepeAasn AaHHbix APyrne nporpaMMMCTbi. ESI 



1. USB Host and Accessory - http://develoDer.android.com/intl/ru/ 
g uide /topics/cpnn ec tivi ty /gs b ftn dex^t ml. 

2. CnncoK Mo6nnbHbix ycTpoiicTB, npoTecTupoBaHHbix a/ia pa6oTbi 
c USB Host API - wwwJearn2prog.ru/paracels-m . 

3. Android API Guides - http://developer android.com/intl/ru/guide/ 
topics/connectivity/index. html . 

4. l/!cnonb30BaHne nepexoflHUKa USB-COM Rm cemv\ c ycrpoM- 
ctbom b Android - http://habrahabr.ru/post/163913 . 

5. ArypoB n. MHTepdpew USB. - 2005 r., BHV-Cn6 ISBN: 5-94157- 
202-6. 

6. CaMT opraHH3aunn USB IF - http://www.usb.org . 

7. HeKynoB ft. flporpaMMMCTy USB-ycTpoPiCTB. HacTM 1 , 2, 3 - http:// 
www.soei- rufissues/?id= 2993Q2- 

8. USB Framework tor PIC 18, PIC24 & PIC32 - http://www. 
micrQ Chi p cc>mfe t gl|e nt /idc plg?l dc Sgrvi ce = SS GET PAG E&n Qd el d 
=268Q&dPocName=en537Q44, 

9. BuKi^neflna - USB HID - http://ru.wik1ped19.org/wiki/USB HID . 

10. BuKuneflun - USB OTG - http://ru.wikipedia.0rg/wiki/OTG#USB 
OTG . 

11. UnbKiseB C. riporpaMMnpoBaHne flnn Android? 3to npocTo! 
HacTb 2. //«CncTeMHbiii aflMMHMCTpaTop», My7-8, 2013 r. - 
C. 78-81. 

12. UnbMHeB C. riporpaMMnpoBaHne arm Android. H3ynaeM pecypcbi 
m AenaeM npnnox<eHne b ADT. //«CncTeMHbiw aflMHHMCTpaTop», 
N9l1.2013r.-C. 46-50. 

13. 063op K/iaccoB. Heo6xoAHMbix flnfl pa6oTbi c USB 
BAndroid- http://develoDer.android.com/guide/topics/connectivitv/usb/ 

ho s t.ht mi. 

14. CcbinKa Ha mcxoahukh npnno>KeHMfl - http://www.learn2prog.ru/ 

android-prog-usb- 

KnHjseBbie cnoBa: Android, nporpaMMnpoBaHne, USB. 
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5-aa Me>KAyHapoAHafl 
KOH<|>epeHi;M5i 

WEB-pa3pa6oTHMKOB 

MocKBa, 14 MK)Hfl 2014 

TpaflMUMOHHO npne3XaK)T aBTOpbl fl3blKOB 

pa3pa6oTKM m rypy! 



nP MM ALU A EM AOK/1AAHMKOB! 



OcHOBHbie HanpaB/ieHMsi pa3pa6oTKH 

PHP, Python, Ruby, @Mobi, JavaScript, Java, MySQL, 
PostgreSQL, Sphinx, Tarantul, GO, Haskell, Erland 

flo BCTpemi Ha DEVCONF 2014! 

www.devconP.ru 



Pa3pa6oTKa 



npoeKTupoBaHne 



fa 



AHEKCAHJJP KAflEHIlAPEB, PBK Mem. 
nporpaMMHcr akalendtlimailru 



Onepe/iM. Teopiisi h npsKTwo 



B Mai/iCKOM HOMepe [1] 6bino paccMOTpeHO B3ai/iM0flei/icTBne pa3Hbix noTOKOB 
c ncnonb30BaHneM onepeflew b paMKax oflHoro aflpecHoro npocTpaHCTBa. 
A KaK opraHM30BaTb B3awvioAei/icTBne Arm HecKonbKnx npoueccoB, Aa>Ke ecrin 
ohh pa3HeceHbi Ha pa3Hbie c|DH3HHecKne cepBepbi? 



Be3 ceTeeoro B3anMOAei/iCTBna TyT hhkbk He 0601/iTncb. 
H hto b flaHHOM cnynae flBnaeTca CBfl3yiomMM 3BeHOM MewAy 
B3anMoqeMCTByiOLHHMM KOMnoHeHTaMU? 3to nn6o cnequann- 
3npOBaHHafl ceTeBan 6n6nnoTeKa. nn6o BbifleneHHbiw npo- 
uecc. nMeHyeMbiti cepBepoM onepeAefi. B AaHHOfi daTbe 
6yAyT paccMOTpeHbi pa3nwHHbie cnoco6bi ncnonb30BaHHA 
oHepeAefi. 

OnepeAb - sto CTpyKTypa AaHHbix, KOTopaa cooTBeTCTByeT 
npuHunny: nepBbifi npniuen, nepBbiw Bbiwen. 

Bot HecKonbKO apxnTeKTypHQ-BawHbix npHHWH ncnonb30Ba- 
Hufl osepeAei/i: 

MacujTa6npyeMOCTb - onepeAn cooSmeHnti no3BO/iaioT 
pacnpeAenmb nopqun nHcpopMau,MU Me>KAy HecKonbKn- 
mh cudeMaMn o6pa6oTKn. Ecnn cucTewa He cnpaBnaeTca 

C BXOAALUUM nOTOKOM HHCpOpMaU.HH, Mbl MOWeM, He H3MeHflfl 

apxmeKTypy. Hapacwb 3-neMeHTbi o6pa6oTKH MHCpopMa- 

I4HH, 

0TKa3oycToiiwMBOCTb - osepeAH coofimeHwfi no3BormK>T 
OTAe/iMTb o6pa6aTbiBaiOLi4ne HHCpopMau,wo npoueccbi tbkhm 
o6pa30M, hto ecnn Hemv\ npoqecc BbiiiAeT M3 CTpoa, to co- 
o6meHHH MoryT 6biTb Ao6aBneHbi b onepeAb n MoryT 6biTb 
o6pa6oTaHbi no3AHee, nocne BoccTaHOBneHnn. 
CHuweHne nuKOBOM Harpy3KH - npoqeccaM nocpeACTBOM 
onepeAH npeAOCTaBnaioT B03Mo>KHOCTb acHHxpoHHon o6pa- 
6otkh AaHHbix, He a/yuan Ha cucTeMy b uenoM. ecnn npouecc 
He ycneBaeT o6pa6oTaTb bcio npuxoA^LMyto MHcpopMauwo, 
to oh woweT ee o6pa6oTaTb no3Anee, ncno/ib3ya onepeAb 
coo6meHMii. kbk 6ycpep HHCpopMaqnn. 
flaBai/rre npuBeAy BaM HecKonbKO npuMepoB ncnonb30Ba- 
HH9 oHepenefi; 

> OTnoweHHaa o6pa6oTKa nonb3oaaTenbCKoro KOHTeHTa; 

> nepeAana CTaTucTHKn; 

> cma>KHBaHMe Harpy3Kn; 

> BbinonHenwe nepwoAnnecKnx 3aAa4; 

> onoBeLAeHne npoueccoB o HeKOTopoM co6biTwt. 
CyoiecTByeT Bcero HecKonbKO noAxoAOB k opraHH3au.nn 

onepeAen: 

> ncnonb30BaTb penaunoHHbie 6a3bi AaHHbix; 

> npwMeHHTb cymecTByioiuMe 6n6nnoTeKn; 



> ncnonb30BaTb cyu4ecTByiou4He peweHUfl (cepBepbi OHe- 
peAePi, NoSQL-xpaHMnnuja). 

Mcnojib30BaHMe pe/iniiMOHHOM CYBfl 

flaBawTe AaA^M otbct Ha Bonpoc: a KaK b KanecTae osepeAn 
mo>kho ncnonb30BaTb npocTyio Bfl? 

(IpeACTaBHM 6noKHOT, b KOTopbiti Mbi 3anncbiBaeM 6yAy- 
mne noKynKM. M kbk ToribKO KaKyro-TO noKyrmy ocymecTBH/in, 
to cpa3y 3Ty cTponKy BbnepKHBaeM H3 Hawero 6noKHOTa. 
A Tenepb Hauj Boo6pa>KaeMbiH 6/iokhot 3aMeHHM Ha Ta6nnuy 
Bfl. B A3HH0i/i Ta6nnue (queue) AonwHbi KaK MUHMMyM 6biTb 
nonn; 

id (autoincrement) - HOMep 3anncn; 
data - nonb30BaTexibCKne AaHHbie. 
Ecnn Mbi xothm AoSaBHTb AaHHbie b onepeAb, to Aonwnbi 
BCTaBHTb AaHHbie: 

INSERT INTO queue (data) VALUES ( 'bla-bla-bXa' ) ; 

npuMenaHiie: ecnn Mbi wcnonb3yeM b KasecTBe BR MySQL, 
to none id aojiwho 6biTb long integer autoincrement, Ecnn 
Bfl He noAAep>KHBaeT Tun autoincrement, KaK, HanpHMep, 
PosgreeSQL, to a/i« peann3auwn autoincrement ncnonb3y- 
eM nocneAOBaTenbHOCTH. no yMonHannio 6yAeM noHUMaTb, 
hto b KawecTBe Bfl ncnonb3yeTcn MySQL, 

Ecnn Mbi xothm B3fiTb sneMeHT H3 xBOCTa OHepeAn. to mw 
Aon>KHbi CAenaTb ABe Bemn: 

> B39Tb sneMem- c MUHUManbHbiM id; 

> yHMHTOMMTb SfieMeHT C Bbl6paHHblM id. 

Mto6 He cnysnnocb TaKoro, hto, noKa mw 6pann eneMeHT 
c MUHUManbHbiM id, n3-3a KOHKypeHLinw 3a pecypcw Apyrort 
npoqecc B3«n Apyoii oneMeHT m MUHUManbHbiM id n3MeHnncfl, 
HeoSxoAUMo ncnonb30BaTb TpaH3aKunn: 

START TRANSACTION; 

SELECT id, data FROM queue ORDER BY id desc LIMIT I; 
DELETE queue WHERE id-...; 

COMMIT ; 



76 



HK)Hb2014 CUCTeMHbW aflMHHUCTpaTOp 



npoe«TnpoBaHne 



Pa3pa6oTKa 



OneHb nacTo BMecTO yaanenm mowho ncnonb30BaTb cpnar 
isPop = 1 : 

START TRANSACTION; 

SELECT id. data FROM queue WHERE is pop=0 J 

ORDER BY id desc LIMIT I; 
UPDATE queue SET isPop = 1 WHERE id-...; 

COMMIT; 

HeflOCTaTOK ncnonb30Bannfl Bfl TaKOM >Ke, kbk h y J11060P1 
Bfl, - HeBbiconafl npon3BonnTenbHOCTb. 
flodonHCTBo: npocTOTa ncnonb30BaHMn. 

Mcnojib30BaHne cneuuanbHbix 6n6/iMOTeK. OMQ 

Ecnn ocymecTBHReTcn pa3pa6oTKa nporpaMMHoro obecnene- 
HUfl, b KOTOpcni npn o6MeHe coobmeHHflMH TpebyeTCfl TexHO- 
norun yBeAOMneHMki, to mo>kho peKOMeHAOBaTb ncnonb30BaTb 
6n6nnoTeKy OMQ (ZeroMQ) [2. 3]. 

OMQ - oflHa H3 caMbix npon3BOflHTenbHbix 6n6nnoieK n mo- 
>KeT ncnonb30BaTb MHoroaApecHbii/i TpaHcnopTHbii/i npoTOKon, 
KOTopbiki mnneTcn ocpcpeKTHBHbiM MeTOAOM arm nepeflann AaH- 
hwx b pa3nnHHbix HanpaBneHnnx. 

flaBa^Te paccwoTpuM npocTofi TecTOBbitf npwMep, b koto- 
poM y Hac ecTb cepBep n KnueHT, KOTopbii/i ompaBnaeT Ha cep- 
Bep coobineHne hello, a cepBep, b cbokd onepeflb. oTBenaeT 
Ha Hero coo6meHneM: world. CepBep cnymaeT nopT 4040, 
a KnueHT cooTBeTCTBeHHo oTnpaBrmeT Ha stot nopT coo6me- 

HNfl. 

Hwwe npuBefleH npuMep KOfla cepBepa, Korapbiii no npnxo- 
fly coo6meHHfi hello, ompaBnaeT obpaTHO KnueHTy coo6LqeHne 
world: 

♦include <string.h> 
♦include <stdio.h> 
♦include <unistd.h> 
♦include "zmq.h" 

// C-6-bHBJIfleM XOHTeXCT OMQ h OMQ cokct 

int main (int argc, char const *argv[]) ( 
void* context » zmq_ctx_new() ; 
void* respond - zmq_socket (context . ZMQ_REP) ; 

// OMQ cJiymaeT coo6meHH« Ha nopTy 4040 
zmq_bind (respond, "tcp : //* : 4040" ) ; 

II a UHKJie ojcHflaeM coo6meHH.H 

for(;;) 
( 

zmq_msg_t request; 

// HHHKHaJIH3aUHA C006ffleHHH 

zmq_msg_init (srequest) ; 

// npHeH coo6meHH« 

zmq_msg_recv (srequest, respond, 0); 

printf ( "Received: hello\n"); 

// 3axpuBaeM coo6meHHe, ocBoBoncjiaeM pecypcu 

zmq_msg_close (Srequest) ; 

// sleep one second 
sleep (1) ; 
zmq_msg_t reply; 

/ / HHHUHaJTH3aUHH OTBeTa Ha 5 6a«T 

zmq_msg_init_size (Sreply , strlen ( "world" ) ) ; 

// xonnpyeM caMo coo6weHHe b o6jiacTt OTBeTa 

memcpy (zmq_msg_data (Sreply) , "world", 5) ; 

// oTnpaBjmeM otbct 

zmq_msg_send (Sreply. respond, 0) ; 

// 3axptJBaeM OTBeT , ocBo6oxflaeM pecypcu 

zmq_msg_close (Sreply) ; 

} 



// saxptiBaeH xoHTexcT 
zmq_close (respond) ; 
// ocBoSoxnaeM pecypcu 
zmq_ctx_destroy (context) ; 
return 0; 

) 

Hnwe npuBerjeH koa KnueHTa, KOTopbiti nocbinaeT coobme- 
Hue hello Ha cepBep: 

♦include <string.h> 
♦include <stdio.h> 
♦include <unistd.h> 
♦include "zmq.h" 

int main (int argc, char const *argv[]) { 
// ofiiiHBJifleM xoHTexcT OMQ h OMQ coxeT 

void* context - zmq_ctx_new() ; 

void* request - zmq_socket (context, ZMQ_REQ) ; 

//coenHHfleTCH c OMQ cepBepoM 

zmq_connect (request, "tcp://localhost:4040") ; 
int count » 0; 

for(,;) { 

zmq_msg_t req; 

// HHHUHaJiH3auHjr coo6meHH«, BuaeJieHHe pecypcoB 
zmq_msg_init_size (Sreq, strlen ( "hello" ) ) ; 
//xonHpoBaHHe coo6meHHH b o6jiacTb nepeaani 
memcpy (zmq_msg_data (Sreq) , "hello", 5); 
printf ("Sending: hello - %d\n", count); 
/ / oTnpaBJineM coo6meHHe 
zmq_msg_send (Sreq, request, 0) ; 
// saxpuBaeH coo6meHHe, ocBo6o*flaeM pecypcu 
zmq_msg_close (Sreq) ; 

zmq_msg_t reply; 

// HHHUHa JTH3HpyeM OTBeT 

zmq_msg_init (Sreply) ; 

// npHHHMaeM OTBeT 

zmq_msg_recv (Sreply. request, 0) ; 

printf ( "Received: hello - %d\n", count); 

// 3axpuBaeM otbct, ocBo6o*flaeM pecypctj 

zmq_msg_close (Sreply) ; 

count++; 

} 

// saxptiBaeM xoHTexcT 
zmq_close (request) ; 
// ocao6oxflaeM pecypcu 
zmq_ctx_destroy (context) ; 
return 0; 

) 

floCTOUHCTBO P,QHHO\A 6n6nMOTeKH B ee BblCOKOfi npOM3BO- 

AUTenbHocTM n3-3a ncnonb30BaHHfl acuHxpoHHoro BBOAa/Bbi- 
BOAa. CymecTByioT nopTbi OMQ Ha Python, Ruby, PHP, Java. CI 
C++/C#. Erlang, Perl. 

HeAocTaTKn: TpebyeTca HanncaHne poyTepa, rh^ peann3a- 
qnM, KaK Mbi BMAenM, TpeSyercfl mhoto KOAa. 

B cneAyfOLuePi sacTn CTaTbn 6yAeT paccMOTpeHO ncnonb30- 
BaHne osepeAew c npuMeHeHneM NoSQL-xpaHnnnu4 0 cneun- 
ann3npoBaHHbix cepBepoB onepeAeM. EH 



1 . KaneHflapee A. OnepeflM KaK cipyKTypbi aaHHbix. Teopufl m npaKTu- 
Ka. //«CncT6MHbiw aflM mh ncTpaTop » . Na5, 2014 r. -C. 46-48 ( http:// 

2. Oo^nunaribHbiM cai*r OMQ - rnip://zeromq.org . 

3. «ZeroMQ". TnaBa 1: flpucTynafl k pa6oTe - http.//habrahabr.ru/ 
PQ?t /1 9 8 578 . 

K/iK3HeBbie cnoBa: napannenbHbie BbiHuc/ieHnn. onepew. FIFO. 
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<% ast 

H^^H • .vi.com 



MeHbiue KOfla - 6ojibiue floxofla 

HacTb 4. Pa3pa6oTKa front-end-cjion 

B npeflbiAyLUnx nacTflx CTaTbM [1], nocBHLueHHbix Be6-cj3pei/iMBopKy Apache Tapestry, 6b\r\v\ 
n3yMeHbi Bonpocbi, CBH3aHHbie c pa3pa6oTKoi/i back-end-cnofl, ncnonb30BaHweM 6a30Bbix 
B03M0>KH0CTeii h T.fl. lloroBopMM o npMMeHeHMn JavaScript h CSS-6n6nnoTeK (front-end- 
cnoi/i) b Apache Tapestry Be6-npnno>KeHni/i 



Hcnojib30BaHne CSS-(f)peiiMBopKOB 

Hcnonb30BaHne CSS-cppei/iMBopKOB no3BonfleT 6bidpee co3- 
flaBaTb HTML-pa3MeTKy Beb-dpaHnu. noAAepwwBaTb ananTMB- 
HOCTb (npeflCTaBneHne HTML Ha scex cpopMaTax: flecicronbi, 
nnaHiueTbi, TenecpoHbi) n Kpocc6pay3epHOCTb. 

OflHaKo y hux edb h HeflociaTKn, HanpuMep, b SonbwuHCT- 
Be cnysaeB - TflwenoBecHocTb, OAHOTunHOdb amamos Be6- 
npn/ioweHi/ifi, nonHaa 3aBitcuM0CTb Rmatina ot cppeiiMBopKa. 
TeM He ueHee CSS-cppei/iMBOpKn HB/iaioTCfl xopouiuM nHCTpy- 
MeHTOM Ann bbicTporo co3AaHdfl Be6-npnno>KeHHM. 

Hanbonee n3BecTHbiMn ABnaioTCfl Twitter Bootstrap, 
Foundation, Golden Grid System, Cascade h apyrne. riowa- 
nyfi, Han6onee 6oraTbii/i no cpyHKUnoHa/ibHbiM bo3mo>khoctfim 
Twitter Bootstrap. nooTOMy paccMOTpuM. kqk c ero noMombio 
mo>kho co3flaBaTb AH3artH Be6-CTpaHwn, Ero mo>kho 3arpy3MTb 
c github nnn AOMaiDHew cipaHnubi [2], 

B npeAbiAyLueM CTaTbe [1] 6bino KpaTKO onucaHO, Kan nc- 
nonb30BaTb KOMnoHeHTbi n, b HacmocTH, Layout. Layout hb- 
nneTCfl uja6noHOM, o6lu,hm am Be6-CTpaHnu (mo>kho HMeTb 
HecKonbKO Layout Run oTAenbHbix rpynn CTpaHnq). lloaTOMy 
ochobhom 3aAaneM 6yAeT cpopMHpoBaHne Layout aha Be6- 

CTpaHHU. 

OaPinoBafl CTpyKTypa Twitter Bootstrap npeACTasrmeT co- 
6ort Tpn Kaianora: cobcTBeHHO caMux KacKaAHbix Tabnuu 
CTunefi (./ess), onunoHanbHbie JavaScript-nnaruHbi flnn aHMMa- 
u,nw aneMeHTOB ynpaBneHwa (,/js) n nanKa c pecypcaMn (,/img 
nnn ./fonts, 3aBMCHT ot Bepcun). 

CKoneipyeM stm nanKn c coAepwuMbiM b resources/ 
webapp. M C03AaAHM b /sre/main/java/... /components Knacc 
Bootstraplayout.java n cpai/in pa3MeTKn Bootstraplayout.tml AaH- 
Horo KOMnoHeHTa. 

paccMOTpio npocTefiiuw/i npuMep, b kotopom He 6yAeT 
ncnonb30BaTbcn nepeAana napaMeipoB U3 Layout b Be6-cTpa- 
HMLibi. B Layout Heo6xoAnwo noAKnionnTb KacKaAHbie Ta6- 
nnqbi CTunefi m CKpumbi, HeoSxoAMMbie [inn ncnonb30BaHnn 
Bootstrap-eppe^MBopKa. CAenaTb sto mo>kho HecKonbKHMn 
cnoco6awn: 

1) Mcnonb30BaTb no/ia Tuna Asset, KOTopbie OTBeMaioT 
3a npeACTaBneHne pecypcoB: 



@In ject 

@Path ("context : /ess /bootstrap. ess " ) 
private Asset bootstrapStylesheet; 

A Ann 3arpy3KM KacKaAHbix Taonnu. cTunePi Ha CTpaHnuy 
HeobxoAUMO BbinonHHTb 3arpy3Ky Tabnuu CTWiew c noMouibio 
oSbeKTa Tuna JavaScriptSupport: 

@Environmental 

protected JavaScriptSupport javaScriptSupport; 



M 3arpy3HTb Asset-o6beKT; 

javaScriptSupport . importStylesheet (comraonStylesheets) ; 

2) Hcnonb30BaTb aHHOTaunn: 

Ulmport (stylesheet = "context : layout/layout . ess" ) 

public class Layout 

< 

II ... 

} 

3) noAKnioHHTb CTMnn b .tml-pa3MeTKe: 

<head> 

<meta http-equiv»"content-type" content="text/html; J 

charset=utf-8"/> 
<meta name= "viewport" J 

content ="width=device- width, initial -scale»l .0"/> 
<link href-"${ context : ess/bootstrap. ess) " J 

rel»" stylesheet" /> 
•clink href-"$ (context : css/bootstrap-responsive . ess) " J 

rel-" stylesheet" /> 
<title>Layout present</title> 
</head> 

nowanyrt, Haw6onee yAoSHbiM &m AofiaBneHUfl CSS-cpafinoB 
6e3 nepeKOMnnnflqun m cMeujuBaHun noAxoAOB ABfifleTcn mc- 
nonb30BaHne nocneAHero cnocoSa (AobaBneHne CTunew b pa3- 
MeTKe). flpn HanncaHnn Layout-KOMnoHeHTa HeobxoA^Mo 060- 
3Ha4MTb MecTo b pa3MeTKe, Kyqa 6yAeT BdaBneHa pa3MeTKa 
CTpaHMUbi: <t:body/>. 
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Co3fla,qnM am npuMepa npocTyio Be6-CTpaHwu,y c Bootstrap- 
CTunflMM. flnH sToro flOdaTOMHO nocMOTpeTb npuMepbi no ao- 
KyMeHTaqnn no Bootstrap htih mowho B3*Tb roTOBbiti Bootstrap- 
iiia6noH. 

Mcnor)b30BaHne JavaScript-(JipeiiMBopKOB 

C JavaScript fleno o6ctomt HecKO/ibKO cnowHee, nocKonb- 
Ky Tapesrty ncnonb3yeT cieK 6n6nnoTeK: prototype.js. script, 
aculo.js n coScTBeHHyio 6n6nnoTeKy. (looTOMy nonHOCTbio 
y6paTb 3th 6n6nnoTeKn 6yfleT cno>KHO, ecnn b npoeKTe nc- 
nonb3yK)TCfi daHflapTHbie KOMnoHembi c Ajax, BCTpoeHHaa 
Banuiflauufi cpopM n ompaBKa coobmeHHii KnueHTy. KoHenHO, 

MOWHO nonHOCTbK) OTKa3aTbC9 OT BCTpoeHHblX KOMnOHeHTOB 

Tapestry n ocTaBMTb Ha cipaHMUbi MeTOAbi onw pa6oTbi c 3anpo- 
caMn n DTO-o6beKTaMn (cm. b npe-flbiflymew CTaTbe RestEasy). 
Tapestry xoTb m o6naflaeT 6oraTbiMn bosmowhoctamm no nepe- 
onpefleneHMio daHflapTHbix cepsncoB, oflHaKO sto He otho- 
cuTCfl k nepeonpefleneHUKD BCTpoeHHbix JavaScript h CSS. 
Cepsnc, BbinonHfiHDmMii nHnu.wann3au.nto JavaScript-CTeKa, 
co3flae"rcfl Ha neTy, noaTOMy ero Henb3fl nepeonpeflenmb. 
(1o 3aflBneHHAM b Tapestry 5.4 6yaeT peann30BaHa bo3mo>k- 
HOCTb ynpaBnflTb ctckom JavaScript-6n6nwoieK (Ha AaHHbiw mo- 
MeHT flocTynHa TonbKO 6eTa-Bepcna). Taioxe cneAyeT oTMeTHTb, 
hto Tapestry 3arpy>KaeT cboh JavaScript-6w6nH0TeKW TonbKO 
nnujb no HeoSxoflHMOCTn, noaTOMy noAxoA c nonHbiM co3AaHM- 
eM nonb30BaTenbCKoro HHTepcpewca Ha hbhom (TaK KaK ct3h- 
AapTHbie KOMnoHeHTbi TaKwe pa3BopaHWBaiOTCfl b nwcTbiH HTML 
w JavaScript) HTML w JavaScript, flna front-end-pa3pa6oTKH cy- 
mecTByeT orpowHoe KonnnecTBO 6n6nnoTeK p,m C03AaHna rn6- 
Koro MHTepcpeiica no/ib30BaTe/ifl, HanpuMep, Dojo win jQuery + 
jQueryUI. wnn Aawe uenbie JavaScript-cppewMBopKH Backbone, 
Angular, Knockout, flnfi HeSonbujwx 8e6-npwno>KeHHw mow- 
ho ncnonb30BaTb Tapestry5-jQuery, cKanaB ero c github [3], 
wnn AobaBMTb 6n6nnoTeKy nepe3 maven: 

<dependencies> 

<dependency> 

<groupId>org . got5</groupId> 

<artif actld>tapestry5- jquery</artifactld> 

<version>3 . 3 . 7</version> 

</dependency> 

</dependencies> 

<repositories> 

<repository> 

<id>devlab722 - repo</id> 

<url>http : //nexus . devlab722 . net/nexus/content/ J 
repositories /releases 

</url> 
<snapshots> 

<enabled>false</enabled> 
</snapshots> 
</repository> 

<repository> 

<id>devlab722 - snapshot - repo</ id> 
<url>http : //nexus .devlab722 . net/nexus/content/ J 
repositories/snapshots 

</url> 
<releases> 

<enabled>f alse</enabled> 
</releases> 
</repository> 

</repositories> 



B KOHCpnrypaunn mowho nn6o 3anpewb, nn6o odaBHTb 
noAAep>KKy (p,nn wcnonb30BaHHfl ciaHAapTHbix KOMnoHeHTOB). 
flna OTKriKDHeHUR prototype js b AppModule.java HeoSxoAWMO 
Ao6aBHTb cneAytOLqyK) CTpoKy KOHCpnrypau.nn: 

configuration . add ( JQuerySymbolConstants . SUPPRESS_PROTOTYPE, J 
■false") ; 

Oah3ko y 3Toro noAxoAa ecTb HeAOCTaTKit: obHOBneHne Bep- 
chw jQuery h jQueryUi 6yAeT npoxoAHTb TonbKO c nepeKOMnw- 
nauMeH npoeKTa, oah3ko, TaK we KaK m c CSS, mowho CAenaTb 
CMeujaHHbiH noAxoA w noAKfiranaTb JavaScript-6n6nnoTeKn 
b ,tml-pa3MeTKe CTpaHHu,: 

<script type»"text/ javascript" J 

src-" (context : / js/ jguery-2 . 0 . 0 . js) " /> 

CKpuinTbi, TaK >Ke KaK vt CSS, Moryr 6biTb AobaBneHbi sepe3 
Asset h JavaScriptSupport: 

javaScriptSupport . import JavaScriptLibrary (jQueryCore) : 

llpn ncnonb30BaHnn jQuery coBMecTHO c JavaScript-CTeKOM 
Tapestry Moryr SbiTb npoSneMbi, TaK KaK jQuery ncnonb3yeT 
cpyHKUHK) $(), KOTopafl onpeAeneHa h b prototype js, cneAOBa- 
TenbHo, Moryr 6biTb npofineMbi c pa3peweHweM MMeH. B stom 
cnynae npHAeTca ncnonb30BaTb jQuery() BMecra $() ($ - nces- 
AOhhm jQuery), a TaK>Ke pa3peuiwTb KOHdpnwKTbi c noMOLqbto 
cpyHKMHM jQuery.noConflict(). AHanorHSHbiM o6pa30M MoryT 6biTb 
Ao6aBneHbi nraSwe JavaScript-6n6nnoTeKH, EAHHCTBeHHbiM Ba>K- 

HblM MOMeHTOM FlBflfieTCfl TO, HTO He CT0HT COHeTaTb BCTpoeHHbie 

b Tapestry JavaScript-6n6nnoTeKu c Ao6aBJiFieMbiMM, HHane mo- 
ryr 6biTb npo6neMbi b pa3peaieHHM MMeH cpyHKUHfi w t.a. 

B qenoM, HecMOTps Ha p^A HeAOCTaTKOB (HeAOCTaTOHHyio 
mbKOCTb KOHdpurypaqHH no otholuchhio BCTpoeHHbix Ta6nnu 
CTHnePi h CTeKa JavaScript-6n6nnoTeK), c ncnorib30BaHneM 
JavaScript-cppewMBopKOB b Tapestry Be6-npnno>KeHHn mo>k- 
ho nocTpoHTb ™6khm h Apy><<enio6HbiPi nonb30BaTenbCKMfi 
HHTepcbetic c MHHHManbHbiMH 3aTpaTaMM ycnnnPi, TaK>Ke cne- 

AyeT OTMeTHTb, HTO B BepCHH 5.4 OAHOH H3 HOBblX CbHH 6yAeT 

ynynujeHne noAAep>KKM KOHCpnrypnpoBaHHfl ncnonb3yeMbix 
JavaScript-6n6nnoTeK. 1331 
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flMMPI/MAHPfWEHKO. patoiaei e 000 -Wre/i». 
nporpamwci-ERP. andnenco.dnntryhi gmail.com 

Eecnojie3Hbie 3awiTiisi 

l1po6iieMbi poccMMCKoro MT-o6pa30BaHMn. Bsmha M3HyTpM 

«XoHeLUb nonyMMTb KopoHKy? Monnn v\ He Meiuai7i!» - CKa3an MHe npenoflaBaTerib. 
YBbi! HeKBanMcjDMUMpoBaHHbie neflarorn .qenaraT HeacjDcfieKTHBHbiM oSyneHMe 
l/lT-cneunanncTOB b Haujux TexHMKyMax n By3ax 



C HananoM aKTHBHoro pa3BMTMfi aBTOMaTH3aunn poccmmckmm 
6n3Hec Hasan BHeAP^Tb pa3Hbie MHCpopMauMOHHbie TexHono- 
ruM, KOTopbie npenMymecTBeHHO HMnopTupoBanncb c 3anafla. 
fl/in mx aaariTauwu Tpe6oBanucb flocTaTOHHo KBajincpnunpo- 
BaHHbie cnequa/incTbi co 3HaHneM aHrxiMMCKoro fl3bi«a n onbi- 

TOM paSOTbl C BblHMCriMTenbHblMH CMCTeMaMM. B 6blBUJeM CCCP 

nx 6binn eflUHnqbi, n to ohm pa6oTa/iM 6onbiue c oTesecTBeH- 
HbiMM CMCTeMaMM, KOTopbie 3HaHMTeribH0 oTfiMMariMCb ot 3anaA- 
Hbix aHanoroB. flaHHaa CMTyauMfl Bbi3Bana ocTpbiii flecpMqMT 
Ha pbiHKe Tpyoa. hto flaBano stmm cneuManMCTaM bq3mo>k- 
HOCTb nonysaTb Hennoxyio 3apnnaTy. B MTore npecTMx cne- 
UManbHOCTM «nporpaMMMCT>» b o6mecTBe Bbipoc. m Ha sto ot- 
pearMpoBana oTesecTBeHHafl cMCTeMa o6pa30BaHMfl, bkhiohmb 
nporpaMMMCTOB b nyn npoAaBaeMbix cneuManbHOCTePi HapflAy 

C K3pMCTaMM, SKOHOMMCTaMM M HeCpTflHMKaMM. 

npeAHOMeHMH Ha pbiHKe o6pa30BaTe/ibHbix ycnyr 

BonbLUMHCTBO pOCCMMCKMX yne6HblX 3aBGA6HMM (TOBOpMM 0 BblC- 

lumx yse6Hbix 3aBeAeHMnx m cpeAnenpocpeccMOHanbHbix, 3a- 
TparMBaTb pa3Hbie Kypcbi m TpeHMHrvt He 6yqeM) OTKpbino y ce6» 
KacpeAPbi MHCpopMaTMKM, KyAa Tpe6oBa/iMCb npenoAaBaTenM, 
ho 3apnnaTbi pa6oTHMKOB o6pa30BaHMH HacTo/ibKO Manbi, hto npM- 
rnacMTb TyAa xopowero cneuManMCTa npocro HeB03MO>KHO. M py- 
koboactbo By30B HanMHKano yneSHbie nporpaMMbi no otmm cne- 
UManbHocTAM MaTeMaTMKOM, qbM3MK0M m npoMMM, a Ha none3Hbie 
b pa6oTe 6yAymeMy nporpaMMMCTy cneunpeAMeTbi nocTaBMfiM 
Tex we npenoAaBaTenefi MaTeMaTMKM m MHCpopMaTMKM, raropbix 
HeMHoro nepeynMriM no pa3HbiM nepeBeAeHHbiM 3apy6ewHbiM khm- 
raM no nporpaMMMpoBaHMra. Tenepb AaHHafl 6M3Hec-KOHCTpyKUMfl 
MoxeT pa6oTaTb m npoM3BOAMTb «OTJiMHHbix» MT-cneqManMCTOB, 
npMHOcn pyKOBOACTBy yHMBepCMTeTOB npM6bmb m yAOBneTBopfifl 
noTpeSHocTM a6MTypMeHTOB b AMnnoMax. 

H3 npeAnaraeMbix Ha pbiHKe cneqMaribHocTeM mo>kho BbiAenMTb 
HaM6onee nonyrapHbie: «ABTOMaTM3MpoBaHHbie CMCTeMbi ynpaB- 
neHMfl», -riporpaMMHoe o6ecneneHMe BbiHMcnMTenbHOM TexHM- 

KM M aBTOMaTM3MpOB3HHblX CMCTeM", « SfieKTpOHHO-BbNMCnM- 

TenbHbie MaojMHbi (3BM)», « MHcbopMau,MOHHafl 6e3onacHocTb», 

-MHCpOpMaTMKa B 3K0H0MMKe» M T.fl., Ha3BaHMfl BapbMpyioTCfl 

M3 roAa b roA- PbiHOK BbiHy^AaeT noA&wpaTb 6onee coBpeMeH- 



Hbie Ha3BaHMfl, HanpMMep, «ynpaBnenMe MHCpopMau.MOHHbiMM CM- 
CTeMaMM-. He yAMBnracb, ecriM CKopo nosBMTCP cneuMa/ibHOCTb 

«ynpaBneHHeCKMM MeHeA>KMeHT MHCpOpMaU,MOHHblX CMCTeM", 

yBepeH, hto ot aSMTypMeHTOB He 6yaeT otSoa. Kct3tm, bo Bpe- 
Mfl nocneAHeM MoeM ceccMM (a ynycb 3aonHO no cneuManbHoc™ 
"(IpMKnaAHafl MHcpopMaTMKa b 3K0H0MMKe») a nonan Ha npeAMeT 
"YnpaBfieHMe MHcpopMauMOHHbiMM pecypcaMM», rAe npenoAaBa- 
Terib (M3 rpynnbi nepeyneHHbix ynMTeneM MHCpopMaTMKM) paccKa- 
3biBan o AoriWHocTM CIO (3aMecTMTenb reHepanbHoro A^peKTopa 
no MHcpopMauMOHHbiM TexHonorMflM. AMpeKTop no MT). llpenoAa- 
BaTenb roBopMn: «Bbi 6yAymMe CIO, MeHeA^epbi Bbicujero 3BeHa 
m MoxeTe no okohh3hmm By3a npeTeHAOBaTb Ha 3Ty Aon>KHOCTb». 
KoHeHHo, Anf MeHfl KaK cneqManMCTa, npopa6oTaBLuero b pa3Hbix 

KOMnaHMflX m Ha pa3nMHHblX MT-AOn>KHOCTaX, 3T0 6blJ10 luokom, 

ho npMLunocb npoMonnaTb, m6o ec/iM OTKpbiTo B03pa3MTb npeno- 
AaBaTento. to mo>kho noABepmyrbCfl oneHb >KecTKOM npeccoBKe 
b BMAe 33HM>KeHHbix oueHOK, MHoroKpaTHbix nepenenaTOK Kyp- 
coabix pa6oT, nepecAan 3aneTOB m 3K33MeHOB. OAHa>KAbi oamh 
M3 npenoAaBaTenefi bo BpeMfl wapKoro cnopa b Hasane Moero 
oSyneHMfl CKa3an MHe: «Tbi xoneiub nonyHMTb KopoHKy? TaK moti- 
hm m He MewaM MHe pa6oTaTb!» - a kbk no MHe, TaK sto 3BysMT: 
«He nariM Hac m He MeiuaM py6MTb 6a6no. ..» 

CoAepwaHMe n KanecTBO 
o6pa30BaTe/ibHoro npouecca 

ripoqecc Moero HT-o6yseHMfi Hasancn b B03pacTe 15 neT, 
KorAa a nocTynMn b TexHMKyM (HeAOKonneA*) no cneuManb- 
hoctm -riporpaMMHoe o6ecneHeHMe BbiHMcnMTeribHOM Tex- 

HMKM M aBTOMaTM3MpOBaHHblX CMCTeM". V M&HR 6blH MHTepeC 
K MHCpOpMaMMOHHbIM TeXHOnOTMSM, Aa M ypOKM MHCpopMaTMKM 
OMeHb HpaBMHMCb, nOSTOMy MOM Bbl6op 6bl/l OC03HaH, HO B ro- 

noBe 6bin TyMaH - KaKMe TaM npeACTaBneHMfl, npocTo pe6eHOK. 
B TexHMKyMax KapTMHa HaMHoro neMaribHee, neM b By3ax: 3ap- 
nnaTa npenoAaBaTena MM3epHafl, pa6oTatoT jiioam becqenbHbie 
m He aM6MUM03Hbie. ripaBAa, ecTb m pa6oTaiomMe 3a MAera, 
ho TaKMX - eAMHMUbi. MHe nonanscb Hennoxaa npenoAaBa- 
TenbHMqa no nporpaMMMpoBaHMio. SbiBUJMM coBeTCKMM npo- 
rpaMMMCT, KOTopan npenoAaBa/ia Pascal m Delphi, Visual C++. 
ripo6neMa npenoAaBaHMa orapwx m ManononynnpHbix n3biKOB 
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BbinycKHMKa no cneunanbHocTH 



nporpaMMnpoBaHna coxpaHfleTca, OHa >Ke KacaeTcn Pascal 
n Delphi 7, m Bee noroMy, mto npenoqaeaTerib, Koraa-To ocbohb 
oflMH 9\3b\K. flanee He wenaeT nepeynnBaTbca, He oCpaojafl bhh- 
MaHna Ha TeHfleHuun MT-pbiHKa. Ebin Hennoxoii npenoaaBaienb 
6a3 flaHHbix, ho TyrTowe 6ena: FirebirdSQL + Delphi, hto TaK>«e 
noKa3biBaeT HewenaHwe nepeynnBaTbca. oneHb Mano BpeMeHM 
yAennnocb cucTeMHOMy aflMUHUdpupoBaHniO- KaK n b hhctm- 
TyTe, MHoro npeflMeTOB, HanpaBneHHbix Ha o6mee pa3BHTwe 
ysamerocfl. TexHmyMbi n KonneAww - sto npoMewyroHHoe 3Be- 
ho, m6o c TaKMM o6pa30BaHneM mcokho npeieHflOBaTb TonbKO 
Ha no3HL|nn noMoinHWKOB nnn ManoonnaMUBaeMbie aotdkhoc™, 
Bee paBHO npnAercfl math u nonysaTb Bbicwee. 

nonyseHne Bbicwero o6pa30BaHHH n^eT no noxowert cxe- 
Me: MHoro o6ihmx flucunnnnH m Mano bhmm3hhr yaenaeTca 
npocpeccnoHanbHbiM npeflMeiaM, a npaKTuwe - eme MeHb- 
iiie. ripenoflaBaTenM 3HaHHTenbHO 6onee BbicoKoro ypoBHfl, 
ho ocHOBHaa nacTb nx 3HaHHM - Teopufl, npaKTHKa MUHMMa/ib- 
Han h CKnaflbiBaeTCH H3 paccKa30B 3aonHHKOB, pa6oiatomwx 
no cnequanbHocTn, a TaK>Ke flunnoMHMKOB, BHeflpflioinnx Ka- 
KOM-Hn6yAb Mano3HaHHMbiti npoeKT Ha «npon3BOflCTBe». Bonb- 
ujuhctbo npenoAaBaTenew - sto 6biBnine CTyaeHTbi, Korapbie 
cpa3y nocne OKOHsaHUfi o6yneHHfl nociynnnn b acnwpaHTypy, 
ohh He HMeioT npefldaBneHUfi o coctohhuh pbiHKa TpyAa m no- 
Tpe6HOCTax pa6oTonaTenfl, Ho 3aTo npencnonHeHbi nyBCTBOM 
co6cTBeHHOM 3HannMOCTn. HanpHMep, oflMH M3 hux yMyflpuncn 
3aBannTb Ha 3K3aMeHe cneqnanncTa c 12-neTHMM onbiTOM b MT 
no npeAMeTy «OnepaunoHHbie cncTeMbi». CneunanncT MMen 
cepTucpuKaT n omHHancfl mySoKMMw 3HaHHflMn. a rnaBHoe, 06- 
LunpHbiM onbiTOM. ho npenoAaBaTenb TonbKO nocne HecKonb- 
khx nepecAan nocTaBun eMy TpotiKy. 

Euie oamh cpeHOMeH - sto nonyneHne BbicoKnx oueHOK 
nioAbMM He M3 HT. flonycTHM, oxpaHHMK unn BoenmaTenb AeT- 
ckoto caAa. perynapHO nocemaa 3aHflTnn, BOBpeMfl cnncw- 
Bafi, cwoTpa b poT npenoAaBaienflM u noKynaa pa6oTbi y «pe- 
Lua/i'>, yMyApaeTCfl nonynaTb HaMHoro 6onee BbicoKne oqeHKM, 
neM MT-cneunanncTbi. 

HMeioTcn. KOHeHHO. n npenoAaBaienn, KOTopbie rAe-ra no- 
paSoTann nnn pa6oTaK)T, ntoAn H3 a3hhoPi ccpepw, hto-to no- 
BHAaBLUHe. OSbiHHo ohh npnflep>KMBaK)TCfl cneAyK>mero cwih: 



«fla, noHUMaio, hto bw cneMnanncTbi, ho a xoTen 6bi pac- 
CKa3aTb B3M 0 CBoeii AncqunnwHe noflpoSHee. nocBflTHB Bac 
b AeTa/in, OTBeTHTb Ha Bonpocbi n noAenwTbCfl onbiTOM" - TaKOM 
noAxoA ropa3AO 6onee none3HbiPi. 

npefl/ioMeHtifl no coBepiueHCTBOBaHmo 

KoHeHHo, nepB0CTeneHHbiM6yAeT yBennHeHne3apa6oTHoPi nna- 
Tbi npenoAaBaTe/ifl, HTo6bi OHa npeBbimana 3apnnaTy. Hanpn- 
Mep, npoAaBua-KOHcynbTaHTa. He cneAyeT AonycKaTb k Tanoro 
poAa qeflTenbHocTM nenoBeKa, He npopaSoTaBiuero no cneun- 
anbHocTn «Ha npon3BOACTBe» MeHee Tpex neT, - sto no3BonnT 
y6paTb c KacpeAPbi n^Aefi nHcpaHTunbHbix m He noHUMaioajnx, 
mto ohh AenatoT n 3aHeM. HeManoBa>KHbiM 6yaeT yMeHbiueHMe 
o6mnx AncunnnnH m 3aocTpeHne BHUMaHna Ha npocpeccno- 
Ha/ibHbix, yBennneHne KonnnecTBa npaKTusecKnx nacoB. Eme 
oahum none3HbiM nHCTpyMeHTOM MOTHBaunn CTaHeT AeHe>KHafl 
npeMHH npenoAaBaTento 3a ycTpoPicTBo BbinycKHUKa no cne- 
UnaribHOCTM, HanpuMep, pyKOBOAHTenio AnnnoMHoro npoeKTa 
(oh >Ke pyKOBOAHTenb npon3BOACTBeHHOM npaKTMKn). ripenoAa- 
BaTenu SynyT 3anHTepecoBanbi ycTaHaBnuBaTb koht3kt c pa6o- 
TOflaTeneM m nepeoaBaTb mm CTyAeHTOB. 

OSyneHfie b poccmmckom BbiciueM yse6HOM 3aBeAeHnn no Ha- 
npasneHHio MT, no MoeMy MHeHMio, Manonone3HO b npocpec- 
cuoHanbHOM nnaHe, bo3mo>kho, oho h pa3BMBaeT Henose- 
Ka b o6meM, ho He cAenaeT m Hero cneunanncTa. Bbicmee 
o6pa30BaHne nnujb ysennHUT inaHC nonynnTb CTa>KnpoBKy 
nnn ycTponTbCfl Ha HananbHbie no3nunn HOBmKaM b Mupe MT. 
Dioah, KOTopwe ywe paSoTaioT b MT, ann noBbiixieHMfl cBoew 
KOHKypeHTocnoco6HOCTn nnn nonyseHun HOBbix Aon>KHOCTefi 
MoryT nonynnTb o6pa30BaHne no 3aosHow cpopwe oSyneHUfl, 
ho CTonKHyTbCfl co cneuncpuKOii, onucaHHOM b CTaTbe, hm To>Ke 
npnAeTCfl, xoTfl v\ b MeHbaiew CTeneHM. 06ynaTbCfl b cpeAHeM 
npocpeccnoHanbHOM yne6HOM 3aBeAeHnn Ha MT - Ha mom 
B3rnnA. 6ecnone3Hoe 3aHHTne. EES 

KjitoneBbie c/iOBa: HT, o6pa30BaHne, o6yHeHne, noflroTOBKa cneuna- 
nucTOB. 
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WfOPfa UJTOMFIEnb, timenep. cmieuHbM atpimncrparop. 
jj/r C0eps npo$eccnoHaflbnbix mrepecoa - CB06oanoe 

/iBB^T / nporpaMmoe ooecneHeHm. keepercodendqmail.com 

nporpan/iMMpoBaHMe Ha Java 



(IporpaMMnpoBaHne — MHTepecHei/iiuafl h 3axBaTbiBaKDmafl oSnacTb HT. Ho, htoGw bomti/i 
b 3Ty o6nacTb, hy>kho Bbi6paTb n i/i3yHHTb ^3biK nporpaiviivinpoBaHHfl. ComacHO TIOBE Index 
BTopoi/i no nonyrmpHoc™ H3biK - Java, flna Tex, kto >KenaeT no3HaKOMMTbc?i i/ini/i ymyfiMTb 
cboh 3HaHnw, Mbi npeflnaraeivi nepeneHb i/iHTepecHbix KypcoB 



nporpaMMMpoeaHne Ha Java 

> ABTOp: B. Bfl30BMK 

> YnebHoe 3aBeaeHne: MHTyi/IT ( intuit.ru ) npn noflflep>KKe 
Sun Microsystems 

> CneunanbHocTb: nporpaMMMCT 

> fleKLinn: 16 + 2 npaKTHKyMa 

> MaTepnanbi: TeKCT, BHAeo 

> ypoBeHb cno>KHocTM: CneunanncTbi 

> CepTHcfcuKaT: fla 

> Hctomhuk: http://www.intuit.ru/studies/courses/16/16/info 
(IpeAnaraeMbiM Kypc hocht BBOflHbifi xapaKTep, HB/iReTCfl 

BBeaeHneM b A3biK nporpaMMnpoBaHUA Java n ocHOBbi o6beKT- 
Ho-opneHTupoBaHHoro nporpaMMnpoBaHnn (0011). Maiepnanbi 

Kypca HaHUHaKDTCR C HCTOpHH H pa3BHTH3 A3blKa, 0C06eHH0CTei/l 

n/iaTcpopMbi Java. npoflonwaioT Kypc neKUHH no ocHOBaM OOn 
(MeTOflonornfl npoueaypHO-opneHTupoBaHHoro nporpaMMHpo- 
BaHun: MeTOflonorufi OOn; o6be«Tbi; Knaccbi; Tunu OTHOweHHrt 
Me>Kfly K/iaccaMn; flOdonHCTBa n nenocTaTKH OOn), neKCHKe 
Java (KOflHpoBKa; aHann3 nporpaMMbi; BHAbi neKceM: HfleHTH- 
4)HKaTopbi, KnioneBbie cnoBa, nmepanbi; onepaiopbi; onepa- 
u.nn), TunaM flaHHbix (nepetvieHHbie; npuMHTHBHbie n ccbinosHbie 
Tunbi flaHHbix n flp.). flanbHePiiune neKUHH pacujnpflioT Kpyro3op 
v\ nocBflineHbi n3yHeHMio: MMeH n naKeraB, o6bflB/ieHW/i KnaccoB, 
npeo6pa30BaHnto TMnoB, o6beKTHoi/i Moflenn b Java, MaccuBOB, 
onepaTopoB n dpyKTypbi KOfla, ncK/noneHnPi, noTOKOB BbinonHe- 
HUfl, cnHxpoHH3aunn, BBefleHun b ceieBbie npoTOKonbi. KpoMe 
Toro, OTflenbHbie neKunn Kypca nocBHineHbi naKeiaM: java.awt 
(aepeBO KOMnoHeHTOB; o6pa6oTKa nonb308aTenbCKnx co6biTMM; 
annneTbi; MeHe/pnepbi komhohobkh). java.lang (Object; Class; 
Knaccbi-o6epTKn; Math; ctpokm; cncreMHbie Knaccbi; noTOKH 
ncnonHeHUfl; HcwiKxeHHfl), java.util (pa6oia c aaiaMM n Bpe- 
MeHeM; HHTepcpertc Observer n Knacc Observable; KonneKu.nn; 
Knacc Properties; HHTepcpewc Comparator; Knacc Arrays; Knacc 
StringTokenizer; Knacc BitSet; Knacc Random; noKann3auna), 
java.io (cHCTeMa BBOAa/BbiBOAa; noTOKH qaHHbix (stream); cep- 
THCpHKauHfl o6beKTOB (serialization); Knaccbi Reader h Writer 
n mx HacneflHMKM; Knacc StreamTokinizer; pa6oia c cpafinoBow 
cncTeMoi/i). Kypc no3BonaeT nonynHTb 6a30Bbie 3HaHna o «3bi- 
Ke nporpawMHpoBaHHfl Java, KOTopwe CTainyT npoHHbiM cpyH- 



AaMeHTOM Ana flanbHewujero ero ocBoeHHa. B cbokd onepeflb, 
AononneHwe Kypca b BUfle flsyx npaKTHKyMOB, nocBflmeHHbix 
pa3pa6oTKe npnno>KeHHM. btom HMcne Beb-npitnoweHHrt. b cpe- 
fle Eclipse, Ram nepsoHasanbHoe noHflTwe 06 ncnonb30BaH^n 
cpeAbi pa3pa6oTKn. 

Java 

> Abtop: A. BnaflbiKMH 

> YHe6Hoe 3aBefleHne: npoeKT JleKTopnyM ( lektorium.tv ) 

> CneunanbHocTb: (IporpaMMHCT 

> JleKUHM: 12 

> MaTepnanbi: Bnaeo 

> YpoBeHb cno>KHocTn CneqnanncTbi 

> CepTHfJpHKaT: HeT 

> Hctomhuk: http://www.lektorium.tv/course/22896 

Eme oflHMM xopouuHM BBefleHHeM b nporpaMMHpoBaHHe 
Ha H3biKe Java Mo>KeT cny>KMTb flaHHbiM Kypc, kotopwm dan ao- 
CTaTOHHO nonynapHbiM Ha nopTane npoeKTa fleKTopnyM. Oh no- 
3Bonm 3aKpenmb 6a30Bbie 3HaHnn, nonyseHHbie npH n3yseHHn 
Kypca, paccMOTpeHHoro Bbiiue. fleKUMH HaHHHaraTcn c paccwo- 
TpeHHfl MCTopnn u 3BonK3unn H3biKa Java, ero oco6eHHocTeii 
m OKOCHCTeMbi. CTaHflapTHbix HHCTpyMeHTOB JDK. nocne 3Toro 
aBTop npeflnaraeT 03HaK0MHTbCfl c THnaMH flaHHbix (npHMHTHB- 
HbiMM, ccbinoHHbiMn, boolean, uenoHHcneHHbiMH, BeuiecTBeH- 
HbiMH), a TaKwe ABHbiM m He^BHbiM npeo6pa30BaHneM twiob, 
KnaccaMM-o6epTKaMn, KnaccaMM Math, Biglnteget h BigDecimal. 
TpeTbfi neKUMq nocBflU4eHa MaccMBaM (o6bRBneHne, co3AaHne, 
HHMunann3aunfl, HHfleKcauHfl, oflHOMepHbie h MHoroMepHbie, 
npefldaBneHMe b naMsm-i, java.util.Arrays) m CTpoKaM (ctpoko- 
Bbie nmepanbi, onepau.nn co CTpoKaMH, java.lang. StringBuilder, 
noflqepwKa pa3nnHHbix KOflHpoBOK, perynnpHbie BbipaweHHn), 
[1ocnefiyK)U4ne neKUHM aa\oi npeocTaBneHHe 06 ocHOBax OOn 
(o6bfiBneHne Knacca; ncnonb30BaHne Knacca; HacneAOBaHMe 
h flp.), 06 ynpaBnaiomHX KOHCTpyKUH^x h HCKnroneHHflx (ycnoB- 
Hbie onepaiopbi if m switch; UHK/ibi for, while m do; onepaiopbi 
break h continue; mctkh; Tunbi MCKmoneHMui h op.), 0 daHflapT- 
ho\a 6n6nnoTeKe Java (java.io; java.nio.file; flociyne k cbaHnoBOH 
CHCTeMe; java.util; java.lang. reflect m ap.). o pa3pa6oTKe MHoro- 
noTOHHbix npnno>KeHnPi (o6mne CBeoeHMfl 0 napannenn3Me; 
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ynpaBneHne noToxaMw: cnHxpoHH3aunfl; MOAenb naMATu n ap). 
B 3aKriK)HeHne npeAnaraercfi no3HaKOMMTbCfi c MOflynbHbiM Te- 
CTMpoBaHneM (Junit, Mockito, Java Logging API) v\ pa3paboTKOM 
ceieBbix npnno>KeHMki (coKeTbi, URI m URL, 6n6nnoTeKa Netty). 

ymy6/ieHHoe nporpaMMupoBaHue Ha Java 

> ABTopbi: B. 4n6pnKOB, A. AKbaiueB, E. UJy6nH 

> yse6Hoe 3aBefleHne: ripoeKT TexHonapK (npoeKT Mail.Ru 
Group n MITy mm. H.3. BayMaHa, https://tech-mail.ru ) 

> CneuMaribHOCTb: IlporpaMMMCT 

> rieKUMM: 9 

> MaTepMaribi: BMfleo 

> YpoBeHb cho>khoctm: CneuManMCTbi 

> CepTMcpMKaT: HeT 

> Hctomhmk: https://tech-mail.ru/video/learn 
llpeflnaraeMbiM Kypc noMO>KeT pacujMpMTb npeflCTaBne- 

HMe o A3biKe nporpaMMMpoBaHMfl Java. npeAnaraeMbiii b paM- 
Kax npoeKTa TexHonapK (coBMecTHoe fleTMme Mail.Ru Group 
m MI~Ty mm. H.3. BayMaHa). flnq ycneiUHoro npoxo>KfleHMfi Kyp- 
ca Heo6xoflMMa npeABapMTenbHaa noflroTOBKa: 3HaHMe H3biKa 
nporpaMMMpoBaHMfi Java Ha 6a30BOM ypoBHe m onbiT pa6oTbi 
c hmm. riepBan neKu,Mfl flBnaeTCfl BBe^eHMeM m aaeT npeflCTaB- 
neHMe 06 mctopmm m ocoSeHHoemx Java, nnaTcpopMe Java 
m ee peAaKUMflx, c6opu4MKe Mycopa, 3anycKe Java-npMnowe- 
hmm, HacneAOBaHMM b Java. 3flecb we cpaBHMBaiOTCfi Java 
m C++. CneAyiomafl nemw nocBfltneHa MHoronoTOHHOCTM 
(Reflection, Class Object m Class Class, Knaccw-obepTKM npo- 
dbix TMnoB, TMnM3auMn, o63op KonneKUMM Java. Class Thread, 
sleep(). interrupt). join(), noTOKM c tohkm 3peHMfl npoqeccopa, 
npepbisaHMfl, Java memory model, CMHxpoHM3auMfl, MbKyreKCbi, 
ceMacpopbi. npo6neMbi MHoronoTOHHoro AOCTyna k AaHHbiM, 
npMMep HeaTOMapHocTM onepaMMM ++, npMMepbi MHoronoTon- 
hwx npMno>KeHMM m ap). yqenflercfl BHMMaHMe B3aMMOAeMCTBMto 
noTOKOB (onMcaHMe npobneMbi B3aMM0AeMCTBMfl noTOKos, B3a- 
MMOAeMCTBMe noTOKOB Frontend m AccountService, nniocbi pe- 

LUeHMfl 33A3HM Hepe3 ABa nOTOKa, CnOC06bl B3aMM0AeMCTBMfl 

noTOKOB sepe3 coobmeHMfi, npMMepbi KOAa m anropMTM paboTbi 
m Ap ); MrpoBOM MexaHMKe (npobneMa uMKDMHecKMx 33bmcmmo- 
CTeCi m ee peweHMe nepe3 MHTepcpeMCbi, apxMTeKTypa cepBe- 
pa, pa36op MOAyneii cepBepa m mx B3aMM0AeMCTBMe, MrpoBas 
MexaHMKa, AMarpaMMa B3aMM0AeMCTBMn MOAyneM MrpoBOM 
MexaHMKM m cppoHTeHAa, pennMKaMMA m ap); TecTMpoBaHMto 
m Harpy3Ke (bman TecTMpoBaHMfl: Unit-TecTMpoBaHMe, cpyHK- 
MMOHanbHoe, Harpy30HHoe; npaKTMKM TecTMpoBaHMH, MHCTpy- 
MeHTbi: Junit, Selenium: cbopmMK Mycopa: bmaw. napaMeipbi, 

npMHLJMnManbHOe yCTpOMCTBO M AP ): BBOAy/BblBOAy (CObblTMfl, 

aHOHMMHbie K/iaccbi, paCoTa co BpeMeHeM m Aaioii, noAnMCKa 
Ha BpeMfl. I/O Streams, noTOKM batiT m noTOKM cmmbohob, Ae- 
peBO HacneAOBaHMM noTOKOB, cpaPinoBbie noTOKM, 6e3onac- 
HOCTb 3aKpbiTMn noTOKOB, VFS. npMMepbi KOAa m ap ); pecypc- 
hom cMCTeMe (cepMa^M3auMa m AecepManM3ai4Mfi, SAX m DOM 
napcepbi, BoccTaHOBneHMe obbeKTa no XML-cpaM/iy, pecypcbi, 
Mcnonb30BaHMe ReflectionHelper pnn AecepManM3auMM pecyp- 
cob m ap ): pa6oTe c 6a3aMM AaHHbix (uiabnoH paboTbi c 6a30M, 
JDBC API, MOAynb Ana pa6oTbi c 6a30M AaHHbix m AP-); ORM 
(Object Relational Mapping. obbeKTHO-penauMOHHoe OTobpa- 
weHMe: Hibernate m ap)- Tbkmm o6pa30M. AaHHbiM Kypc no3- 
BonfleT pa3pa6oTMMKaM yrnybMTb 3HaHMe 0 H3biKe nporpaMMM- 
poBaHMfi Java m noAHHTbcn Bbiuie 6a30Boro ypoBHfl b CBoetf 
npocpeccMOHanbHOM KOMneTeHUMM. 



fl3biK nporpaMMMpOBaHMfl Java m cpeAa NetBeans 

> Abtop: B. MoHaxoB 

> ynebHoe 3aBeAeHMe: HHTyHT ( intuit.ru ) npM noAAepwKe 
Sun Microsystems 

> CneqManbHocTb: IlporpaMMMCT 

> JleKUMM: 12 

> MaTepManw: TeKCT 

> ypoBeHb chokhoctm: CneuManMCTbi 

> CepTMcpMKaT: fla 

> Mctohhmk: h ttp://www,intuit ru / stgdie ?/ course$/5g9/425/info 
B 3tom Kypce noAporjHO paccMaTpMBaeTca cpeaa NetBeans, 

Abtop HaHMHaeT mnoyneme MaiepMana c o6lmmx BonpocoB 
(Java m ApyrMe ?i3biKM nporpaMMMpoBaHMA, BMpTyanbHan Java- 
MauJMHa, 6aMT-K0A. JIT-KOMnMnnuMfi, ancpaBMT H3biKa Java, 
cneuMaribHbie cMMBonbi m T.n.), a 3aieM nepexoAMT k npobne- 
MaM oSbeKTHo-opMeHTMpoBaHHoro npoeKTMpoBaHMfi m cpeAe 
NetBeans (npoqeAypnoe m 00I1. npoeKTbi NetBeans, co3Aa- 
HMe b NetBeans npocTeMiuero npMno>KeHMfl Java, KOMnMnnqMfl 
cpaMnoB npoeKTa m 3anycK npMnoKeHMR, dpyKTypa npoeKTa 
NetBeans, co3A3HMe b NetBeans npMnoweHMH Java c rpacpM- 

HeCKMM MHTepCpeMCOM, AOKyMeHTMpOBaHMe MCXOAHOrO KOAa 

b Java, TexHonorMM Java m .Net,). riocneAyioiUMe neKUMM no- 
CBfiLLieHbi HenocpeACTBeHHO «3biKy Java: npMMMTMBHbiM TMnaM 
AaHHbix. onepaTopaM Ana pa6oTbi c npMMMTMBHbiMM TMnaMM 
AaHHbix. paboTe c HMcnaMM, ynpaBnAiouiMM KOHCTpyKqMflM, 06b- 
eKTHOMy nporpaMMMpoBanMio. Ba>KHeMujMM obbeKTHbiM TMnaM, 
HacneAOBaHMio. MHTepcpePicaM, KOMno3MUMM, AononHMTenbHbiM 
eneMeHTaM obbeKTHoro nporpaMMMpoBaHMn, ceTeBOMy npo- 
rpaMMMpoBaHMio, BCTpoeHHbiM KnaccaM. (locneAHfifl neKUMa 
B03BpaujaeT k paboTe b cpeAe NetBeans b paMKax paccMOTpe- 
HMfl KOMnoHeHTHoro nporpaMMMpoBaHMfi (KOMnoHeHTHaa apxM- 
TeKTypa NetBeans, MacTep co3A3HMfl KOMnoHenTa b NetBeans, 
npMMep co3AaHMfi KOMnoHeHTa, AobaBneHMe b KOMnoHeHT ho- 

BblX CBOMCTB M CObblTMM M AP-). TaKMM Obpa30M. OCObeHHOCTbK) 

Kypca ABn^eTCfl He ToribKo npeAOCTasneHMe ba30Bbix 3HaHMM 
0 paboTe b cpeAe NetBeans, ho m 0 fi3biKe nporpaMMMpoBaHMfi 
Java, 

Mcnojib30BaHMe h pacwHpeHMe Eclipse 

> Abtop: A. Mbbhob 

> ysebHoe 3aBeAeHMe: HHTyMT ( intuit.ru ) 

> CneMMaribHOCTb: IlporpaMMMCT 

> JleKUMM: 5 

> MaTepManbi: BMAeo 

> ypoBenb cno>KHOCTM: CneuManMCTbi 

> CepTMcpMKaT: fla 

> Hctohhmk: http;//www. mtuit.ru/studies/courses/62/62/info 
Eme oAHa oneHb nonynfipHafi cpeAa cpeAM Java- 

nporpaMMMCTOB - Eclipse, kotopom m nocBflujeH paccMaTpMBa- 
eMbiM Kypc. Abtop 3H3kommt c caMOM cpeAOM Eclipse (hto OHa 
coboM npeACTaBnneT KaK IDE m KaK coobiuecTBo). CneAyiOLiiafi 
neKUMfi nocBflLtieHa ocHOBaM pa3paboTKM (3anycK m HacTpoMKa 
Eclipse, C03A3HMe m oTKpbiTMe npoeKTa nporpaMMbi, cbopKa 
m 3anycK nporpaMMbi m ap )- ripoAon>KaioT MaTepMan cBeAeHMfi 
ob omaAHMKe cpeAbi Eclipse (3anycK OTnaAHMKa. MwepcpeMC 
m T.n,). SaKnicHMTenbHbie neKUMM nocBflineHbi noAK/noneHMio 
m Mcnonb30BaHMio Subversion (cMCTeMbi KOHTponfi BepcMM) 
m Atlassian Jira (CMCTeMbi yneTa 3aAan). Kypc nonHOCTbio co- 
OTBeTCTByeT 3anBneHHbiM 3aAaHaM m no3BonfieT b yKa3aHHbix 
paMKax ocBOMTb Mcnonb30BaHMe cpeAbi Eclipse. E33 
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pt>iHOK Tpy,qa 




BflARMMlilP W8AH0B. cnewarmcr no mtfiopuiawoHHCM 
Seamacuoem, yaneKaerca netuonomed, nciounen. 
tpwncoQueft 



Ee3onacHoe TpyfloycTpoMCTBO 

HacTb 5. Tfle nymiie paSoiaTb poccmhckmm 1/IT-cneuMajiwcTaM 

B CTaTbe notifleT penb o B03M0>KHbix nepcneicn/iBax npn Tpyfloycrrpoi/icTBe b pa3nnsHbie 
KOMnaHnn, a TaioKe 6yflyT flan.bi peKOMeHflaui/in flrm paccMOTpem/ifl Tex nun w-ibix 
«3aiviaHHMBbix» npeAJ~io>KeHni/i o pa6oie 



B AaBHue BpeMeHa n\op,v\, 3aMyMeHHbie TflwenbiMW noBUHHOCTfl- 
mm n HecnpaBeAnnBoPi snacTbio. MenTann o fla/ieKOi/i CTpaHe 
BenoBOflbe, rue qapwT CBoCoaa. Tae HeT 3nbix uapei/i, KH93ePi, 
noMeu4HKOB, KannTanncTOB, huhobhukob h nposnx. ymeTaBiiinx 
co6cT8SHHbiPi Hapofl. Tfle 3eMJi« nnoAopoAna. a >KMTenn Ao6pw 

H npHBeTHUBbl. 

OrronocKn sthx abbhux nereHA mowho HaMTM b npeflCTaB- 
neHnn coBpeMeHHbix l/1T-cnei4na/incTOB o tom. hto ecTb TaKne 
HyaecHbie KOMnaHnn. rfle k HHweHepHOMy nepcoHany othocht- 
cfl «KaK k moflfiM", rfle HeT nupaTCKoro nporpaMMHoro o6ec- 
ne-HeHMfl, «cepbix» 3apnnaT, HeonnannBaeMbix nepepa6oTOK 
n npoHnx npejiecTeti cpeflHecTaTucTMHecKoro poccHMCKoro 
6n3Heca. 

Mw paccMOTpuM HecKonbKO nony/iflpHbix mucpob, KOTopbie 
flo cnx nop rynaioT no npocropaM MHTepHeTa n oceAatoT b ro- 

HOBaX POCCMMCKHX aMTWLUHUKOB. 

HyMHO MflTM pa6oTaTb b <3apa6aTbiBaK)iiiee > 
noApa3aejieHMe 

To ecTb pa6oTaTb b Tex KOMnaHHax. nei/i aoxoa Hanpswyio cba- 
3aH c MT-TexHonornflMn. OcHOBaH flaHHbiii Mucp Ha npocTOM 
3ApaBOM cMbicne. hukto b Tpe3BOM yMe He 6yAeT «AyuiMTb 
Kypnqy, Koropafi HeceT 3onoTbie flPiqa». Ecnn 6n3Hec 3apa- 
6aTbiBaeT, ncnonb3yfi TpyA CBoero HHweHepHoro nepcoHana, 
to OTOMy nepcoHany Hyx<HO kbk MUHMMyM oSecnenwTb aoctom- 
Hoe B03Harpa>KAeHMe n npweMneMbie ycnoBUfi TpyAa. 

YBbi, b pocchmckom 6n3Hece Bee He tbk paAy^HO. CKorib- 
ko 6bi hh 3apa6aTbiBann HHweHepHbie noApa3AeneHna, ohm, 
TaK nnn MHane, HaxoAflTca b 3aBncnMOCTM ot ynpaBneHqeB 
h APyrux npeACTaBHTenePt MeHeAWMeHTa. B nrore l/IT-cne- 
UnanncTbi npoAon>KaioT TpyAHTbca 3a HeSonbwyio 3apa6oT- 
Hyio nnaTy, npn stom nocTOHHHO noMaa ronoBy, kbk Bbinon- 
HMTb CBora pa6oTy b yc/ioBwsx cKyAHoro cpuHaHcwpoBaHUfi, 
a Bee naBpbi u 6oHycbi AOCTaiOTCfl nn6o pyKOBOACTBy 6o/iee 
BbicoKoro paHra. a to n BOBce noApa3AeneHHAM cyry6o okoho- 
MusecKoro npocpurm. 

HaAo oTMeTMTb, hto Te, kto pacnpocTpaHfieT c«a3KH o «3a- 
pa6aTbiBaKDmnx» noApa3AeneHWflx. He noTpyAnnncb cooTHe- 
cth AaHHbie Mucpbi c KOHKpeTHbiMn HanpaBneHwaMn 6w3Heca. 



HanpuMep, MT-cny>K6a b 6aHKe - c oahom cTopoHbi, coBpeMeH- 
HbiPi 6aHK He MOweT Bbi>KHTb 6e3 MT, c Apyrotf CTopoHbi. afiTMLu- 
hmkh He npuHUMaioT AeHbrn y BKnaAHUKOB n peiueHne o BbiAase 
KpeA^Ta. 

rioKa b ronoBax MT-cnequanncTOB n Apyrux HaeMHbix ahu- 
kob He ycTaHOBMTCR noHUMaHne Toro, hto HeT n He MO>neT 6biTb 
HHKaKoro AeneHna Ha «3apa6aTbiBaioinne» n «He3apa6aTbiBa- 
tomne- noApa3AeiieHH5q, HHKaKoro pe3ynbTaTa b nnaHe noBbi- 
LueHHfl MaTepna^bHbix 6nar n ynyniueHUfl ycnoBUM TpyAa He 6y- 

AeT. HT06bl BbDKHTb H HOpMa/lbHO pa3BHBaTbCfl, nK)6ow 6n3Hec 

Aon>KeH paSoTaTb cna>KeHHO. npn otom Bee noApa3AeneHna, 
cny>K6bi h OTAenbHbie coTpyAHMKn Hepa3pwBHO CB5i3aHbi Me>K- 
Ay coSoPi. 

KaKoti 6bi cneuncpuHHOii pa6oTOM hm 3aHMManncb npeACTa- 
BHTenn nH>neHepHbix npocpeccnw, ohh BcerAa 6yAyT b ponn e3- 
AOBom co6aKn. A MeHeA>Kepbi BcerAa Ha^AyT cnoco6 nonynaTb 
no6o/ibiue n pa6oTaTb noMeHbiue. lloTOMy hto nHweHepw pa- 
SoTaioT c TexHUKOM, a MeHeA>«epbi - c ntoAbMH, a nMeHHO tihdah 
3apa6aTbiBaioT n npuHocaT AeHbrn. 

rioaTowy Hyx<Ho He CexoTb ycTpanBaTbCfi Ha pa6oTy b «3a- 
pa6aTbiBaK)inee» noApa3AeneHne, a Bbi6npaTb xopomue ycno- 
bhr TpyAa m BbicoKyio 3apa6oTHyto n/iaTy. 

HywHO dpeMHTbCH pa6oTaTb b 6ojibiiJOM KOMnaHMM 

OcHOBHoe 3a6nyx<AeHMe Kpoercfl b npeAnocbinKe, hto Bee Te- 
Kyujue npo6neMbi CBfl3aHbi c cpuHaHcosbiMn TpyAHocTAMM 6n3- 
Heca, a b 6onbLuow 6oraToti KOMnaHnn t3khx npo6neM HeT. 
^Ko6bi b 6onbUJoPi KOMnaHHM nynuje ycnoBMH TpyAa. 6onbwe 
nnaw n k MT-cny>K6e b uenoM othochtca c ropa3AO Gonbweki 
CMMnaTnePi. 

Ha caMOM Rene Bee MO>KeT 6biTb c TOHHOCTbio Hao6opoT. 
MHorne KpynHbie KOMnaHHn fiBnaioT 006014 nonHoe cocpeAOTo- 
neHHe xaoca. rAe hmkto Hunero He 3HaeT n hmkto hh 3a hto He ot- 
BenaeT. a bo BceM bhhob3t «CTpenoHHHK», b ashhom c/iynae 
HT-cny>K6a. V\rw\ >Ke ohm opraHH30BaHbi no npHHijuny aHTnyTO- 
nnn, rAe uapcTByioT TOTanbHbiPi KOHTponb n noriHOCTbio Mexa- 
HucTMHecKni/i noAXOA k ynpasneHnio nepcoHanoM. 

Uenb npeBpai^eHMH coTpyAHUKOB b -<bhhthkh» m «ujecTe- 
peHKn» rwraHTCKoro 6n3Hec-MexaHH3Ma - bot TaKan cynepn- 
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Pa3BeHHaeM nonyrmpHbie Mi/icjDbi, 
KOTopbie ryrmioT no npodopaM 
1/lHTepHeTa n oce,qaKDT b ronoBax 

POCCHI/ICKI/IX ai/ITHLUHHKOB 



flea MacTo uapm b M03rax MHorwx «acpcpeKTMBHbiX" MeHeA- 
wepoB. 

KapbepHbiti pod b t3kmx ycnoBMflx MO>KeT 6biTb Becbwa 
orpaHnneH. Monoflow MenoBeK, ycTpanBatomnwcn Ha pa6oTy 
b KanecTBe coTpyflHUKa cny>K6bi Texnoflqep>KKn, Bnonine mo- 
>kqt yBonmbca sepe3 HecKonbKo neT tbkum >Ke «ManbHHKOM- 
cannopTOM». FlpuHUHa b tom, hto b nocneflHee BpeMP KOMna- 
hmm aeMOHCTpupyioT nonHoe HewenaHwe BKnaflbiBaTb fleHbrH 
b pa3Bmue co6cTBeHHbix coTpyflHMKOB, npeqnoHHTafl MCKaTb 
Ha pbiHKe roTOBbix cneLiwa/iHCTOB. 

[lepcneKTMBa BbipacTn ot aHUKeuiLquKa flo MT-flnpeKTopa - 
3to Mucp, MT-flnpeKTopa 6yflyr ncKaTb Ha dopoHe, cpeflu nio- 
flefi, y>Ke nMeBiunx onbrr pa6oTbi b flaHHOM aohwhocth, a shm- 
KePiLunKa BbiroHflT, kbk TonbKo oh HaxBaTaeTca oTpbiBOHHbix 
3HaHnii m HanHeT npeTeHflosaTb Ha mto-to 6onbwee. neM Hac- 
Tpoma paSonux CTaHquw. 

nonynapHafl Ann KpynHbix KOMnaHnPi ponb «HenoB6KOBHHTn- 
Ka» 6onbwoi/i nepcneKTMBbi He MMeeT, 3aT0 <>3arHaHHbix nouia- 
flew npwcTpennBaiOT». 

0th3cth 9to npon3oiuno n3-3a Kpn3nca 2008-2009 roflOB, 
a OTsacTM npocTO noTOMy, hto b Pocchh uapm aTMoccpepa 
■<o6e3bflHbero 6w3Hec3», paSoTaiomero no npuHunny «copBan 
n Ha flepeBO». OcTaeTCH TonbKo nowaneTb Tex HecnacTHbix, 
kto Bnownn b TaKyio KownaHnto MHoro BpeMenn m cun b pac- 
seie Ha xoTb KaKotf-To KapbepHbirt pod m b more OKa3ancs 
y pa36nToro Kopbua. 

ripuMenaHne. KaK pa3 MMeHHo b MsneHbKOti KOMnsHuin 
ecTb He6onbiune Luancbi npotiTM nyrb ot -noMomHUKa cucTeM- 
Horo aAMHHncTpaTopa» ao «cncTeMHoro aflMHHncTpaTopa» 
n AO "HasanbHUKa l/)T-OTAena». M xotr 3to cnynseTca coBceM 
He sacTo, ho TSKkie cnynsn nMenn Mecra 6biTb. K cowsneHwo, 
nocneAHfiyi Aon>KHOCTb M3 3toi/i TpnaAbi flBnaeTCfl CBoero poAa 
-KapbepHbiM noTonKOM". flanbixie Hy>KHO 6yAeT nn6o MeHHTb 
npocpeccwo Ha «ynpaBneHHecKyio», nw6o AOBonbCTBOBaTbca 
TeM, HTO HMeeuib. 

Eme oahh Ba?KHbii/i MOMeHT. B KpynHbix KOMnaHunx 33- 
TpyAHeHbi BepTMKanbHbie KOMMyHUKaunn. Ecnn b He6onbLuow 
nnn Aa«e cpeAHePi KOMnaHHH cv-icTeMHbii/i samuhuctpstop 
3AopoBaeTCfl 3a pyKy c reHepanbHbiM A^peKTopoM n Mo>KeT 



npn cnynae o6paTHTbca k HeMy c huhhom npocb6oti, to b Kpyn- 
Hoii KOMnaHnn TaKoi/i BapnaHT Bbir/iflAUT HepearibHbiM. 3ana- 
CTyio npoLqe nonacTb Ha npneM k MHHUCTpy, neM k AnpeKTopy 
cpuniiajia Sonbworo npeAnpurrrnfl. 

B KanecTBe 3aMeHbi o6meHna c pyKOBOACTBOM HaeMHbiM 
pa6oTHHK3M Bcex ypoBHeM npeAnaraioT BceB03Mo>KHbie «aT- 
TecTauMH nepcoHana», "TUMSnnAHHru- n nponne MonieHHu- 
HecKne cxeMbi MaHnnyn^unn nepcoHanoM (cm. npeAbiAymne 
CTaTbM M3 cepnn «Be3onacHoe TpyAoycTpoficT80» [1-4]). Co- 
OTBeTCTBeHHo npn TaKoi/i cxeMe 0 KaKnx-nn6o nepcneKTHBax 
noBbiiueHUfl 3apnnaTbi roBopnTb He npuxoAHTCfl, a bot maHC, 
4to no MToraM «aTTecTaMMn» pa3Mep B03Harpa>KAeHMq 6yAeT 
CHuweH, oneHb Aa>Ke B03wo>KeH. 

flaHHbie npo6/ieMbi He 3aBnc?iT hh ot npoqbuna KOMnaHnn, 
hh ot poAa AefrrenbHOc™, hh ot CTpyKTypbi KannTana. HwKaKne 
HecpTAHbie KOMnannn. KpynHbie 6aHKM, rocKopnopaunn He mo- 
ryT rapanTupoBaTb oTcyTCTBue npo6neM, kbk to HeonnaHeHHbie 
nepepa6oTKn, xaMCKoe OTHOiueHwe co ctopohw pyKOBOACTBa 
h pflAOBoro nepcoHana. oTcyTCTsne KapbepHoro pocTa, Haan- 
3biBaHne Apecc-KOAa n tbk Aanee. 

OcHOBHaa peKOMeHAaqufl onn concKaTenew: «He CMOTpnTe 
Ha pa3Mep KOMnaHUM, a oueHUTe ycnoBun, KOTopwe BaM npeA- 
naraioT. CKopee Bee otm ycnoBun ocTaHyTcn nn6o Hen3MeHHbi- 
mh 3a Bee BpeMR Bauieti paSoTbi b KOMnaHnn, nn6o mx CAenawT 
xy>Ke, HanpMMep, noA npeAnoroM onepeAHoro aKOHOMnnecKoro 
Kpn3nca». 

HywHO AepxoTbCfl uotmme k AeHbraM 

TaKoe MHeHwe nonynqpHO cpeAH nraAefi, Ha caMOM Aene Aane- 
kmx ot KaKux-nn6o SKOHOMnnecKHX no3HaHHM. Mon, ecnn mumo 
npoxoART KaKne-To TaM cpuHaHCOBbie noTOKn, to h BnonHe mo- 
>KeT hto-to nepenacTb. 

Hen3BecTHo, kto h KorAa npHAyMan 3Ty mynocTb. fleno 
b tom, hto neM 6o/ibwe o6opoT KanwTana Ha npeAnpuflTnn, 
neM Bbiiiie TpeSosaHMfl k 6e3onacHOCTn. B UTore nioAM 0Ka3bi- 
BawTCfl b noByujKe coScTBeHHoro caMoo6MaHa, KorAa Macca 
cun n >KH3HeHHbix pecypcoB yxoAUT Ha BbinonHeHne 6ecnnc- 
neHHbix npaBun. pemaMeHTOB n HopMaTHBOB b o6MeH Ha Becb- 
Ma nocpeACTBeHHoe AeHe>KHoe B03Harpa>KAeHne. flpn otom 
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Bceraa ecTb pwck 6biTb yBoneHHbiM win Aawe noi/iTH noA cyfl 
3a Manei^Luyio own6Ky. 

HanpoTUB, MT-cneunanncTbi H3 «He6oraTbix» KOMnaHurt 
MoryT no3BonnTb ce6e c 6onbiunM pa3MaxoM HacnawAaTbca 

>KM3HbKD, BpeMfl OT BpeMeHU 3aHHMaflCb He TOHbKO pa6oTofi 

c HenpeKpamatomnMCfl piotokom 3asiBOK, ho h «nnHHbiMM» npo- 
eKTaMn fl/ifl caMoo6pa30BaHH9 m noBbiweHHH KBanncpuKaMUM, 
a Taione npodo aha 3apa6oTKa. 

Hy>KHO He 6e>KaTb ycrrpai/iBaTbCfl 
Ha pa6oTy b «3apa6aTbiBarOLnee» 
noflpaafleneHHe, a BbiGupaTb 
xopowi/ie ycnoBMfl TpyAa 
1/1 BbicoKyHD 3apa6o~myra nnaTy 

CoBeT npocToPi: conociaBbTe, cooTBeTCTByeT hh pa3- 
Mep o6emaHHoro B03Harpa>KfleHnfl to My KonnnecTBy xnonoT 
h orpaHMHSHMM, KOTopoe npMfleTCfl nepeHecTM n3-3a TaKoi/i bot 

«6riM30CTH K CpMHaHCOBbIM nOTOKaM". 

llMfl KOMnaHMM roBopm caMO 3a ce6a 

3to npeflnono>KeHne flOBO/ibHO cnopHO. KoHesHO. «KpacnBoe» 
pe3KDMe (c tohkh 3peHnn paSoTHMKa cny>K6bi nepcoHana) flaeT 
6o/ibwe LuaHCOB nonynnTb MHTepecHyio h BbicoKoonnannBae- 
wyio pa6oTy. B to we BpeMA npuBneKaTenbHocTb npeflbiAyme- 
ro onwTa pa6oTbi KawAbii/i oueHUBaeT no-pa3HOMy. HanpuMep, 
cny>K6a nepcoHana MoweT oueHUBaTb pe3K3Me no rpoMKoc™ 
6peHflOB, a pyKOBOflMTenb HT-cny>K6bi (KOTopaa b npuHqune 
h ABnaeTCfl b flaHHOM cnynae np^MbiM 3aKa3HWKOM) ropa3AO 
60/ibwee 3HaneHne npHAaeT ypoBHto noaroTOBKn n nuMHbiM Ka- 
necTBaM oyAymero noflHMHeHHoro. 

..flynuje 6biTb nepBbiM b AepeBHe, seivi BTopbiM b PnMe». 
3Ta MyApocTb, noxowe, HHKorfla He noTepneT aKTyanbHOCTb. 
ripocToi^ npuMep: Ha oonwHocTb MT-anpeKTopa c ropa3AO 
6o/ibwei/i BepoaTHocTbio B03bMyT MT-flnpeKTopa m MeHee 
KpyriHOM KOMnaHnn, neM xopoutero MeHeAwepa cpeflHero 3Be- 
Ha, CBoero coTpyAHUKa. 

rioMMMo Bcero nponero, b n3BecTHbix SpeHAax name Bce- 
ro npucyTCTByioT Bee HeraTMBHbie cpaKTopw KpynHbix kom- 
naHHM. rioaTOMy cTaTb « nenoBeKOBHHTHKOM » 3flecb ropa3flo 
npome, seM Ha MeHee «3aMeTH0M» npeflnpufiTnu. HanpuMep, 
b peKnaMHbix ponwrax HeKOTopwx n3BecTHbix KOMnaHnii Ae- 
MOHCTpupyioTCfl no3yHrn Bpofle «cncaAMHH y Hac - nepBbii/i 
HenoBeK», a Ha flene npaKTHKyeTca KnaccHHecKaa «na/iOHHafl 
flnci4nnnnHa» no OTHOiueHHio k «o6cny>KHBaiomeMy nepcoHa- 

ny», KOTOpbIM CHHTatOT H CUCTeMHblX aflMMHMCTpaTOpOB. 

noflbiTo>KMM Bee BbiiiiecKa3aHHoe: «5\ pa6oTan b...» - 
3to 3BysuT 3flopoBO. noKa He cnpocflT: -<A hto Tbi TaM Aenan?» 

Ho 3to eme He Bee. HacTo 6biBaeT, hto npeAno>KeHne 
no 3apnnaTe b n3BecTHbix KOMnaHwax 0Ka3biBaeTcn 3HanM- 
TenbHO CKpoMHee, neM b MeHee pacKpyMeHHbix. HMeeT Mec- 
to 6biTb TaKan KnaccunecKafl MaHnnyrmuna: «Bbi noHUMaeTe, 
3a Bee Haflo nnaTHTb, b tom nucne n 3a npecTM>K...» \Arw\ ro- 
BopflT: «3aT0 nocne pa6oTbi b Hawert KOMnaHnn Bac c yao- 
BonbCTBueM B03bMyT Kyfla yroflHO». Ho Ky/^a yroflHo He B03b- 



MyT, m coBceM He cpaKT. hto Boo6me nonysnTcs 6bicTpo HaCiTu 
pa6oTy, 3tot sonpoc Mbi y>Ke paccMOTpenn Bbiiue. A nnaTMTb 
co6cTBeHHoPi ynyaieHHOM BbiroAOti 3a npecTM>K paSoToaaTena 
SeccMbicneHHo. 

OflHH H3 noBefleHHecKnx npneMOB atir tbkhx cuTyauufi - 
b oTBeT Ha 6oapoe 3a$iBneHne HR-MeHefl>Kepa Ha TeMy «BaM 
npeaocTaBnfleTCfl yHUKanbHbiii niaHC nopa6oTaTb b n3BecTHOi?i 
KOMnaHMH" 0Ka3aTb hto-to Bpone: "3to aha MeHA cymecTBeH- 
hoPi ponn He nrpaeT. a pa6oTaio xopoiuo b nio6oM cnysae, 
He3aBncnMO ot n3BecTH0CTn KOMnaHnn». Ecnn noA MacKoi^i 
n3BecTHoro SpeHAa CKpbiBaeTcn «coKOBbi>KHMaTenb», HR no- 
CTapaeTcn ot Bac nocKopee M36aBHTbc«. noTOMy hto nonwTKa 
MaHMnynnpoBaHMfl npoBanwnacb. 

3anaflHbie KOMnaHMM nysuje pocchmckmx? 

M Aa, m HeT. Bee 3aBncnT ot KOHKpeTHbix napaMeTpoB, no koto- 
pbiM onpeAe/iflioTCfl npenMyLAecTBa. 

Bo-nepsbix, noA BbiBecKofi «3anaAHasq» nnn «3apy6e>KHafl 
KOMnaHwsi» MoryT HaxoAHTbcn npeAnpn?iTMfl, a6conioTHo pa3- 
nnHHbie no CBoefi cy™. B oahhx 6ok 0 6ok pa6oTaeujb c skc- 
naTaMn - BbixoAUaMM H3 pa3BMTbix KannTanMCTunecKnx cTpaH. 

ripM 3T0M MHOCTpaHL4bl pa60Ta(OT Ha pa3nMHHblX AOn>KHOCTflX: 

ohm He TonbKO Ton-MeHeAwepbi, a n pyKOBOAHTenn cpeAHero 
3BeHa, KOHcynbTaHTbi n TaK Aanee. CooTBeTCTBeHHo ypoBeHb, 
MeroAbi ynpasneHun m KopnopaTHBHan KynbTypa Syqyr cunbHO 
npn6nn>KeHbi k 3anaAHbiM CTaHAapTaM. 

flpyroe Aeno, ecnn KOMnaHna BpoAe 3anaAHan. a pyKOBOA- 
ctbo n npaKTnnecKn Becb nepcoHan - poccnuiCKne rpa>KAaHe, 
3a He6ojibiunM MCKjuoneHneM. B stom cnynae pa6oTa b AaHHort 
opraHM3aunn HuneM He OTnunaeTCfl ot KnaccunecKOM poccni?i- 
ckom «KOHTopbi», nHorAa Aaxe c xyAiunMn ycnoBH^Mn. Hanpu- 
Mep, bo BpeMfl HeSbiBanoM wapw b MocKBe neroM 2010 roAa 
poccuficKoe pyKOBOACTBO OAHOii W3 TaKMx «3anaAHbix» KOMna- 
HMfi nonbiTanocb coKpawb pa6oHnii AeHb n3-3a BbicoKoti TeM- 
nepaTypw, Ha hto HHOCTpaHHbie Ton-MeHeA>Kepbi noTpe6oBann 
OTMeHHTb pacnopn>KeHne n ocTaBHTb n3HbiBaiOLAMx ot >Kapw 
n\op,ev\ Ha pa6onnx MecTax. 

OTnuHHTb 3tm Asa BapnaHTa AOBonbHo nerKO. Ecnn Ba- 
KaHcufl cBA3aHa c HenocpeACTBeHHOM pa6oTOrt c SKcnaTaMH 
n HHocTpaHqeB b ashhom MecTe AOBonbHo MHoro, ot concKaTe- 

noTpe6yK)T xopomee 3HaHne aHmnwcKoro A3biKa. WacTo co- 
ncioTe/ietf npocflT npouiTu AononHHTenbHoe MHTepBbK) Ha Tpe- 
6yeMOM MHOCTpaHHOM A3blKe. 06blHHO Heo6xoAHMO 3HaHne 
anrnnkicKoro A3biKa Ha ypoBHe Intermediate [5], ho MoweT no- 
TpeSoBaTbcn B/iaAeHMe cppaHi4y3CKMM, HeMeuKMM. ncnaHCKUM 
nnn ApyruM f)3biKOM BeAymux MnpoBbix Aep>naB. 

Hto )«e KacaeTCfl «MH0CTpaHHbix» KOMnaHnPi c pyccKUM Me- 
HeA>KMeHTOM. K3K npaBuno. 3HaHne fl3biKa nnn He TpefiyeTcn 
BOBce, hjw pa6oTOAaTerib totos 3aKpbiTb ma3a Ha HeAOCTaTon- 

HbM ypOBeHb fl3blKOBOI?l nOArOTOBKH KaHAHAaTa. 

Ho ecTb HeKOTopbie nepTbi, KOTopbie BbiroAHO OTnunaKDT 3a- 
naAHbie cpupMbi ot poccuwcKux. 

HanpuMep. b KOMnaHunx c MHOCTpaHHbiM KannTanoM 6onee 
TpeneTHO OTHOCflTCfi k BonpocaM nnMeH3npoBaHna nporpaMM- 
Horo o6ecneHeHHfl. OTnacTn M3-3a TpaAnunoHHoro 3anaAHoro 
yBa>KeHHfl k nacTHoPi coScTBeHHOCTn, oTHac™ n3-3a He>Kena- 

HWfl HATH Ha KOHCpflHKT C MeCTHblMH BfiaCTflMM. ECHH CHCTeMHbM 
aAMHHHCTpaTOp B pOCCHflCKW KOMnaHHH, yBHAeB 3HaKOMyK3 

HaAnHCb «npoAyKT pacnpocTpaHfleTca no nnueH3MH GPL..», 
paAOCTHo 3anBnfieT pyKOBOACTBy, hto sto «6ecnnaTHo», to 60- 
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nee HeM BepoflTHO. hto b 3anaflH0ti cpupMe ero HacToPiHUBo 
cnpocflT. fleiicTBMTenbHo nn stot npooyKT pacnpocTpaHaeTCfl 
6ecnnaTHO, HeT nn orpaHHneHW/i no noBOAy KOMMepnecKoro 
wcnonb30BaHnn, HeT nn TpeSoBSHntf no nosofly o6fl33Tenb- 
Horo npno6peTeHna nnaTHOM noAAepwKw n yTOHHfinncb nu 
Bee a™ Bonpocbi y npaBooSnaflaTena. B 6onbww-icTBe poc- 
cumckhx KOMnaHufi Ha TaKne «MenoHn» Bee eme npuBbiKnn 3a- 
KpbiBaTb rna3a. 

Eme oflHH nHTepecHbiPi momcht - TpeSoBaHne k pa3flene- 
hwo Tpyfla. HanpuMep, cucTeMHbiti unweHep, nopbiBaioiuwPi- 
cfl noMeHATb annapaTHoe o6ecneneHne nnn nepeycTaHOBMTb 
cucTeMy Ha CBoeM KOMnbKrrepe, oyqeT, MnrKO roBopa, He- 
npaBunbHO noHHT. flna npocTbix cpyHKunPi ecTb cny>K6a Tex- 
noflflep>KKM. 3aflana nH>KeHepa npn t3kom noflxofle cboahtch 
k pa6oTe hsa cnowHbiMn peiueHHAMn. M HUKSKne apryMeHTbi 
BpoAe "flawe reHepan caM huctut csoe Ta6enbHoe opywHe- 
He HaxoflflT oTKnuKa. Bee HacTpoeHO Ha to, HTo6bi BbiKanaTb 
K3K mowho 6onbLiie fleHer H3 HaeMHoro nepcoHana. 

PeKOMeHflau^u flna concKaTeneii. Ecnw AertCTBHTenbHO 
ecTb cunbHoe *enaHne nopa6oT3Tb b 3anaflHow KOMnsHnn, 
HanpuMep, b qennx flanbHeMLuew HMMnrpaunn b pa3BHTyio 
CTpaHy. to Hy>KHO oSpaTHTb BHMMaHne Ha A3biKOBbie Tpe6oBa- 
HMfi. B npoTMBHOM cnynse hsao oneHb npnAnpHWBO H3ynnTb to, 
hto BaM npeflnaraHDT. 1/lHane ecTb pucK nonacTb b CHTyaunio, 
Korfla ot pa6oTHMKOB Tpe6yiOT npon3BOAHTenbHOCTn TpyAS 
Ha ypoBHe 3anaAHbix ctshasptob, npn stom 3apa6oTHaa nnaTa, 
ycnoBMH Tpyaa n MSTepnanbHoe o6ecneseHne 6n3Hec-npouec- 
cob 6yflyT b paMKax xyALunx TpaAnun^ poccuPicKoro 6u3Heca. 

HecKO/ibKO npaKTusecKHx cobctob 

KaK bhaum, KorAa Aeno KacaeTCfi peanbHOCTn, nnnKD3MH o sy- 

AeCHblX KOMnaHUflX, B KOTOpblX MeCTHbie SI/ITHLUHHKH >KHByT, 

KaK b CKa3Ke, KyAa-To yneTynnB3ioTCfl. rioHeBone 33AyMaewb- 

Cfl O TOM, CTOUT OH MCKSTb «K0Mn3HHI0 CBOefi MBHTbl » HHM M3- 

ysnTb APyrne, 6onee "npn3eMneHHbie» BapnaHTbi. 

B nepByio osepeAb He HaAO 33u,HKnnB3Tbca b paMKax oahom- 
AByx npocpeccw/i. Ecnn HeT paSoTbi c npneMneMbiMM ycnoBun- 
mh no CBoei/i cneunanbHOCTH, ctomt 33AyM3TbCfl o CMeHe npo- 
cpeccnn. HywHo yMeTb HsxoAUTb y ce6fl Hepeann30BaHHbie 
cnoco6HOCTn n yMeTb mmh nonb30B3Tbca. Xopoiiinti SyxranTep, 
o6cny>KMBaioiAHki ABe-Tpn dpwpMbi Ha AOMy, MoxeT 3apa6aTbi- 
BaTb He MeHbiue, neM. HanpuMep. MH^eHep no oSopyAOsaHMto 
Cisco c cepTucfrnKaTOM CCNP. HaAO npocra nonauje npucny- 
ainBaTbCfl k ce6e n noAXOAHTb c yMOM k Bbi6opy hobom pa6oTbi. 

He cneAyeT AOBepnTb hukskum -«XBane6HbiM» 0T3biBaM. 
ripn npocMOTpe ntoSofi ny6nnK3u.nn o KOMnaHnn cneAyeT HCKaTb 

HHCpOpMaMHK) «Me>KAy CTpOK". EcnH OT3blB CnHUJKOM OnTMMH- 

CTHMHbiti, cnatnaBbiM, HanbimeHHbi^, ecnn b HeM ecTb chulukom 
MHoro o6eLuaHHM. CKopee Bcero oto Ae3MHCpopMauM5i c uenbra 
nonysHTb <«KaHapefiKy 3a KoneiiKy, n hto6 nena n He ena», I~1om- 
HUTe, hto nio6bie HHTepBbio, nio6bie «aHanuTHHecKne o630pbi», 
nio6bie "CTaTMCTusecKne 0TneTbi» n nKD6an APyraa uncpopMa- 
UMfl M3 pa3pnAa '-Ann concKaTenePi" - sto Bcero nnujb cnaAKaa 
no>Kb flnfl ycbinneHun SAHTenbHOCTn. 4eM Sonbiue KOMnaHun 
ce6fi xBannT. TeM KpnTHHHee Hy>KHO OTHecTMCb k ee npeAno- 
>KeHH(o o pa6oTe. Mo>kho CKa3aTb, Aa«e ^ecTse. HeM 6onbine 
npeACTaBHTenw TOi^i nnn v\ho\a KOMnaHnn AeMOHCTpupyioT no- 
3HTHBHoe OTHoiueHne k HT-cny>K6e, TeM onacHee TyAa TpyAoy- 
CTpanBaTbCfl. CKopee Bcero oto xecTKwii «coKOBbDKHMaTenb», 

npOCTO npUKpblTbM «n03MTMBHblM WHCpOpMaUHOHHblM CpOHOM". 



3aMacTyio cypoBan peanbHOCTb nMeHHTbix 6peHAOB, OKpy- 
)KHBi±ia?i hobuhkob nocne TpyAoycTpoMCTBa, cnoco6Ha BornaTb 
b AenpeccuKD Aa*e caMbix ctoi^khx. 

Ha caMOM Aene npeAnocbinKM TaKoro He33BHAHoro nono- 
weHHfl pocchmckhx MT-cneunsnncTOB hcxoa^t ot hmx csmmx, 
Msnewiusfi KOHConnA3Un« ycunnki b cTpeMneHnn o6e3onacnTb 
ce6a n cboux Konner ot npon3Bon3 psSoTOAaTeneM AaeT Becb- 
Ma nono>KHTenbHbiPi acpepeter, 

l/l3yHeHne MHcfjopMauuoHHbix 

MCTOHHMKOB B COHeTaHHI/l 

c TOTaribHbiM HeflOBepweM 

k nho6oM xBaneSHort MHctDopiviauwui, 

BHUMaTGflbHOCTb K MeJIOHaM 

i/i HenpeflB3HToe OTHomeHi/ie — 

nOKa HTO 3T0 eflMHCTBeHHbie 

BepHbie C0KD3HHKH coi/iCKaTerm 

K coxaneHHK), b stom nnsHe cpeAn pocchmckhx si^thlu- 

HHKOB nOK3 HTO nonHblfi p336pOA H UJ3T3HHe. B OTHHMMe, H3- 

npuMep, ot aBnaAncneTHepoB nnn LuaxTepoB npeACTaBMTenn 
nH>KeHepHbix npocpeccuii tsk h He Hsysnnncb AoroBspuBSTbcn 
Me>KAy co6ow n BbiABursTb coBMecTHbie TpeSoBaHun. (llonbiTKn 
ocMbicnuTb AaHHyio npo6neMy BpeMfi ot BpeMenn BcnnwBaiOT 
b 6norsx [6].) flosTOMy npn TpyAoycTpowcTse K3>KAbiPi KaHAH- 

A3T MOWeT paCCHMTblBaTb MCKniOHMTenbHO Ha cboh cunbi. 

TmaTenbHoe n3yneHne Bcex HHcpopMsunoHHbix mctohhukob, 
oco6eHHo '-nepHbix cnncKOB p36oTOA3TeneM», b coseTSHnn 
c TOTsnbHbiM HeAOBepneM k n\o6ov\ XB3ne6HOM MHCpopMaqnn, 
BHHM3TenbH0CTb k MenoHSM n HenpeAB3^Toe OTHOiueHne - 

nOK3 HTO 3TO eAUHCTBeHHbie BepHbie COHD3HHKH COUCKSTenfl. 
•*« 

HaAeiocb, hto peKOMeHAaunn, AaHHbie b cTaTbe, noMoryr HMTa- 
TenflM H3MTM AeiiCTBMTenbHo AOCTOWHyio ps6oTy. B cneAyroateM 
CTSTbe Mbi psccMOTpnM H3n6onee nonyn^pHbie Tunw KOMnaHufi 
Ana TpyAoycTpoMCTBa poccuPiCKnx MT-cneunanncTOB. ESS 
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3. HBaHOB B. Be3onacHoe TpyfloycTpoiiCTBO. HacTb 3. Hto noMora- 
eT nnn MewaeT paSoTaTb m 3apa6aTbiBaTb. //«CncTeMHbiii aflMu- 
HMCTpaTop», Ns 1-2. 2014 r. - C. 120-123 ( http://samag,ru/afchive/ 
anjclg/2625). 
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neK - http://WWW.sql.ru/rjlQgs/taper/938- 



CHCTeMHbW 3flMHHHCTpaTOp HK)Hb2014 



87 



Kapb>epa/06pa30BaHt/ie 



pt>iHOK Tpy,qa 



BaKaHCMn: TecTMpoBiqHK 110 



Ba>KHbiM npoueccoM, no3BormKDini4M npoBepMTb KanecTBO KOAa, mnneicn TecTMpoBaHne. 
3ia pa6crra TaK \a Ha3biBaeTca «TecTnpoBLnm<n nO», npocf)ecci4fl oneHb aKTyaribHa 
h BOCTpe6oBaHa Ha HT-pbiHKe. Mbi cnpoci4nn y npeflCTaBmeneii KOMnaHMti, iokhm 
Tpe6oBaHMHM flonxeH yAOBfiGTBopsT Ka HflUflaT-Te cth p o b ihhk 



1. KaKMMn 3HaHnnMM m H3BbiK3MH AonweH o6naflaTb TecTupoBLunK no? 

2. KaKoe MHCTpyMeHTapMM T6CTnpoBU4MKa no? 

3. KaKOBbi Tpe6oBaHnsi KOMnaHMM k ypoBHK) o6pa30BaHHA noTeHU.ua/ibHbix cotpyahukob? 

4. KaKne Tpe6oBaHHn npeflbflBJiflhOTCfl k onbuy pa6oTbi? 

5. Edb nv\ oco6bie Tpe6oBaHnn, KOTopbie o6ycnoB/ieHbi cneuncpMKoii AeaTe/ibHOCTM KOMnaHnn? 



TuMocpew CypryseHKO. 

HananbHMK AenapTaMema kohtpojih KasecTBa b Parallels 



A flna Hac caMoe BawHoe - oto o6maa KOMnbioTepHaa rpa- 

MOTHOCTb. aKKypaTHOCTb M KOMMyHHKa6enbHOCTb, Be3 KOM- 

MyHUKaSe/ibHOCTn HHKyaa, TecTupoemnKy BOo6me nocroflHHO 
npuxoflmcfl hto-to y Koro-To y3HaBaTb. c KeM-To o neM-To ao- 
rosapuBaTbCfl, oOocHOBbisaTb HenpaBunbHOCTb Toro nrin nHoro 
noBeAeHMA cucTeMbi n t.a. Be3 aKKypaTHOdn, caMo co6oh, Towe 
b TecTupoBaHnn AenaTb Henero. KciaTu, caMbitf npocTOH cnoco6 
HE nonacTb k hbm Ha coCeceAOBaHne - sto cflenaTb onenaTKy 
(noflHepKUBara - nweHHo onesaTKy, a He opcporpacpusecKyio 
h/ih rpaMMaTMMecKyto oiun6Ky) b pe3K)Me, unn TecTupoBLAM- 
Ka 3to HeAonycTMMo. Ee3 oSmew KOMnbioTepHoi/i rpaMOTHOCTi/i 
Towe HMKyqa - cneKTp 3aflan, pewaeMbix TecTupoBinwKaMM, 
oneHb LunpoK, n, ecnn oh SyneT nocTOfiHHO na3MTb b Google, 
MToCbi noHfiTb, hto TaKoe own6Ka 404 nnn seM oTnunaeTCfl IP- 
aApec ot MAC-aApeca, ero npoflyKTMBHOCTb 6yAeT cunbHO 
Hn>Ke wenaeMOM. 

2ronoea v\ pyKH - bot ochobhom MHCTpyMeHTapnw TecTwpoe- 
muKa no b HaiuePi KOMnaHnn. A noMoratoT eMy b era He- 
nerKOii pa6oTe TaKMe HHCTpyMeHTbi. KaK Atlassian Jira (rAe y Hac 
nodpoeH Becb TexHonori/mecKHH npouecc pa6oTbi c AecpeKTa- 
mh, 3aAanaMn m cpyHKquoHanoM), Atlassian Confluence (rAe Mbi 
xpaHUM TpeSoBaHnn. a TaKwe boo BHyTpeHHioio 6a3y 3HaHni/i), 
TestLInk (nepenncaHHbiM hbmh nyrb MeHee neM nonHOCTbio - TaM 
Mbi xpaHMM h BbinonHfleM TecTOBbie cueHapnn), a TaKwe orpoM- 
Hoe KonnHecTBO caMonncHbix cepBucoB h Tyn30B (ot peflaKu.nn: 

tOOlS-HHCTpyMeHTbl) fl/lfl aBTOMaTM3MpOBaHHOrO pa3BepTblBaHHfl 

TecTOBbix HHcppacTpyKTyp, HanncaHHfi it nporoHa aBTOMa™- 



HeCKHX TeCTOB, aHanHTHKH TeCTOBblX pe3y/1bT3TOB H nOKpblTHfl 

npoAyKTOB TecTaMH, c6opa MeipHK no npoeKTaM h nioAflM h mho- 
ro KaKMx eme 3aAan. CoBpeMeHHbie noflxoflbi k QA nocTOHHHO 
OBoniouHOHHpyioT, KaK m HaiiiH HHCTpyMeHTbi, nosTOMy Mbi no- 
ctoahho hto-to AonwcbiBaeM, flOKpyHHBaeM m npoSyeM HOBbie. 
He flyMaio, hto Korfla-nn6o Mbi cmokom 3anBMTb. hto TeKyinMM 
Ha6opoM Tyn30B Mbi yflOBneTBopeHbi. 

3CneuncpnHecKnx Tpe6oBaHni/i k o6pa30BaHHKD KaHAHAaroB 
y Hac HeT. KoHenHo we. KaK h nio6afl Apyran KOMnaHHH, mw 
paAbi BHAeTb y ce6fl Ha co6eceAOBaHHfix BbinycKHHKOB Bep,ymv\x 
TexHHHecKHx By30B, T3KMX KaK MOTH, Mry, MMOH. BayMaHKa 
h t.a. Ho Ha coSeceAOBaHMe k hbm MoweT nonacTb BbinycKHHK 
win CTyAeHT nioSoro By3a, 6yAb to TexHapb hhh ryMaHHTapHii, 

H3BeCTHblM By3 MflM HeH3BeCTHblfi TeXHHKyM. y Hac B LUTaTe 

ecTb nioflM flawe h BOBce 6e3 Bbicujero o6pa30BaHnn. A flanee 
see 33BHCMT ot caMoro KaHflHflaTa, KaK oh noKa>neT ce6n Ha co- 
6eceAOBaHnn. PaAH MHTepeca noAHfin pe3K)Me HaHRTbix k hbm 
b OTAen 3a nocneAHHM toa - tbm BbinycKHMKM MexMaTa Mry, 
MOTH, Ml43Ta, MAflH. BayMaHKH. MrCY, MdTIA, Hry, Bry. 
KeMepoBCKoro rocyAapcTBenHoro yHHBepcuTeTa. XaKaccKoro 
rocyAapcTBeHHoro yHMBepcwTeTa m t.a. 

4B HAeane HaM. KOHenno we, xoTenocb 6bi BHAeTb y ce6a 
nioAen c 5+ roflaMH onbiTa paSoTbi no cneunanbHO- 

CTH B OflHQH H3 BeflyUjHX npOflyKTOBblX HT-KOMnaHHH Pocchh 

h MHpa. yBbi, b pea/ibHoc™ T3Knx KaHflHAaTOB Ha pbiHKe TpyAa 
noHTH HeT, hhh 3a humh BeAeTCfl HacTOflman oxoTa h HAeT 6ec- 
KOMnpoMMCcnafl 6opb6a Me>KAy noTeHunanbHbiMn paSoTOAaTe- 
nflMH. A nioAH HywHbi. riooTOMy k ce6e b oTflen mw nacTo npHHH- 
MaeM hobhhkob coBceM 6e3 onbiTa pa6oTbi no cneunanbHOCTn. 
14 AanbLue pacTHM hx caMM. B ochobhom TaKHe dioah mmciot 
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Kapbepa/D6pa3QBaHne 



connflHbifi onbu paSoTbi b flpyrow MHTepecHOM hsm cneunanb- 
hocth (HanpuMep. b cmctcmhom aflMUHMCTpupoBaHnn nnn npo- 
rpaMMnpoBaHMn) n KaKMe-To AocTMweHMH, a TaKwe oTBenaioT 
o6i_uhm Tpe6osaHMfiM- 

Kpowe Toro, Mbi npaicrnsecKn He HaHnwaeM nraflew co cto- 
poHbi Ha BeAyu4ne aoh>khoctm, a TaKwe Ha MeHeA^epCKMe no- 
3muhm, npeanoHHTafl pacTHTb t3kmx cneunanncTOB caMM. M sto 
flaeT pe3ynbTaT, KapbepHaa necTHnua n b OTflene, m b KOMnawiM 
paSoTaeT AOCTaraHHo xopowo. 3a nocneAHne neTbipe roAa H3 
OTAena TecTupoBaHUJi Bbipocnn oa^h A^peKTop no pa3pa6oTKe 
n ABa Bnue-npe3HAeHTa, 

5KoHeMHO we, TaKne TpeSoBaHUfi ecTb. flyMaio, 
b toi/i nnn mhom Mepe ohm ecTb y nio6oM KOMnaHMM. Haiua 
cneun4)MKa 3aKnioHaeTCfl b tom. hto Haw cocpT npeAHa3HaseH 
Ann BMpTyanM3ai4MM m ynpaBneHMn MT-MHcppacTpyKTypow oSnan- 
Horo npoBafiAepa, noaTOMy TecTMpoBLquK o6fl3aH Ha xopoiueM 
ypoBHe 3HaTb, mto 3to 3a MHCppacTpyKTypa n KaK eio ynpaBnaioT. 
Ppn HaujMx TecTMpoBLUMKOB He cocTaBnneT TpyAa pa3aepHyTb 
m HacTpoMTb Microsoft Exchange mhm Lync, pa3o6paTbca b Ae- 
6pax KOHdpMrypauMM Apache Mnw M3onMpoBaTb xnipyio oiUM6Ky 
rAe-To b cucTeMHbix KOMnoHeHTax Linux. floaTOMy nacTo Ha aoh>k- 

HOCTb TeCTMpOBLUMKa Mbi MLqeM HKDAeM C Cepbe3HblM OnblTOM 
B CMCTeMHOM aAMMHMCTpMpOBaHMM MDM Tex, KOTO npMHflTO Ha3bl- 

BaTb «nMHyKCOMAaMM». Ha nocneAneM co6eceAOBaHMM, HanpM- 
Mep, y MeHfl 6bin cwcaAMMH c BOCbMnneTHMM onbiTOM paSoTbi. 

KpoMe Toro, y Hac HeoSxoAHMO 3HaHMe aHmMMCKoro A3biKa, 
xoth 6bi Ha ypoBHe pre-intermediate, nocKonbKy secb BHyrpeH- 

HMM AOKyMeHTOOSopOT BeAeTCfl Ha aHTflMMCKOM. 



Knpunn Oa/ibK, 

Ted jima .NET-KOMaHflbi b JetBrains 



Iflrm Hac caMoe Ba>KHoe, HTo6bi TecTMposinMK nio6Mn cbokd 
padoTy, nio6Mn TecTMpyeMbiM npoAyKT, rny6oKo m ujmpoko 
noHMMan ero bo3mo>khoctm, K3Kne npoSneMbi oh no3BonFieT pe- 
LiiMTb b 6oesoM o6cTaHOBKe y nonb30BaTenei/i. Ee3 noHMMaHM^ 
TecTMpyeMoro npoAyKTa HMMero He nonyHMTCH. 

TaK KaK Mbi >KMBeM b Mupe .NET, to TecTMpoBLU.nK TaKwe 
Aon>KeH noHMMaTb, KaK b stom MMpe Bee ycipoeHo, mto TaKoe 
CLR, garbage collector. B JiMHefiKe .NET-npoAyKTOB ecTb pa3- 
Hbie (ReSharper, dotTrace Performance, dotTrace Memory, 
dotCover), BeAymHM npoAyKTOM b .NET-AenapTaMem-e y Hac 
HBrmeTCfl ReSharper, cooTBeTCTBeHHO se/iOBeK, nonaAaiouaMM 
b KOMaHAy TecTMpoBaHMR ReSharper, AonweH noHMMaTb, KaK 
ycTpoeHbi IDE (b HacTHOdM, Microsoft Visual Studio), MMeTb xota 
6bi o6mee npeAdaBneHMe 0 pa3fiMHHbix .NET-TexHonorMftx, 
H3biKax nporpaMMMpoBaHMfl. C APyroM CTOpOHbi, ecnM senoBeK 
- npocpeccMOHan b CBoePi oSnac™, to M3yHMTb HOByio TexHono- 
rvwo uriM HOBbiM noAxoA Ana Hero He npo6newa. 

CooTBeTCTBeH ho Mbi TaKwe paccMaTpwBaeM nioAeM c onbiTOM 
TecTMposaHMq Java/Be6-opMeHTnpoBaHHbix npoeKTOB. 

TecTMpoBaTb hioaw Moryr no-pa3HOMy. MMeTb pa3HbiM onbiT 
(pyHHoe/aBTOMaTM3npoBaHHoe TecTMpoBaHMe/performance 
testing), ho Mbi b nepByio onepeAb cmotpmm na to. KaK TecTMpoB- 
iHMK AyMaeT. paccy>KAaeT, totob m oh k caMOo6yseHMio, MoxeT 
riM caM cTaBMTb ce6e 3aAasM m ycneiiiHo mx pemaTb, HacKonbKo 
KOMcpopTHO oh HyBCTByeT ce6n npM pa6oTe b KOMaHAe. 



3axofli/iTe, Bbi6npaMTe / noKynaMTe! 

BaM HpaBHTc^ Haw wypHa/i? Bn Mo>KeTe c hum He pa3/iyHaTbCfl! 
Hto f\nn 3Toro Hy>KHO cfle/iaTb? 

B HaiueM MHTepHeT-Mara3HHe no aflpecy: http://samag.ru/catalogue 
mo>kho npno6pecTM OTfleAbHbie HOMepa >KypHanoB «CncTeMHbii?i aflMHHMCTpaTop» m «Bmt» 
n KHUTH Haujux aBTopoB. 



TaK>Ke TaM mo>kho KynnTb npuHTHbiw rna3y n AyuJ^ 
n oflHOBpeivieHHO no/ie3Hbiw b xo3flMCTBe cyBeHup 

C 4>HpMeHH0M CMMBO/lUKObi «CncTeMHoro 

aflMMHMCTpaTopa»! HacTO/ibHbie nrpw «JloKa/iKa» 
m «Outsourcer», Kpy>KKy «CoAHeMHoe HacTpoeHne», 

(f)yT60AKH «CnCTeMHblM aflMHHMCTpaTOp» 

n «riporpaMMMCT», naTHaujKM-aHTHCTpecc 
«Co6epn M03rn» n MHoroe .qpyroe. 

CaM0BbiB03 (MocKBa, LUepeMeTbeBCKaa yAima, 
flOM 85, CTpoeHne 2) mam flociaBKa IIomtom Poccmm. 

CTOMMOCTb flOCTaBKM 200 p. 



- 
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2rnaBHoe - sto ronoea. A MHCTpyMeHTapuPi y Hac pa3- 
nuMHbiPi - HaHHHan ot Been nnHenKM MS Visual Studio, 
pa3nnHHbie VCS, n 3aKaHHHBan Tyn3aMn Ann nsyneHnn Kpew- 
flaMnoB, HanpuMep, WinDbg. Hcnonb3yeM, KOHeHHO, cboh we 
Ty/i3bi Ann npocpnnnu.nn naMRTu n npon3BOAnTenbHOCTn npo- 
rpaMMbi. 

3 0co6bix TpebosaHnn y Hac HeT. Mbi obpamaeM bhhm3- 
Hue Ha to, mto senoBeK yMeeT n neMy obynnncn. Ha Ha- 
nnsne flwnnoMa (KpacHbin/cnHnn) Mbi cmotpum b nocneAHioio 
onepeAb. 

4f1oBToptocb, Haw sa>KHo. hto nenoBeK 3HaeT n hto yMeeT. 
Ho Mbi CTapaeMCfl Ha6npaTb ntoAen ywe c onbiTOM TecTn- 
poBaHun bonbwnx KOMMepnecKnx npoAyKTOB. 

5BonbiiinHCTBo Haiuwx nonb30BaTenePi - nporpaMMUCTbi, 
n cooTBeTCTBeHHo TecinposaTb Bee npoAyKTbi H3A0 CTa- 
paTbca c no3nunn nporpaMMnora. Echm roBopnTb. HanpuMep, 
o ReSharper, OAHy n Ty we 3aAany pa3Hbie nporpaMMUCTbi Moryr 
peanu30BaTb no-pa3HOMy. cooTBeTCTBeHHo hbm sto hsro ynnTbi- 

BaTb npH TeCTMpOBaHUH dpyHKLlHOHa/lbHOCTlt. 

Oner dpoKaTbiii, 

pyxoBOAMTejib oTAcna TecTMpoBaHHH KOMnaHMM «1C-6mtpmkc» 

Mbi paSoTaeM b ochobhom b oSnacTM Beb-TexHonornn, nosro- 
My peKOMeHAaqMn Aaiorcn c stoi/i nonpaBKon. 

1Heo6xoAnwo noHUMaHne cneuncbunn cpeAbi n o6beKTOB 
TecTupoBaHUfl. Ecnn roBopnTb o Be6-pa3pa6oTKe, to Hyw- 
Hbi 3HaHnn pa6oTbi Be6-TexHonornM, cxeMbi pa6oTbi Beb-canTOB, 
Be6-cepBepoB. 6a3 AaHHbix, yMeHne nx KOHCpnrypnpoBaTb, xoth 
6bi Ha 6a30BOM ypoBHe. 

3HaHne aHmnficKoro n3biKa Ha ypoBHe Bbiiue HasanbHoro, a 
nymue cpeAHero, hto no3BonnT HMTaTb pa3nnMHbie MaHya/ibi. 

HannHne rpawoTHoro pyccKoro (Hnn aHinnncKoro) n3biKa u 
yweHnn TaKwe rpaMOTHo n noHnTHo M3/iaraTb cbom Mbicnn. 3to 
no3BonnT 6bicTpee AOHecm ao pa3pa6oTHMKa cyTb HanASHHon 
npobneMbi n npnPrrn k ee peiueHnio 

Heo6xoAHMO obnaAaTb cpam"a3nen, nrobbi creHepnpoBaTb 
MaKcuManbHo pa3ywHoe KonnnecTBO npeqeAeHTOB pa6oTbi c 
npoAyKTOM. 

Mbi BeAb roBopuM o KBanw+jnqnpoBaHHOM TecTnpoBinnKe. 
TaKon TecTupoBinnK AonweH yMeTb pa6oTaTb c MHCTpyMeHTaMn 
aBTOMaTM3aqnn, to ecTb AonweH yMeTb nporpaMMnpoBaTb Ha 
ypoBHe «Bbiuue 6a30Boro», a nysuie «xopoujo». 3to no3BonnT 
pa3pa6oTaTb pa3/innHbie cppenMBopKn, CKpnnTbi n nHCTpy- 

MeHTbl aBTOMaTM3HpOBaHHOrO TeCTHpOBaHMfl, KOTOpbie B uTore 

noMoryr csKOHOMHTb mhoto BpeMeHu n M36e>KaTb pyTUHHoro 
TpyAa, 

2CncTeMa TpeKMHra oluhSok. EcTb kbk nnaTHbie, 
TaK n 6ecnnaTHbie, Hanpuwep. Mantis, Redmine, Bontq. 
ycTaHOBneHHbie nonynnpHbie 6pay3epbi HeobxoAnMbix Bep- 
cm c KOHConbio Be6-pa3pa6oTHWKa. CeroAHn sto Google 
Chrome nocneAHen Bepcun, FireFox nocneAHen Bepcnn, 
Internet Explorer 8 h 11, Safari nocneAHen Bepcnn, VrnnnTbi 
Ann 6bicTporo chatma ckphhujotob c B03Mo>KHOCTbto pnco- 
BaHun Ha hmx. HanpuMep, 6ecnnaTHbiPi FastStone wnn Joxi. 
MncTpyMeHTbi aBTOMaTH3aunn. Mx Ha6op onpeAenfieTcn 
cneuncbuKoui pa3pa6oTKH aBTOTecTOB. 3to MoryT 6biTb ycTa- 
HOBneHHbie cppefiMBopKn n 6n6nnoTeKM. HanpuMep, ycTaHOB- 
neHHbifi Eclipse nnn MS Visual Studio c noAKnioHeHHbiMn 6n- 



6nnoTeKaMH Selenium. Ecnn pa3pa6oTKa aBTOTecTOB BeAeTcn 
cepbe3H0 m Aonro, to He nutuHew 6yAeT cucTeMa KOHTponn 
BepcuPi npoeKTa no aBTOMaTM3aunn. 

3K cowaneHnio, ypoBeHb o6pa30BaHnn n 3HaHnii 6oribUJMH- 
CTBa coBpeMeHHbix BbinycKHHKOB By30B m cpeAHnx cnequ- 
anbHbix yspe>KAeHHM He AaeT HHKaKoPi bo3mowhocth nonaraTb- 
cn Ha nMeioLUMMCfl y hmx A^nnoM. Mbi He npeAbflB/ineM ocoSbix 
TpedoBaHuM k o6pa30BaHnio. Peoiaiomee 3HaneHMe HMeioT onbiT 

H HaBblKH. 

4 0nbiT pa6oTbi b TecTupoBaHnn Heo6xoAHM, 3to 6onee ro- 
Bopamnii noKa3aTenb, Hewenn HaxiMHue AnnnoMa. >Kena- 
TeneH onbiT paSoTbi b npodpunbHOM cpeAe ot roAa. 

5 0co6bix cneuHdpunecKnx TpeSoBaHMM HeT. KaK Hanbo- 
nee BawHoe n 6bi BbiAennn Hannsne AOCTaTOHHOi/i caMO- 
CTOflTenbHOCTM y KaHAWAaTOB, cnocobHOCTn aobccth npobneMy 
AO ee peujeHMfl. a TaKwe yMeHne paboTaTb SbicTpo. 

K)pMM TpyxHH, 

3KcnepT no o6naHHbiM TexHonorMflM InfoboxCloud 

IXopoujnw TecTnpoBLUMK AonweH yMeTb noHnMaTb ycTpoPi- 
ctbo cnowHbix cucTeM. flonweH 06/iaAaTb HaBbiKaMn 
obmeHnn c KonneraMM. BbiTb ycTOMsnBbiM k pytuhhom paboTe 
n cnpaBJiflTbca c pe3KO B03pacTaiou4eM Harpy3Kow b paboTe. 
flonweH obnaAaTb He To/ibKO HaBbiKaMn asTOMaTnaaunn TecTn- 
posaHnfl, ho n MMeTb n peann30BbiB3Tb HOBbie MAen b ccbepe 
TecTnpoBaHnn no, npoflBnaiOLunecfi b pa3paboTKe no Ann Te- 
CTnpoBaHnn, onTHMM3npoBaHHoro noA KOHKpeTHyra 3aAany. Te- 
CTnpoBU4HK BcerAa n pa3paboTHMK. 

2Jenkins/Teamcity. ba30Bbie nHCTpyMeHTbi UNIX-cncTeM, 
3HaHne mctoauk Bcex bhaob TecTnposaHnn n yMeHne 
apryMeHTnpoBaTb Bbibop nHCTpyMeHTa b KawAOM n3 bhaob. 
HHCTpyMeHTOB MHoro, HanpuMep, JUnit, WebDriver, Maven, 
Thucydides n AP- 

3BbinonHfleTcn nposepKa 3HaHnn b BbibpaHHoPi obnacTn 
AO Hanana paboTbi. Ecnn Bbi obnaAaeTe HeobxoAnMbiMn, 
y Bac bonbujon ujaHC nnrac - ynacTne b OTKpbiTbix npoeKTax, 
rAe mowho ysnAeTb Bauj pearibHbin BKnaA b paboTy. Bbi Aonw- 
Hbi obnaAaTb yMeHneM obbeKTMBHo oqeHnBaTb TpyAoeMKocTb 
3aAan n KoopAnHnpoBaTb KOMaHAy toctmpobluhkob. 

4nniocoM HBnneTcn onbiT nporpaMMnpoBaHnn Ha Python. 
Java. PHP, C++ (yMeHne waTb n noHnMaTb koa, nys- 
iiie - onbiT npoMbiujneHHon pa3paboTKn). HeobxoAnMO 3HaHne 
ochob OOn. BawHee yMeHne TecmpoBaTb, a He KpacnBan 3a- 
nncb b TpyAOBon KHnwKe. MnHnMyM toa paboTbi no cneunanb- 
hoctm - HeobxoAnMoe ycnoBne. HyweH onbiT paboTbi c UNIX 
(Linux, FreeBSD). 

5 Mbi CTpeMnMcn MaKcnManbHO adpcpeKTnBHO ncnonb30- 
BaTb senoBenecKne pecypcw, nosTOMy aBTOMaTn3aunn 
Bcero, hto bo3mo>kho, OHeHb BawHoe KasecTBo. M3-3a cneqn- 
dpnKn AenTenbHOCTn KOMnaHnn cdpepa paboTbi TecTnpoBmnKa 
MoweT nepeceKaTbcn c nporpaMMncTCKon, ccpepon ceTeBoro 
aAMnHncTpnpoBaHnn n oqeHKn KanecTBa paboTbi bo/ibwnx 
cncTeM. BawHa BbicoKan BHyTpeHHnn MOTnBaunn. KawAbin co- 
TpyAHnK AonweH bbiTb Hebe3pa3nnHHbiM k KasecTBy paboTbi 
Been cncTeMbi b uenoM n BHnMaTenbHbiM k MenonaM. He orpa- 
HnHnBancb KpyroM eweAneBHon paboTbi. S3 

nowoTOBM l/lropb UJroMnenb 
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BATIEPlffl HEPHELIOBA. pyKOBonwerib owena aHanmmvt 
peKpynmroBoro noprana Supegob ru 



Ot MocKBbi AO BpecTa He npowmb 6e3 tectob 



1/lcc/ieAOBaTenbCKnPi uem-p peKpyTMHroBoro nopiana Superjob.ru noflroroBun 
Arm HUTaTene^i >KypHana «CncTeMHbii/i aflMHHncTpaTop» o63op npeAno>KeHni/i 
n Tpe6oBaHHi7i paSoTOAaTeneii, nmym.nx TecTHpoBLUHKOB flO 



PernoH 


flnana30M 1 


fluanasoH II 


flnana30H III 


fluana30H IV 


5e3 onbiTa 
pa6oTbi 
Ha flaHHOM 

n03MU.HU 


C OflblTOM 

pa6oTbi 
ot 1 rofla 


C onbiTOM 
pa6oTbi 
ot 2 JieT 


C onbiTOM 
pa6oTbi 
ot 3 neT 


MOCKBa 


30 000- 
40 000 


40 000 - 
50 000 


50 000- 
85 000 


85 000 - 
140 000 


CaHKT- 

neTep6ypr 


24 000- 
33 000 


33 000- 
42 000 


42 000- 
68 000 


68 000- 
100 000 


KpacHonpcK 


18 000- 
24 000 


24 000- 
30 000 


30 000- 
50 000 


50 000 - 
85 000 


EKaTeptiH6ypr 


20 000- 
27 000 


27 000- 
34 000 


34 000- 
57 000 


57 000 - 
95 000 


B/iaflMBOCTOK 


21 000- 
30 000 


30 000- 
36 000 


36 000- 
60 000 


60 000- 
110 000 



TuniiMHbin cpyHKUMOHa/i 

> pa3pa6oTKa TecT-cTpaTernn. TecT-nnaHOB, TecT-cueHapneB; 

> npoeeaeHne pa3nnsHbix throb TecTMpoBaHns comacHO nnaHy: 

> perncTpauiw m MOHmopuHr oSnapywenHbix cecfeeKTOB; 

> HanncaHwe otmgtob o npoBeneHHbix TecTMpoBaHUflx; 

> B3anMoaeficTBne c pa3paGoTHHKaMn n aHannTHKaMM, 



flopTpeT COMCKaTeJIH 



> 29 neT - cpeflHw/i B03pacT 

> 63% - My>KHHHbl 

> 67% - MMeoT Bbictuee o6pa30BaHne 

> 2 rona - cpenHnti cpok pa6oTw na nocneflHeM Mecre 

> 18% - roTOBw k nepee3ny 

> 57% - na MOMeHT pa3MeweHnn pe3<>Me Me MMenn pa60Tbi 



Superjob 



3apnnaTHbin 
flnana30H 



flwanasoH I 



flnana30H II 



flnana30M III 



flnana30H IV 



Tpc6oBaHnn m noNcenaHMO k npocpeccnoHanbHbiM 
HSBMKttM 



> Hero/woe Bucujee o6pa30BaHne (TexHHHecKoe/MT) 

> VBepeHHbiii nonb30BaTenb I1K 

> 3HaHne ochob aflMUHUCTpwpoaaHna Windows-/'nix-cncTeM 

> noHUMaHne o6ihmx npuHunnoB pa3pa6oTKM no 

> Ba30Boe 3HaHne oflHoro nnn HecKonbKnx B3biKOB 
nporpaMMnpoBaHun (C+ + , Java. Delphi) 

> 3naHne CTaHflapTOB n MeTOflMK TecTupoBaHun 

> 3HaHne aHmnMCKoro H3biKa Ha ypoBHe MTeHun 
TexHusecKOki AOKyMeHTau.nn 



> rioHUMaHne npuHunnoa pa6oTbi pensuMOHHbix 6a3 flaHHux 

> 3HaHMe SQL Ha ypoBHe HanncaHHR npocTbix 3anpocoe 

> OnwT TecTupoBaHMfl IIO ot nonyroAa 
Bo3f.io«Hbie no^e/iamis: 

> 3HaHne TexHonorufi n cpencrB aBTOMaTK3au.nn 

> TeCTMpOBBHWfl 

> 3HaHne CKpunroBbix a3biKOB 

> onbiT b aflMMHMCTpupoBaHUM Windows/'nix-CHcreM 



> Bbicujee o6pa30BaHne (TexHMMecKoe/MT) 

> 3HaHne CMdeM aBT0MaTH3aunn TecTupoBaHUfi 

> HaBbiKu flOKyMeHTupoBanun npouecca TecTupoBaHun 
n o6HapyxeHHbix flecpeKTOB 

> HaBbiKM cocTaBJiem-ifl nnaHOB TecTupoBaHna 

> OnwT npoBeneHua pa3nnHHbix bhaob pynHoro 

H aBT0M3TH4eCK0r0 TeCTHpOBaHMfl (cucTeMHoe, 

cpyHKUMOHanbHoe. perpeccnoHHoe, TecTupoBaHne 

npOH3BOflMTenbHOCTH M T.fl.) 

> OnbiT pa3pa6oTKH TecTOBOH flOKyMeHTaunn (test-plans, 
test-cases, use-cases) 

> OnuT ncnonb30BaHHfl cmctcm 6ar-TpeKMHra 

> OnuT pa6oTbi TecTupoBinnKOM no ot 1 rofla 
Bo3MOMHbie nowenaHMn: 

> HaBbiKM nporpaMMnpoBaHi-ifi/pa3pa6oTKH n BHeflpeHns 

no 

> onbiT pa6oTbi c cucieMaMn MeHeflWMema TecTOBoPi flo- 
KyMeHTaunn 



> VaepeHHoe 3HaHne HecranbKnx nawKOB 
nporpaMMnpoBaHUfl 

> OnbiT TeCTupoBaHMfl cno«Hbix npnno>KeHMii 

> OnwT pa6oTbi TecTupoBLquKOM ot 3 neT 
B03MOMHbie nowenaHMfl: 

> 3HaHne aHmnMCKoro fl3bma na pa3roBopH0M nnn cbo- 
6od,hom ypoBHe 

> onbiT pyKOBOA«meM pa6oTbi 
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Kapb>epa/Q6pa30BaHt/ie 



peipocneKTUBa 





BHAPIAMI/IPFAKOB. xypHamcr. mcarenb->paniaci , nenrop Okohihii $h30sk MrV. Pa6oian s HI/IM. 
C 1984 r. H3 laopiecnon paoore. B 1990-1991 rr. - Associate Professor, Centra! Michigan University. 
C 2003 r npenoaaei a Ananeuim naponHOW xosMena Abtop 8 khw h 6onee 1000 nyGnmamvf 



VIpiiMOH nyTb k 6oraTCTBy 



CeKpeT npocroi/i - HanpHMyio, 6e3 nocpeflHHKOB. HenoKone6i/iMoe cneflOBaHHe STOiviy 
\a flpyruM coficTBeHHbiM 6n3Hec-npnHunnaM no3Bonnno Mai/iKny .Qenny BbiBeCTM cbohd 
KOMnaHMio b MnpoBbie nnflepbi, a caMOMy boi/ith b nepByio flBaflqaTKy caMbix 6oraTbix 
nioflei/i nnaHeTbi no Bepcun >KypHana Forbes 



ripuHeu flo nomnenm b 3HaM6HHTt>ix petrrnHrax BbiweynoMfl- 
HyToro wypHana flpyroro «ByHflepKMHfla» MapKa UyKep6epra 
flenn ocTaBanca caMbiM MonoAbiM H3 cynep6oraseki: b ero B03- 
pade donbKO fleHer He HMen Aawe caM -Benmm m ywacHbiti» 
Bunn TefiTC. 

fle/iOBOM MaubnyraH 

0 tom. K3K flenn npespaTHn CTaproByio $1000 b 50 MnpA, xoaat 
TaKne we nereHAbi, KaK o «rapa>Kax», b Koropbix co6npann nep- 
Bbie MOflenn Apple n Hewlett Packard, win o nepiewe nepBoro 
nopiaTHBHoro Compaq, HapucoBaHHoro Ha pecTopaHHOfi can- 
dpeTKe. 

K 6n3Hecy Matwi Con flenn npwo6u4nncfl c ManoneTCTBa, 
n nepBbiPi to/ihok flann. caMU roro He nofl03peBan, poAnTenn 
OTeu 6yAyw,ero Munnnapaepa paooTan cTOMaionoroM, a MaTb - 
dpuHaHcoBbiM coBeTHUKOM. 3to 6bina npouBeTaiomafl eBpePicKafl 
ceMbfl. xopoiuo n3BecTHaa b flenoBbix Kpyrax XbKXTOHa. Korfla 
nx cbiHitwKe CTyKHyno nflTb, Ha flsope CToan 1970 toa. b dpa- 
He pa3pa3nncfl HecpTAHoi/i Kpn3wc, h bca Hau,na c n3yMneHn- 
eM BcnoMHMna o tbkom nony3a6buoM b AMepuKe cpeHOMeHe, 
KaK osepeAn - Ha ceti pa3 y CTaHuni/i 3anpaBKn. lloaTOMy b AOMe 
flennoB pa3roBop nocTOAHHO men o oeHbrax. PoAmenn nona- 
rann, hto bpha nn ManeHbKMM cbin npncnywnBaeTCfl k tbkum 
CKyMHbiM B3pocnbiM 6eceAaM npo HHAeKC nHdpnaunu, yneTHbie 
CTaBKn, po3HHHHbie ueHbi n TOMy noAo6Hoe. 

Oah3ko cbiHOK-syHAepKHHA cnyiuan w BHMMaTenbHo Brwbi- 
Ban ycnbimaHHoe. B ceMnneTHeM B03pacTe oh Kynun ce6e nep- 
Bbifi KanbKynfuop. A toaom no3*e BTopoKnaccHHK flenn Hasan 
cboi/i nepBbiPi 6w3Hec - HanaAnn Ha CBoeii ynnue po3HHHHyto 
ToproBnio neAeHqaMn. Ot KnueHTOB - coceACKnx peSflTMLiieK - 
He 6bino ot6oa. 

riepeMAfl b cneAytoiAUM Knacc, oh HaTKHynca b oahom H3 wyp- 
HanoB Ha 0TpbiBH0i/i TanoH-npumaujeHwe Ha yse6y b oahom H3 Te- 
xaccKnx KonneA^eii. C noMOU4t>K) TaKnx -npneMHbix TanoHOB» 
MHorne nnaTHbie yne6Hbie 3aBeAeHna CILIA Bep6yiOT ce6e 6y- 
Aymnx aSuTypneHTOB, 3aKaHHHBaraiAnx cpeAHioio aiKony. flenn 
To>Ke peiiinn nonpofioBaTb n Bbicnan 3anonHeHHyio OTKpbiTKy 
no yKa3aHHOMy aApecy. KaKOBO >Ke 6bino ero n3yMneHne, Kor- 
Aa cnycTfl HecKonbKo HeAenb k HeMy fmnnacb yHUBepcmeTCKan 



"Bep6oBinuua» c noflpo6HOM aHKeioi/i n CBeAeHn^Mu An« nociy- 
nneHHA b cbom By3. Ho eme 6onbiue n3yMnnacb rocTbn, yBnAaB 
nepeA co6oPi <«noTeHLinanbHoro CTyAeHTa» - TpeTbeKnaccHMKa 
b MaxpoBOM xanaTe n c mokpom nocne BaHHbi ronoBofi. «£(a- 
MOHKa noTepfina Aap pesn. - BcnoMUHan flenn, - 3aT0 a OTKpbin 
Ann ce6fi ncTHHy: Heo6fl3aienbHO 3HaTb KnueHTa b nnuo, htoSw 
3acTaBmb noKynaTb tbow TOBap». 

B CTapwux Knaccax flenn HanaAnn y>Ke BnonHe cepbe3HbM 
6n3Hec - caMOAeflTenbHyio dpunaTenncTunecKyto 6np>Ky, 3a- 
paSoTaB Ha nepBbie MapKn MbiTbeM nocyAbi b KmaMCKOM pe- 
CTopaHe. Oah3ko b omnnne ot wnnnnoHOB Apyrux toHbix dpM- 
naTenncTOB flenn 3aAancn BonpocoM: 3aneM nepennannBaTb 
nocpeAHUKaM - npoAaBuaM wapoK, KorAa mojkho HanpnMyio 
CBH3biBaTb cpunaTenncTOB. >Kenaiomnx mto-to npoAaTb n KynnTb? 

Oh ynpocnn CBepcTHUKOB AaTb eMy cbom MapKn Ha, KaK 6bi 
CKa3ann ceroflHfl, -KOHCurHauniO". A 3aTew noMecTun o6b^Bne- 
Hue o npoAawe MapoK ot nMeHu HeKoew dpupMbi Dell's Stamps 
b cpunaTenncTunecKOM >KypHane, HacTynaB TeKCT oahum nanb- 
ueM Ha otuobckom nmuyixieM MawMHKe. LLIyTA 3apa6oTaB S2000. 
lOHbifi KOMMepcaHT ycBOnn cm\A nepBbiPi n maBHbirt ypoK 
b 6n3Hece, cTaBiunii ochobom ero nocneAyiomero HeBepoflTHoro 
B3neTa, - no bo3mo>khocth n36eraTb nocpeAHUKOB. 

OapqoBKa bmbcto jigkl^mm 

Ha qoxoAbi, nonyMeHHbie c ToproBnn MapKaMU, flenn Kynun ce6e 
nepBbiti KOMnbioTep Apple II - b to BpeMH eAUHCTBeHHyio MOAenb 
Toro, hto no3>Ke H330ByT «nepcoHanKoti». JlK)6o3HaTenbHbiM 
n npeAnpnnMHUBbiPi noApocTOK nepBbiM AenoM pa3o6pan no- 
KynKy ao bmhthkb, HyTb He AOBeAfl poflnTenew ao HHCpapKTa - 
ohh noAyMann, hto cbiHOK pa3noMan AoporocTOfluiyio noKynKy! 
KaK m Ann Bcex noAo6Hbix toHbix reHneB-TexHapeii, pa36opKa 
nMena eAUHCTBeHHyio qenb - nocMOTpeTb, KaK TaM see ycTpoeHo 
BHyTpn. Pa3o6paBiuncb b KOMnbioTepHbix BHyTpeHHOCTRX, flenn 
pa3pa6oTan anropnTM anrpeiiAa, nocne nero HanaAnn ToproBnio 

MOAepHH3HpOBaHHblMH KOMnbtOTepaMU CpeAM OAHOKnaCCHHKOB. 

B 16-neTHeM B03pacTe oh cMor 3apa6oTaTb y>Ke ne Ha oahh 
KOMnbWTep. JleTOM flenn ycTponncn na noApa6oTKy b peAaKLinio 
ra3eTbi Houston Post, rAe MonoAoro «CAenbU4MKa» Spocunn 
Ha caMoe 6e3HaAe>KHoe (neTo, OTnycKa...) Aeno - ncKaTb hobhx 
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peTpocneKTi/iBa 



Kapbepa/D6pa30BaHne 



noAnncHMKOB no TenecpOHy. OflHaKO npnpo>KfleHHbiM 6n3Hec- 

MeH SblCTpO OnTHMH3MpOBan CBOIrf Tpyfl - BMeCTO TOrO. HT06bl 

HayraA o63BaHHBaTb Bcex noAPHQ, oh b pe3ynbTaTe 6nnu- 
onpoca BbiflCHmi, mto HOBbix KnueHTOB nepcneKTHBHee Bcero 
MCKaTb b flByx coMuaribHbix rpynnax - cpean MonoAOweHOB 
n Tex, kto HeflaBHO nepeexan b XbrocTOH, KynuB KBapTupy 
b paccposKy. CneAyiomw/i mar HanpawHBanca caM co6oii - 
pa3Ao6brrb Ha noHTe aApeca Bcex. kto b nocneAHee Bpem 
nonynan no noHTe CBHAeTenbCTBo o 6paKe nnn SaHKOBCKne 
n3BemeHnn no onnaTe 3a unoTeKy, n hm-to b nepByio one- 
peAb BbicnaTb noAnncHbie KBHTaHu.nn, 

BnaroAapn CMeKanKe flenna peAaKU.ua 3a Mecnu o63aBe- 
nacb TbicftsaMn HOBbix noAnHCHHKOB, a caM oh 3apa6oTan 
orpoMHbie Ann ero B03pacTa AeHbrw - $18 000. Bonbuje, 
neM 3apa6aTbiBann 3a toa ero LUKonbHbie ynnTenft! Ha nep- 
bmm b ero >km3hm cepbe3Hbiii roHopap, KaK BcnownHan 
caw flenn. 6binn KynneHbi «aBTOMo6nnb. CTepeocucTeMa 
n see nponee, mto cooraBnaeT cnacTbe 16-neTHero noA- 
pocTKa. Ho caMoe maBHoe - KOMnbioTepbi n KOMnneKTyio- 
mue. Bn3Hec ne AonweH 6bin npocranBaTb"! 

llocTynuB b YHUBepcuTeT niTaTa Texac b OcTHHe. flenn 
npaKTnsecKH Becb nepBbii/i Kypc npocnAen He b ayAHTopunx. 
a b '<o6mare», rAe 6bina HanaweHbi 6oi7iKaa c6opKa n ToproBna 
KOMnbioTepHbiM >Kene30M. Oh 6bicTpo pa3mflAen cna6bie cto- 
poHbi TorAawHert roproBnu KOMnbioTepaMM - Annepbi He 3aTpyA- 
Hnnncb noncKOM HecTaHAapTHbix peweHW/i, a npocro 3aKynann 
roTOBbiw TOBap y npow3BOAHTenert nnn AHCTpn6biOTopoB n ne- 
penpoAaBann ero c HaueHKoii «Ecnn 6bi Bbi 3arnftHynn BHyTpb 
nepcoHariKM ueHort $2000, to o6Hapy>Knnn 6bi TaM HannHKn 
b nysiueM cnysae AonnapoB Ha LuecTbcoT!» - BcnoMUHan flenn. 
O cpoKax nocTaBKH h roBopi/rrb Henero - AocTaBKa KOMnbioTe- 
pa 3awnBanacb Ha MHorne Mecflu.bi. HHane roBopn, noKynaTerib 
nonynan OTHK>Ab He nocneAHee chobo TexHMKM, KOTopaa caMa 
nporpeccupoBana He no ahhm. a no sacaM. 

CbKHBneHHaa «ToproBan TOHKa- b o6me>KWTnn He Bbi3Bana 
3HTy3na3Ma y npenoAasaTenePi h pyKOBOACTBa yHUBepcuTeTa. 
M KorAa flenn peuinn 3aBH3aTb c yneSofi n noKHHyTb alma mater 
6e3 AnnnoMa, hhkto ero He OTroBapuBan. B Mae 1984 roAa, co- 
6pas CTapTosyio cyMMy b $1000, oh 3aperncTpupoBan co6ct- 
BeHHyK) cpHpMy - Dell Computer Corporation, Kan nuiiieT oahh 
M3 ero 6norpacpoB, -Ha 3Ty TbicflHy 6aKC0B mo>kho 6bino: a) 3a- 
KaTMTb nbflHKy, kotopom wnp He 3Han co BpeMeH no6eAbi AMepn- 
KaHCKOti peBO/nouwn; b) KynnTb noAepwaHHbii/i ''CDopA-: c) C03- 
AaTb cpupMy no npoAawe KOMnbKrrepHoro >Kene3a. flenn Bbi6pan 
BapnaHT c». 

V\3 pyK B pyKM 

Oah3ko ToproeaTb KOMnbtoTepaMn b KaMnyce, rAe Bee Bcex 3Ha- 
K3T, n no Bcew CTpaHe - Bemu HecpaBHHMbie. HoBOflBneHHOMy 
6n3HecMeHy npumnocb nepBbiM AenoM 3aAyMaTbCfl: K3K ao- 
CTynaTbCfl ao cepAua n. rnaBHoe, KowenbKa. MaccoBoro noKy- 
naTenfl, w BbiacHHTb. KaKoui wMeHHO KOMnbioTep eMy nyweH? TyT 
oneHb npuroAnncfi «TenecpOHHbiM» onbiT MapKeTMHra - nonosnHy 
cTonoB b chatom nepBOM ocpuce 3aHMMann Ten ecpoHncTKM, co- 
fiupaBOJue 3aKa3bi. a Ha btopom nonoBUHe CTonoB no otmm 3aKa- 
3aM coSnpann KOMnbtOTepbi. LLlTaT HOBOUcneneHHOM KOMnaHUn 
cocTaBnann ynoMSHyTbie TenecpOHncTKH, ynaKOBiquKu totoboPi 
npoAyKunn n «Tpoe napHeii c oTBepTKaMn, KOTopbie, co6cTBeH- 
ho, n 6binn «npon3BOACTBOM». 3Ta «Becenafl KownaHHfl» yme 
b nepBbie roAbi npon3BOAnna npoAyKUUM Ha $50-80 mjih. 




B ronoBe flenna ccpopMnpoBanacb cxeMa ero «cpnpMeHHO- 
ro» 6n3Heca - npoAaxa KOMnbioTepa, co6paHHoro no 3aAaHHOki 
cneuncpuKaunn 6yAyu4ero noKynaTens! Ha TorAauiHeM KOMnbio- 
TepHOM pbiHKe 3Ta 6n3Hec-MOAenb 6bina peBoniounoHHOM - kom- 
naHnfl npucTynana k c6opKe KOMnbioTepa ToribKO nocne nocTy- 
nneHUfl 3aKa3a ot KrineHTa. ToproBbie 3aTpaTbi cooTBeTCTBeHHo 
CHM>KaTincb (nra6afl KpynHaa KOMnaHun Hen36e>KHO cTanKHBaeT- 
cfl c 6onbiuuM npoqeHTOM B03BpaTa - HepacnpoAaHHOut nnn mo- 
panbHO ycTapeBLuePi npoAyKUMn), cooTBeTCTBeHHo cHM>Kajiacb 
n qeHa. Ba>KHeMLUMM aneMeHTOM b cxeMe flenna cTan np«MOM 
KOHTaKT c noTpe6nTeneM, mto oSecnesMBano ueHHewuiyio n, 
maBHoe, 6ecnnaTHyio HHcfcopMauwo oTHOcnTenbHO seKTopoB 
noKynaTenbCKnx npuBbiseK n npeAnoHTeHHPi. 

B CBoePi KHure-SecTcennepe, Ha3BaHHOM "Hanp^MyK) ot flen- 
na» (1999), aBTop MeTOAa TaK onucbiBaeT ero cyTb: «C paHHero 
B03pacTa MeHH B036y>KAana MAen ncKHraneHUfl nio6bix npoMe- 
xyTOHHbix LiiaroB n Bcex n BcnnecKnx nocpeAHMKOB, Dell npoAa- 
eT KOMnbioTepbi HanpnMyio, HanpfiMyio >Ke CBfi3aHa c nocTaBinn- 
KaMM, n o6i±ieHne coTpyAHHKOB BHyrpn KOMnannn nponcxoAUT 
t3k>k6 HanpyiMyio, HnKaKnx nocpeAHnKOB - HeacpcpeKTHBHbix 
n BOBce He CTonb HeoSxoAHMbix, kbkhmh ohm o6biHHO ce6fl 
npeACTaBnaioT. Mw Ha3biBaeM sto «MOAenbio Hanp«Myto» (direct 
model), n OHa npoHH3biBaeT Hauiy KOMnaHuro CHM3y AOBepxy-. 

'■PaHbiiie HHKOMy b ronoBy He npuxoAnno cnpaiunBaTb no- 
KynaTenn, mto eMy nywHo, - npoAon>KaeT flenn. - npoAasubi 
npocTo AOCTaBann kopo6kh c nonoK n HawnHann HaxBannaaTb 
TOBap, KOTopbiPi k TOMy BpeMeHU ycnen nopwoM ycTapeTb». 

Hananocb see c npoAaww no noMTe (mail-orders), ho oco6eH- 
ho 3anrpana 3Ta cxeMa c HacTynneHHeM apbi MHTepneTa - flenn 
oahmm H3 nepBbix npoAeMOHCTpuposan npaKTusecKn Heorpa- 
HUMeHHbiii KOMMepMecKufi pecypc BceMupHotf ceTn. Kopnopa- 
TUBHbiii caMT www.dell.com nojib30Bancn 6eiiieHofi nonynfipHo- 
CTbio - Ha HeM mo>kho 6bino He ToribKO co6paTb HeoSxoAHMyra 
KOHcf)nrypau,nK), ho m BOcnonb30BaTbCfl KOpnopaTHBHOi^i 6a3oft 
n cepBUCHbiM o6cny>KMBaHneM - TaKwe b pe>KHMe OHnawH. E>Ke- 
AHeBHbiw o6beM npoAa>K b ce™ yx<e cnycTA ABa roAa npeBbicnn 
$1 MnH. C noflBneHneM b 6n3Hec-apceHane KOMnaHnn MHTepHe- 
Ta Dell Computer ywe He Hy>KHO 6bino, kbk ocTanbHbiM nrpoKaM 
Ha pbiHKe, o>KMAaTb KOHqa KBapTana, sroSbi nonynnTb m npoaHa- 
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nn3npoBaTb cyMMapHbiw 3aKa3 ot Awnepos. OTAen MapKeTWH- 
ra nonysan MHCpopMaqnK) o KnueHTax oyKBanbHO eweMWHyTHO 
w 6bin b Kypce Toro, hto hm Ha ceroAHflLUHMW AeHb HywHO. 

J1io6oBb k K/iMeHTy Ae/uiy He noMexa 

«Mbi oneHb CTapanncb, - nwcan flenn, - w Aawe peAKwe ollim6km 
(a kto mx n36e>Kan?) o6pamanw b cbokd norib3y. floTOMy hto hm- 
Korfla He no3Bonanw ce6e nocKonb3HyTbCfl ABa>Kflbi Ha oahom 
MecTe - npuflupMMBO «Bbicne)KMBann» coScTBeHHbie npocse- 
Tbi, aHann3npoBa/in oluh6kh h flenann Heo6xoAWMbie BWBOflbi, 
Ho n otunSaflCb, Mbi Hen3MeHHo xpaHnnn eepHOCTb HaniMM oc- 
HOBHbiM KOpnopaTHBHbiM npwHU,wnaM». 

TnaBHbiM H3 hux dana Ha nepBbiw B3mna oneBMAHafl aKcu- 
owa ToproBnn: KnueHT Bcer^a npaB. OflHaKo b Dell Computer 
6bin npon3BefleH Bpofle 6bi He3HaHWTenbHbiw, ho OKa3aBLUwMcfl 
peiuaiOLnnM cflBur b oueHKax: «K/iweHT Bcerfla nio6wM n cnacT- 
nuB - 6naroflapfl HaM». KaK nwcan aBTop npnHu.wna, «3Ty cpwno- 
cocpwto nerno ccpopMynwpoBaTb, ho 0Ka3biBaeTcn, hto ew nerKO 
w cneflOBaTb. flpocTo HywHO noMHUTb o Hawwx masHbix qeHHo- 
CTflx nocTOHHHo - Ka>KflbiM AeHb. Hy>KHo qenaTb Bee m Aawe 6onb- 
iiie, HTo6bi Haiu KnueHT 6bin csacTnuB. 3to BOBce He 03HasaeT, 

HTO Mbl TOTOBbl npeflOCTaBHTb 

KnueHTy Bee, nero ero flyiua 
nowenaeT. ripewAe Bcero He- 
oSxoawmo yBUfleTb n noHHTb, 

3a HTO M CKOJIbKO MMeHHO KJ1H- 

eHT totob 3annaTHTb... A y>K 
Haiua 3aflana - npeoocTaBHTb 
eMy Becb cneKTp ycnyr, bk/ikd- 
nafl HeoSbiHHbie - HanpwMep, 
3onoTbie, cepedpsHbie w nna- 

THHOBbie flHCKOHTHbie KapTbl 
Ailfl nOCTOflHHblX KHUeHTOB". 

no Mepe pocTa KOMnaHww 
flenny npwwnocb 3aHflTbca 
m BbicTpanBaHneM ynpaB- 
neHnecKoii CTpyKTypbi, koto- 
pan 6bi wAeanbHO noAXOAwna 
k C03A3HHOM mm 6M3Hec-4>wno- 
cocfcww. TaK oh npnuje/i k nAee 

KOMnaHHH, B KOTOpOW, HeCMOT- 

pyi Ha pa3Mepbi, OTcyTCTByeT 
6hh SonbLUMHCTBa KpynHbix 
opraHW3au,ww - oonbwoe hmcho 

'•ypOBHePl OTBeTCTBeHHOCTM", 

hto o6biHHO npuBOAUT k npo- 

rpeccwpyiOLneM 6topoKpaTW3au,ww. flenn HaorawBan, hto eMy 
He HywHbi coTpyAHUKn, KOTopwe 3HaiOT o HannHUM tom wnw whom 
npo6neMbi, ho BCflnecKM OTnuHMBaioT ot npuHRTus peweHMM, 
npeAnoHHTas nepeKnaAbiBaTb ero Ha Apyrwx: «npo6neMa cpwp- 
mw - oto w TBOfl npoSneMa. Te6e ee w pewaTb». 

He oSxoAnnocb 6e3 Hat<naAOK, ho flenn c caMoro Hanana 
BBen Ana CBoero MeHeA>KMeHTa HemacHoe npaBuno: HHKorAa 
He CTaBHTb ce6e qerib CTonpoueHTHo "6e30Lun6oHHbix» peiue- 
hmm (hto CKOBbisaeT TBOpnecKyio nHwunaTMBy), ho ia He noBTo- 
pflTb OAHa»<Abl coBepujeHHbix olumSok. 

B Hanane 1990-x toaob KOMnaHWfl peninna ncnbiTaTb cpop- 
TyHy Ha hobom p,m ce6n onTOBOM AwnepcKOM pbiHKe - no npn- 
Mepy MOAHbix TorAa <«KOMnaHMM-cKnaAOB» spoAe CompUSA 
nnn Sam's Club. 06e KOMnaHMM npoAaBann KOMnbtoTepw 




MaiiKn flenn. MwiwapAep m 6ti3Hec-(J)iinoco<p 



no nacTfiM, a nonynaTenb npno6peTan Heo6xoAHMbie AeTanw, 

HTOCbl CaMOMy MOAepHH3HpOB3Tb CBOM KOMnblOTep. OAHaKO 

oneHb 6bicTpo b Dell Computer npn3Hann, hto pemeHne 6bino 
HeyAaHHbiw: oTHOiiieHMfl «cKnaA - KnueHT » (3anBKa - aoct3b- 
Ka - onnaTa) pa3pyujann roAaMM co3AaBaBLuyiocFi cxeMy flen- 
na (3aKa3 - co3AaHne TOBapa noA 3aKa3 - AOCTaBKa - cepsMc). 
1/1 pyKOBOACTBO KOMnaHnn BepHynocb k <«po3hhhhom» cxeMe. 
"Pa6oTaa no «cKnaACKoPi» cxeMe, - pe3K>MnpoBan HeraTi/iBHbiw 
onbiT flenn. - Mbi He Mornn cAenaTb KnueHTa cnacTnuBbiM, K cna- 
CTbKD, Mbi BOBpeMfl cBepHynn 3Ty AefiTenbHOCTb - 6e3 ymep6a 
aha CBoefi penyTauuM". 

npMHUMn Domino 

XOTfl 3aBMCTHMKH M KOHKypeHTbl 06blHH0 CpaBHMBaiOT KOpnO- 

paunio flenna c ruraHTCKoPi 6enoPi aKynoPi - caMbiM KpynHbiM, 
arpeccuBHbiM m npwMMTHBHbiM mopckum XMU4HHKOM, no>Knpaio- 
lumm Bcex, koto BCTpew Ha nyTM, - Sonee TOHHbiM npeACTaBna- 
eTCfl cipyroe cpaBHeHne. C caMOM M3BecTHow b CLUA KOMnaHnew 
no npon3BOACTBy nnqMbi - Domino. 

j~lio6nMoe KyujaHbe MunnnoHOB aMepuKanueB b UlTaTax kto 
TonbKo He npon3BOAMT, ho paBHbix Domino Pizza HeT. l~lo Kpaw- 
Hew Mepe He 6bino ao onpeAe- 
neHHoro BpeMeHM. rioTOMy hto, 
3aKa3aB y stow KOMnaHMM nnu- 
Uy no TeneqboHy b nK)6oM TOHKe 
CTpaHbi. Bbi MO>neTe 3aceKaTb 
BpeMA - ecnw pa3HocnnK He ao- 

CT3BMT 3aKa3 B TeHeHMe 20 MMHyT, 

Bbi nonynnTe cbok) nrnmy 6ec- 
nnaTHO. llyHKTbi Domino Pizza 
pacnonoweHbi Ha kb>kaom ymy, 

a ManbHMKM-pa3HOCHMKM Ha mo- 

Toponnepax m BenocuneAax - 
oco6afl ropAOCTb c}3MpMbi. Ohm 

CnOC06Hbl npOCOHMTbCH CKB03b 

Aopo>KHyio npo6Ky, Bbi6paTb 
onTMManbHbiPi MapiupyT, a ecnw 
BpeMfi noA>KWMaeT, to w «Hapy- 
ujwTb», pBaHys Ha KpacHbiw CBeT 
wnw no TpoTyapy. 

B ynoMHHyroe Bbiiue «CBoe 
BpeMA- 3to npwBeno k Kapa- 
TenbHbiM MepaM no OTHOiueHwio 
k KOMnaHMw - ew 3anpeTwnw yno- 
MMHaTb b peKnaMe npecnosyTbie 
«20 MMHyT>», Aa6bi ne npoBoqM- 
poBaTb pa3H0CHMK0B Ha npaBOHapyiiieHMfl. OAHaKO noKoneHMfl 
aMepwKaHqeB npMBbiwiM k «20 MWHyraM-, w ceroAHfl Mano kto 
3aceKaeT BpeMfl - waHCbi Ha nonyneHwe '<xanflBHOW» nwuMbi mw- 
HWManbHbi. 

AHanoroM Domino Pizza b KOMnbKDTepHOM Mwpe CTana cpwpMa 
Dell Computer. C noMOujbio nwoHepcKoro MeraAa np^Moro Map- 
KeTWHra w BnepBbie >Ke BHeApeHHOM b 1986 roAy cwcTeMbi no- 
cnenpoAa>KHoro cepBwca w noAAep>KKw flenn npeBpaTwn cbokd 
KOMnaHwio b npoAaBua KOMnbfOTepHbix cwcTeM HOMep 1 b Mwpe. 
KnweHTbi Dell 6binw yBepeHbi - npoSneM c peMOHTOM, o6cny>KM- 
BaHweM, KOMnneKTyiou4MMM y hwx He 6yAeT. flocTaTOHHO TonbKo 
n03BOHMTb w - 3aceHb BpeMfl. 

K cepeAWHe 1990-x toaob KOMnaHwa MaMKna flenna 6narono- 
nyHHo cnpaBwnacb c Hew36e>KHbiMM npodneMaMM «nepexoAHoro 
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B03pacTa». flrifl Hee ohh 0K333nncb oco6eHHO 6one3- 
HeHHbiwn, ecnn ynecTb, kskoi* HeBepoaTHbiii. He 3H3B- 
iDMki npeqeAeHTOB b3/igt ncnbiTana Dell Computer 
3a HenonHbie flecflTb neT. OflHaKO rnaBa KOMnaHMH 

CnpaBMHCfl C TpyflHOCTHMH CBOHM MeTOAOM - 3aKpbiBaa 

Bee npoMe>KyTOHHoe. HeodpcbeKTHBHoe u Manonep- 
cneKTMBHoe. Ho 3aKpbiBa?i He HacoBceM. He oTceKaa, 
a numb 3aMopa>KMBafl Ha BpeMH. nepeBOAfl «b Tbin» - 
flenn xopowo ycBonn, hto ManonepcneKTHBHoe ceroA- 
h?i MoxeT OKa3aTbca «ropflMUM nnpo>KKOM» 3aBTpa, no- 
3T0My Ba>KHO Aep>KaTb cbom pe3epBbi HaroTose. 

rioKa3aTeribHbiM b 3-tom CMbicne npeflCTaBraeTca 
BpeMeHHbiii yxoA Dell c pbiHKa HoyToyKOB. Oh yAWBun 
MHorux (3tot ceKTop pbiHKa b nocneAHne neTBepTb 
BeKa pa3BHBancfl 6ypHo n cTa6nnbHo - ao noflBneHun 
cwapTfjpOHOB). OAH3KO Mamn flenn, roBopn BoeHHbiM 

A3blKOM, nULUb COBepillHn «TaKTHHeCKMM otxoa Ha 3a- 

paHee noflroTOBneHHbie n03nu.nn Ana BbipaBHUBaHwa 
cppoHTa n neperpynnnpOBKn cm nepeA pewaiomnM 
HacTynneHneM». Oho He 3aMennnno nocneflOBaTb: 
BCKope Ha pbiHKe c TpnyMcboM Ae6ioTnpoBana HOBan 
nnHUH Hoyi6yKOB Dell - Latitude. KOTopbie 6nnn KOHKypeHTOB 
3a cneT cbohx "Aonrowrpaioiunx» 6aTapeeK. KOTopbiM b Ty nopy 
He 6bino paBHbix. 

ripHMepHO TorAa xe KOMnaHnq Dell BMecTo roro, 4To6bi 
npoAon>KaTb cpa>KeHne 3a yBennneHHe CBoen Aonn Ha pbiH- 
Ke HacTO/ibHbix m nopiaTHBHbix PC, nacTUHHO nepeK/itoMnnacb 
Ha HOBoe n, Ka3anocb, He cynuBwee 6onbuJnx BbiroA Aeno - 
npon3BOflCTBO cepsepoB. H b 1996 roAy Bbi3Bana HOByio ceH- 
caunfo cbohmh cepBepaMn PowerEdge. Ohm 0Ka3anncb CTonb 
yAaHHbiMn (n, KaK BcerAa y Dell, 6onee oeujeBbiMM no cpaBHennK) 
c aHanornHHbiMn MOAeraMH KOHKypeHTOB), hto 3a HenonHbie ABa 
rofla KOMnaHMfl nepeMecTunacb Ha mhpobom pbiHKe cepBepoB 
c AecflToro Mecia Ha BTopoe, yBennnuB cboio flonio noHTu BABoe. 

IrlHOrfla OHM B03BpailjaH)TCfl 

«Moa KOMnaHna - oto HarnnflHoe AOKa3aTenbCTBO Toro. hto mo>k- 

HO yBMAeTb H H3BfieHb npu6bl/1H H3 T3KMX B03MO>KHOCTeH, KOTO- 
Pbie B3UJH KOHKypeHTbl npOCTO 0TK33blB3K)TCf) BHAGTb, CHHTafl 

nx HeocyojecTBHMbiMn, flnn roro htoSw AywaTb He TaK, KaK see. 
coBceM He o6fi3aTenbHo 6biTb reHneM win npoBHAueM, nnn flawe 
AnnnoMwpoBSHHbiM cneunsnncTOM. Bee, hto Tpe6yeTCfl, - 
3to MesTa, a eme wecTKaa CTpyKTypa. KOTopaa 6yAeT cnywuTb 
paMKSMn Anf ocyLuecTBneHHfl otoi/i MenTbi». Abtop npounTn- 

pOBaHHOrO n3CC3>K3 B OAHOM m CBOMX HHTepBbtO CKpOMHO 3a- 

MeTun, hto c yAOBonbCTBueM noy>KHHan 6bi b KOMnsHnn eAUHo- 
MbiujneHHUKOB — Anb6epT3 OnHurreHHa. HcaaKa HbKjroHa, Shah 
TpoyBS n Bwnna rePrrca. 

BnponeM, CKpoMHUHSTb flenny He npucTsno. B 2002 roAy 
ero KOMnsHUd npoAana no noHTe - o6biHHoPi n oneKTpoHHOfi - 
KOMnbioTepOB H3 $35 MnpA n o6ecnennna p36otom 36 TbicflH 
nenoBeK. npuHeM Bee sto hs dpoHe TOTsnbHoro nsAeHna npo- 
Aax b KOMnbioTepHow OTpacnn! B cneAyioujeM roAy Aona Dell 
Computer Ha pbiHKe cocTaBuns 22%, 3 C3M3 KOMnsHnn no uto- 
rsM roA3 33Hfins 33-e Mecra b cnncKe 500 KpynHerttunx KOMns- 
mv\ Mnps. B nepBbie roAbi hoboto BeKa m TbicaneneTUfi Ha aohio 
AeTuma MskiKns flenns, cMeHnsiuero H33B3Hne hs Dell Inc., 
npuxoAwnocb oko/io 13% MnpoBoro pbiHKs nepcoHsnbHbix kom- 
nbtoTepoB, hto no3Bonnno KOMnsHnn cT3Tb eAUHonnHHbiM nuAe- 
pow. o6orH3B rnsBHoro hs to apeMfi KOHKypeHTs - Compsq. 




Dell Inc. ceroid - om 113 Kpyr?Hetiiijnx BbicoKOiexHonorHH 
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M0>KeT 6blTb, B 3T0M TpuyMCfie H 33n0>KeH3 m3BH3q npMHMHS 

roro, hto AecflTb neT Ha3aA. b 2003 roAy, 39-neTHHPi flenn ao- 
SpoBonbHO ycTynun csofi nocT CEO 6nn>K3^iueMy copsTHMKy - 
KeBUHy PonnnH3y, nenoBeKy HOMep 2 b KOMnsHnn. Co3fl3B3nocb 
BnensTneHne, hto flenny TorA3, ksk 3nbnnHncTy, noKopusujeMy 
OsepecT, npocTo SonbLue Henero AensTb. 

rioKHHyB pyKOBOflfliuwPi nocT b cBoePi KOMnsHnn, flenn nepe- 
KniOHMncfl H3 MHBecTnunoHHbM 6n3Hec. Euie b 1998 roAy oh oc- 
HOBan Apyryio KOMnaHMio - MSD Capital L.P. (Ha3BaHMe coctout 
H3 HHnqnanos ocHOBSTena). Otot btopoi/i 6n3Hec flenns 6bin 
T3K>Ke ycneoieH, ho Bee >Ke cnycTfi noHTu 10 neT coBeT AnpeK- 
Topos «nepBOM» KOMnsHnn - Dell Inc. - ynpocnn ee co3AaTena 
BepHyTbCfl. M b nocneAHUM Aenb flHBapa 2007 toas MsPiKn flenn 
chobs ycencfl b Kpecno pyKOBOflHTenn KOMnsHHH, KOTopyio csm 
C03flsn AB3AU3Tb c nnujHUM neT H333A. A b H3H3ne flHBspfl npo- 
mnoro roA3 wnp 6n3Hecs noTpacns ceHcsunoHHsn HOBOCTb: 
flenn, MMeBiuuM 6onee 12% amy\v\, npeAno>Knn SKquoHepsM 
Dell Inc. npoASTb euy Bee ocTsnbHbie - 33 $24,4 MnpA- CyMMy 
peKopflHyio co BpeMeH BennKoii Aenpeccnn! 

BnponeM, MsPiKn flenn npeKpscHo OTAseT ce6e OTneT, 
33 hto oh totob Bbino>KHTb TSKne AeHbrn, Dell Inc. ceroAHH - 
oah3 M3 KpynneiiLunx BbicoKOTexHonorwHbix KOMnsHMfi b Mnpe. 
06nsA3fl LUT8T0M b 6onee neM 100 Tbican nenoBeK. KOMnsHna 
npoAseT ujupoKnw sccopthmcht tobspob H3 pbiHKe high tech: 
KOMnbioTepbi, cepsepbi, cpeACTB3 xpaHeHMA MHCpopMaunn. 
ceTesbie ycTpoticTBs, nporpsMMHoe o6opyAOB3Hne. nepudpe- 
pnio, TeneBH3opbi BbicoKoro p33peujeHHfl, KSMepw, npuHTepbi. 
MP3-nneepbi, MT-cepBMCbi, 3 T3K>Ke p33Hoo6p33Hyio 6biTOByKD 
sneKTpoHUKy ctopohhux npou3BOAHTeneK HbiHe Dell Inc. ot- 
KpbiBaeT uiecTyio AecflTKy b cnncKe 500 KpynHewwux KOMnsHUM 
Mups no Bepcun >KypH3ns Fortune, b npoujnoM roAy 33HUM3n 
TpeTbe Mecra no npoA3>*e «nepcoH3noK» (nocne Lenovo v\ HP) 
n nepBoe no npoA3>Ke mohmtopob k «nepcoH3nK3M». 

P,a n csm eAUHonMHHbiPi BnsAeneu 3Toro MHoroMnnnnspAHO- 
ro 6n3Hec3 bxoaut b nepsyio nonycoTHio He MeHee 3H3MeHnroro 
«cnncK3 Forbes», Hbn «nepcoH3nbH3fi K3nnT3nn33un?i" b no- 
33npoujnoM roAy 6bina oqeHeHa stmm xypHsnoM b $16 MnpA- 
Tsk hto. nepecbp33npyn M3BecTHbiCi no3yHr eme coBercKnx spe- 
MeH, mo>kho 33KntoHHTb: Aeno flenns Kmei n no6e>Kfl3eT! EES 
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3an cnaBbi «CA» 



MaMKJi flenn 




OcHOBbi 6n3Hccn Maunn fle/i/i (poflM/i- 
cn b 1965 roAy) - ocHOBaTe/ib, CEO, 
a HbiHe n eflUHonnHHbiH BnaAe/ieu <oaho- 
cpaMMJibHOM» KOMnnnMn (cm. CTp. 92-95) - 
Hasan nocTMraTb b BOceMb nei, Korna Top- 
roBan neaennaMU cpenn caepcTHMKOB. 
noTOM oh nepeioiiOHM/icfl Ha noHTOBbie 
MapKH. KOTopbie npoAaBan yme co/inflHbiM B3poc/ibiM /uoahm (He nofl03poBaBiiinM. hto npo- 
Aatoinaa MapKM cpupwa coctout H3 oahoto noApocTKa-TpeTbeKnaccHHKa). H HaKOHeu, 
npniiH/icH 3a KOMnbiOTepbi. fla TaK yAasHO, hto cian caMbiM MO/ioAbiM - Ha to Bpcr.ni - Ron- 
napoobiM wnnnnapAepoM. a ero KOMnaHMS - oahum M3 KpynneniiJMx ToproBqeB KOMnbioTep- 

HOM TOXHUKOM B Mlipe. 

CaMoe 3aMeHaTenbMoe b HaueM 6M3Hece to. hto 6/iaroAapa cbh3h c K/ineHTaMn Mbi MMeeM 
BO3M0>KHOCTb MrHOBeHHO nonynaTb ot hmx HHTepecyioatyK) Hac HHCpopMaumo. 

llpeAMeTOM Moeit oco6ovi ropaocTn aB/ifieTCR to, hto, Aaxe KorAa Mbi Renanu oujm6ku. Mbi 
HHKorAa He OTCTyna/iu ot Haujux ochobhmx npnHijnnoB. 

K/ineHT He M0)KeT 6biTb npocTO yAoeneTBOpeH. KrweHT AonweH 6biTb AOBoneH! Oahsko sto bo- 
sce He osnanaeT, hto Hyxno naxAOMy wineHTy o6ecnennBaTb BCE, hto oh xoneT. CHanana Hyw- 
ho onpeAennTbca c TeM, sa hto unmm totob 3annaTUTb. Ecnn oh roBopnT. hto xoTen 6u, Hro6bi 
Bbi OKa3biBann eMy noAAepxKy 24 naca b cyTKH ceMb AHert b HeAenio, HTo6bi Bbi AenariM to-to h to- 
to. cnpocnTe ero b otbct, a totob nn oh 3a sto n/iaTMTb, noTOMy hto Bee stm ycnyru ctoht Aener. 

Kan MHe yaaercn yAepacMBaTbcn Ha nnaey see 3th roflbl? Bo-nepBbix, n no/iyHaio ot CBoeii pa6o- 
Tbi yAOBonbCTBwe; BO-BTopbix, h AyMaio, hto AOCTMr yenexa, noTOMy hto BcerAa 3aAaBan ce6e oahh 
n tot *e Bonpoc: «Hto eme a Mory CAenaTb, HTo6bi ynynujuTb paSoTy KOMnaHMM?" 

KajKAbiA ppnxen 6biTb HaueneH Ha yenex KOMnaHwu. npo6neMa cpMpMbi - tboh npo6neMa. 
m Te6e ee peujaTb. OpraHM3auna HMeeT TaKyw xopoujo 3aTOH6HHyio Kyribrypy, hto, ec/in kto- 
to ho tueBeriMTcn n He Haue/iMBaeT ce6a na o6iamm pe3y/ibTaT, npo6yeT pa3B0AHTb 6iopOKpaTwo, 
opraHH3au.ua o6xoaht ero. HaM He Hy»Hbi TaKne pa6oTHHKM. 

B Hawew KOMnaHHM hmkto He HMeeT npaBa cna3aTb. hto ro/ibKO noroMy, hto oh npopa6oTan 
y Hac 6onee 10 net, oh Mo>KeT nonnBaTb Ha naBpax n He CTpeMHTbca k Aa/ibHertweMy pa3BHTMK». 

HToobi MOTMBupoBaTb coTpyAHMKa, 3acTasnTb ero nonyBCTBOBaTb ce6a coe/iaAe/ibueM KOMna- 

HHM. Hy)KHO nOAXOflMTb K COTpyflHMKaM C TeMM MepKaMM, KOTOpbie OH B COCTOflHHH BOCnpMHHTb. 

H3HananbH0 mw co3Aann CTpyiaypy ynpaBneHnn. b KOTopoi* HeT h He ao/dkho 6biTb MHoro 
ypoBHeti. TaKoea MOAenb KOMnannn, opueHTupoBaHHow Ha pe3ynbraT, aKTMBHOti m arpeccuBHOM. 
3Ta cucTeMa Aonxtna 6biTb caMOKpMTMHHoPi, noompafl )KenaHne pa6oTHHKa QtKpbrro roBopnTb 
o npo6neMax b o>npMe. Ecnn kto-to, 3Han o cymecTBOBaHnn npo6neMbi, ribiTaeTca CAenaTb bma. 
hto Hunero He nponcxoAHT, - TaKOti nenoBeK h3m He Hy)«eH. 

TaK Ha3biBaeMbie MMime napnn o6biHHO 3aKaHHMBaioT AMCTaHqiiK) noc/ieAHMMM. 

EcTb MHo>KecTBo Beaten, KOTopbie BeAyT k yenexy. R He Jiioonio 3aHHMaTbcn ronbKO TeM, neM 
MHe HpaBHTca 3aHMMaTbcn, n nosTOMy Aenara He to, hto HpaBHTcn, a to, hto nortAeT Ha nonb3y Aeny. 

fla, nauj 6n3Hec BepTMTcn BOKpyr TexHO/iornki. Ho He TO/ibKO - Hac paBHbiM o6pa30M BonnyioT 
npon3B0ACTBeHHbie onepauwn m OTHoineHMti c noKynaTenwMH. 

flBaAuaTb neT n 40 MunnwapAOB AonnapoB... - KaxeTcn, sto nenjioxue Kpyrnbie nucna! 
AyMao. hto b BeK UnTepHeTa o6n3aTenbHO no6eAHT MOAenb pa3BHTnn KOMnaHHn. ocHOBaHnan 
na OTKpbiTOM coTpyAHnnecTBe, a ne Ta. hto ocHOBaHa Ha pacnpocTpaHennn npaBa co6ctb6hhocth 
na Bee h bch, k3k y MHorux Haujux KOHKypeHTOB... rioAxoA, ocHOBaHHbiii Ha npaBax co6ctb6hhocth 
na Te m/ih nHbie TexHonornn n Ha "BepTHKanbHbix- cepBucHbix pemeHHRx, ycTapen. Bo bcakom 
cnynae. OTBepraeTcn 6onbiunHCTBOM noKynaTeneA bo BceM Mnpe. 

MAea "6biTb BceM unn Bcex» - sto nAen M3 npoiunoro. 

EA^HCTBeHHoe. mto pa3BHBaeTcn 6wcTpee Linux, - sto Linux Ha KOMnbKuepax Dell. 

(loKynaTenM - bot kto npusen Dell k yenexy b nepeyw onepeAb. M ecnn Mbi OKaxeMcn aoctb- 
tohho MyApbiMn n npoBopHbiMM. MTo6bi BospeMR ycnbiaiaTb HyxAbi noKynaTenePi, Mbi no6eAHM. 

ripoAati nonb30saTenio He to, hto 3aBa/in/iocb Ha cwiaAe, a to, hto eMy Hy*Ho, m AeujeBne, 
neM npoAaioT Apyrne. 

Ann raro hto6w Ao5nTbcn yenexa, He o6n3aTenbHO 6biTb reHneM m/ih nposnAueM. He o6fl3aTe/ib- 
ho Aa«e 3aKaHHMB3Tb KonneA^- flocTaTOHHO npocTO HMeTb MenTy n yAanHO ee CTpyKTypuposaTb. EES 
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Bee roBop^T, mo hy>kho nenaib, a Mbi noMoraeM flocTMMb pe3y/ibTaia. 
PeweHni/i MHoro - Hai/iflme CBoe b «Ci/icreMHOM aflMMHMCTpaTope» v\ «5MTe». 

3a^flHTe Ha magzter.com, CKaMafrre HOMep wypHa/ia Ha KOMnbKrrep, n/iaHiueTHMK, CMapT(|)OH. 
HuTaMTe «CncTeMHbii/i aflMMHHCTpaTop» n «BMT». Tenepb bjo npodo! 
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Bceeda a >kuu!* 




A/ibT /li/myKC 7.0 KeHTaBp 



AAbT AHHyKC V^i AecKTon70 




AAbT AI/1HVKC 7.0 

UJKOAbHblM 



Q Simply Linux 7.0 



MHTepHeT-MarasMH A/ibr JlnHyKc: shop.altlinux.ru 

*Ha cpnaw-HOCHTenb 3anncbiBaeTca aKTyanbHbiw CTa6nnbHbiM penn3 flncTpn6yTMBa. 



